




MISA Dignitaries 
   

MISA Chairperson                                        

Dr. Kavita Aggarwal 
 

 

 

‘Educators have three loves: love of learning, love of learners, and the love of bringing the 
first two loves together.’ 
 

With a career spanning over four decades in the field of education, I feel honored to have had 

such a rich, diverse and significant experience in the various dimensions of teaching and 

contribute effectively towards building a brighter future generation. 

 

Doctorate in Education Management and a rich experience of 40 years in the Education Industry 

as a leader and an educator has allowed me to share my expertise and knowledge at the national 

and international educational platform.  Since then the face of education has changed significantly 

and it feels great to be a part of driving this positive change! 

 

I have been the Principal of leading National and International schools and have set up systems, 

policies, and procedures; procured affiliations, trained and mentored teachers including Vice-

Principals / Principals and administrative staff. 

My expertise lies in setting up new schools affiliated with Cambridge International Examinations 

(CAIE), Cambridge, UK, and CISCE curricula owing to which I have consulted on various 

projects for new schools right from inception to complete functioning. 

 

I am also heading as Chairperson of ‘Members of International Schools Association’ (MISA), 
a prestigious organization of 110 Cambridge schools in the country affiliated to CAIE.  

MISA ( Members of International Schools Association ) was initiated by me in 2007 with few 

like-minded people to empower teachers and help schools to overcome the academic & 

administrative hurdles of the Cambridge curriculum. The main objective of MISA is to empower 

the teachers and school leaders in managing the international curriculum. 

 



Currently, I am associated as Director/Head of School with D. G. Khetan International School, 

Malad West. Being the Founder Principal of this school right from its inception in 2006 affiliated 

with Cambridge International U.K. 

 

I have attended various conferences as a Speaker and Moderator at National and International 

platforms. My views and opinions with regards to the education sector have been published in 

various newspapers and magazines. I’m also humbled to be a recipient of many awards for my 

outstanding efforts and contribution to the field of education. 

 

I have always believed that the all-around development of the students means their development 

in  IQ, SQ, EQ & AQ along with their physical development I truly believe that if our words and 

actions inspire our students to dream more, learn more, do more, and become more, then we are 

on the path to creating responsible future leaders. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



MISA Dignitaries 
 

                                        

    

 

 

 

 

 

       Vice Chairperson                           Treasurer                                           Secretary 

         Ms. Jessie Vas                            Mr. Rohan Bhat                           Ms. Lalitha Rajgopal 

 

 

 

 

                                                       

            Executive Committee Member                                       Joint Treasurer       

                   Ms. Rakhi Mukharjee                                             Mr. Varun Shetty 

 

 

 

 

 

 

 



 

Committee Member 

 

                                                    

        Dr. Jaya Parekh                           Ms. Pratibha Kharat                Mrs. Sudeshna Chatterjee 

 

                                                    

                            Mr. Sanjay Nandi                                 Mrs. Yasmine Pizrada 

 

 



Keynote Speakers for Technical conference 

 

Speaker 1: Dr.Hari Krishna Maram 

 

● Dr.Hari Krishna Maram,  Digital Brand Ambassador and Chairman of Vision 

Digital India &  Vice Chancellor Global Digital University USA  , Director - 

Stayfit Pvt Ltd 

● He has an illustrious career in education and has served as the Governing Council 

Member at AIMA (All India Management Association), Managing Committee 

Member CII , Chairperson - International Facility Management Association (IFMA 

) ,Vice President at AIMS (Association of Indian Management Schools).  

● Additionally, he was Honorable Secretary-BMA (Bangalore Management 

Association), Treasurer-Education Promotion Society for India (EPSI) South India, 

Executive Board Member at NIPM and Chairperson Higher Education Forum –

Karnataka. 

●  His efforts in management education have been recognized on numerous 

occasions by the Government of India. He is also a part of the UGC Committee. 

● Throughout his lifetime, he has received various awards like Prestigious 

Knighthood Award from UK, MTC Global Top 10 Thinkers, " 

 

 

 



Speaker 2: Dr Tamasi Kar 

 

 

● PhD in Experimental Particle Physics, Physikalisches Institute University of 

Heidelberg, Germany 

● Thesis: “A Triplet Track Trigger for Future High Rate Collider Experiments” | 

Advisor: Prof. Dr André Schöning 

● Postdoctoral Scholar at Physikalisches Institute, University of – present 

Heidelberg, Germany 

● Project Description: “Detailed and realistic Geant4 simulations and 

● Triplet Track Trigger studies for Future Circular Collider Experiments” 

● Summer Intern at the Visiting Student Research Program,TIFR, Mumbai 

Project Title: “A study of the statistics involved during the microseconds of the 

Universe (the Quark Gluon plasma state) using Boltzman 

● Transport Equation” | Supervisor: Prof. Sourendu Gupta 

 

 

 

 

 

 

 

 



Speaker 3 : APMJ.SHEIK DAWOOD 

 

 

 

● Grand Nephew of Dr. APJ Abdul Kalam  

● Managing Trustee of Dr. APJ Abdul Kalam International Foundation  

● Sheikh Dawood holds a M Tech Degree in the field of computer Science from 

SASTRA Deemed University  

● He has worked in IIIT Bangalore with Prof Dr. Sadagopan for Various IT related 

projects. 

● Sheikh was employed in Archive.org, Sanfrancisco, USA as a Research fellow with 

its founder Brewster Kahle, for the Internet Archive. 

● His current role involves partnering with Microsoft India as a Cloud Evangelist and 

spreading the cloud Adaptation in India 

 

 

 

 

 

 

 



Session Chair for the Conference 

 

1. Ms. Amita Mhatre            : PhD Scholar at IIT Bombay  

2. Ms. Abhilasha Patil   : PhD Scholar at IIT Bombay 

3. Ms. Sampada Karandikar : PhD Scholar at University of Pennsylvania  

4. Mr. Vitthal Khatik   : PhD Scholar at IIT Kanpur  

5. Ms. Smita Jadhav   : PhD in Biotechnology 

6. Ms. Prakiti Sanrachna   : Lecturer in Mumbai University  

7. Mr. Johnson Daniel   : Technical Process Specialist, Infosys Pvt. Ltd, Pune. 

8. Ms. Jaswinder Kaur Kaushal : Expertise in IPR, Biochemistry, Statistics, Molecular              

Biology. 

9.  Mr Chinmay Gaikwad  : PhD Scholar Astro dynamics University of California 

10. Mr.Vedant Jhaveri   : Masters in Math from Imperial College London 

11.  Mr Shree Krishnan   : Technical leader and Senior Architect with SAP Ariba     

Technologies India Pvt Ltd 

12.  Mr. Ayush Falor   : Lead Software Developer 

 

 

 

 

 

 

 

 

 

 

 

 

 



Technical Review Panel for Research Papers 

 

1. Mr Akhil Vora : EuroSchool, Airoli 

2. Ms Manisha Shrimali : Jamnabai Narsee International school 

3. Ms Neha Parekh : Jamnabai Narsee International school 

4. Ms Puja kumar : Vibgyor High Goregaon west 

5. Ms Aqsa Temrikar : Vibgyor High Goregaon west 

6. Mr Akhil Vora : EuroSchool, Airoli 

7. Ms  Abhilasha Patil : IIT Bombay 

8. Ms Amita Mhatre : IIT Bombay  

9. Ms Nitu Singh : APS School   

10. Professor Chaudhary Vivek : DG Khetan International School  

11. Ms Kovita Gupta  : DG Khetan International School 

 

 



      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

i 

 Vol. 8  Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

 

Contents 

S. 

No 

 

Name of the Topic 

 

Name of the Students 

 

Full Access 

1  Pneumonia Detection Using Transfer Learning 

And Convolutional Neural Networks 

Aarav Jain 

 

Click Here  

2  A Computational Analysis Of School Factors 

For Reducing Drop-Outs In Mumbai’s 

Municipal Schools 

Aria Gupta 

 

Click Here  

3  3d Printing - The New Star In Humanitarian 

Technology? 

Dhruv Jain 

 

Click Here  

4  Trend In Screen Time Related Headaches And 

Migraines Due To Covid 19 Pandemic 

Alexia J. D’souza 

 

Click Here  

5  Deploying Deep Neural Networks To Predict 

Greenhouse Gas Emission Output 

Ninoushka Grover 

 

Click Here  

6  The Use Of Iot In Smart Healthcare Of Patients 

And Assisted Living Of People With Special 

Needs 

Vansh Sonani 

 

Click Here  

7  Smart Homes And Cities Sahil Gada 

 

Click Here  

8  Has The Concept Of Online Education Shifted 

It’s Paradigm From Improv Comedy To A 

Streamlined Program During The Pandemic? 

Niyati Deora 

 

Click Here  

9  Green Communication Poorvi Tavanappa 

Rokhade, 

Prithviraj Arvind Patel,  

Aditya Kakade 

Hitasvi Kiran Vora 

Click Here  

10  "Why-Rush" During "Virus": Possibilities To 

Combat Pandemics And Epidemics 

 

Sparsh Bhimrajka 

 

Click Here  

11  Fighting Epidemics And Pandemics With Data Shllok Tahiliani 

 

Click Here  

12  Introduction To Different Iot Devices And 

Potential Cyber Attack Threats 

Manyaa Doshi 

 

Click Here  

13  Data Collection Methods In The Sphere Of 

Healthcare 

Kanak Bhawmik 

 

Click Here  

14  A Self-Aware A.I: Emulating The Human 

Brain 

Aditya Singh 

 

Click Here  

15  Deep Learning And Neural Networks For 

Roads 

Diya Rajesh Doshi 

 

Click Here  

16  Business Intelligence (Bi): Raw Data Into Koushal Sanjay Modi Click Here  

http://www.indianscholar.co.in/
http://indianscholar.co.in/downloads/1--aarav-jain1.pdf
http://indianscholar.co.in/downloads/2-aria-gupta1.pdf
http://indianscholar.co.in/downloads/3-dhruv-jain1.pdf
http://indianscholar.co.in/downloads/4-alexiaj.dg%C3%87%C3%96souza1.pdf
http://indianscholar.co.in/downloads/5-ninoushka-grover.pdf
http://indianscholar.co.in/downloads/6-vansh-sonani.pdf
http://indianscholar.co.in/downloads/7-sahil-gada.pdf
http://indianscholar.co.in/downloads/8-niyati-deora.pdf
http://indianscholar.co.in/downloads/9-poorvi-tavanappa-rokhade.pdf
http://indianscholar.co.in/downloads/10-sparsh-bhimrajka.pdf
http://indianscholar.co.in/downloads/11-shllok-tahiliani.pdf
http://indianscholar.co.in/downloads/12-manyaa-doshi.pdf
http://indianscholar.co.in/downloads/13-kanak-bhawmik.pdf
http://indianscholar.co.in/downloads/14-aditya-singh.pdf
http://indianscholar.co.in/downloads/15-diya-rajesh-doshi.pdf
http://indianscholar.co.in/downloads/16-koushal-sanjay-modi.pdf


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

ii 

 Vol. 8  Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

Actionable Insights  

17  How Organizations Use Data Analytics To 

Grow Business And Manage Risk 

Ujjwal Sharma 

 

Click Here  

18  Cryptocurrency And Its Future In The Retail Dhruv Rajkumar Varma 

 

Click Here  

19  Analysis Of Whether Digital Evidence Can Be 

Relied Upon In Legal Procedures, And 

Determination Of The Ideal Df Model 

Arhan Kamdar Pande 

 

Click Here  

20  Applications Of Neural Networks And Deep 

Learning 

Sharvari Dhuri 

 

Click Here  

21  Bioinformatics: Nutrigenomics & Personalized 

Diets 

Samuel Seth Barrett 

 

Click Here  

22  Artificial Intelligence And Covid-19 Pandemic Anjali Govind Chauhan 

 

Click Here  

23  Telemedicine In India: A Boon In The Era Of 

Covid-19 

Gauravv Anand 

 

Click Here  

24  Investigation On The Link Between Genetics 

And Parkinson’s Disease 

Mohammad Petiwala 

 

Click Here  

25  The Current Hurdles Which Digital Forensics 

Has To Cross 

Sanjit Muralikrishnan 

 

Click Here  

26  Smart Data Packet Movement – Assessing A 

Possible Way To Reduce Network Traffic 

Atharv Garg 

 

Click Here  

27  What Are Exactly Cryptocurrency 

Technologies And Bitcoin And How Does It 

Impact Economies? 

Tara Kharat 

 

Click Here  

28  Leveraging Data Science To Curb Covid-19 Soumya Doshi 

 

Click Here  

29  Technological Era With Vaccine Shrey Shah 

 

Click Here  

30  Data Science- A New Surveillance Towards The 

Indication Of A Future Pandemic? 

Mahi Shukla 

 

Click Here  

31  Assessing Cyber-Security Awareness Amongst 

K12 Students & Parents 

Isha Ukey 

 

Click Here  

32  Iot AND CYBERSECURITY APPLICATIONS 

IN THE MILITARY 

Anishka Rao 

 

Click Here  

33  How Can Data Analytics And Artificial 

Intelligence Technologies Help Predict And 

Control Future Pandemics And Epidemics? 

Richita Sarda 

 

Click Here  

34  Evaluation Of Green Communication Krishi Shah 

 

Click Here  

35  Using Data Analytics To Predict Sars-Cov-2 

(Severe Acute Respiratory Syndrome 

Coronavirus) Pandemic 

Aditi Mallya 

 

Click Here  

http://www.indianscholar.co.in/
http://indianscholar.co.in/downloads/17-ujjwal-sharma.pdf
http://indianscholar.co.in/downloads/18-dhruv-rajkumar-varma.pdf
http://indianscholar.co.in/downloads/19-arhan-kamdar-pande.pdf
http://indianscholar.co.in/downloads/20-sharvari-dhuri.pdf
http://indianscholar.co.in/downloads/21-samuel-seth-barrett.pdf
http://indianscholar.co.in/downloads/22-anjali-govind-chauhan.pdf
http://indianscholar.co.in/downloads/23-gauravv-anand.pdf
http://indianscholar.co.in/downloads/24-mohammad-petiwala.pdf
http://indianscholar.co.in/downloads/25-sanjit-muralikrishnan.pdf
http://indianscholar.co.in/downloads/26-atharv-garg.pdf
http://indianscholar.co.in/downloads/27-tara-kharat.pdf
http://indianscholar.co.in/downloads/28-soumya-doshi.pdf
http://indianscholar.co.in/downloads/29-shrey-shah.pdf
http://indianscholar.co.in/downloads/30-mahi-shukla.pdf
http://indianscholar.co.in/downloads/31-isha-ukey.pdf
http://indianscholar.co.in/downloads/32-anishka-rao.pdf
http://indianscholar.co.in/downloads/33-richita-sarda.pdf
http://indianscholar.co.in/downloads/34-krishi-shah.pdf
http://indianscholar.co.in/downloads/35-aditi-mallya.pdf


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

iii 

 Vol. 8  Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

36  The Implementation Of Technology Transfer 

In The Medical Industry 

Hritika Thadesar 

 

Click Here  

37  Cyber Security And Social Media: Trusting 

The Operators 

Tisha Jasani 

 

Click Here  

38  Technology Transfer Across Industries Over 

The Years 

Trinab S. Goswamy 

 

Click Here  

39  Signal Breaking Barriers For Traffic 

Management Using Iot 

Tasmiya Khan 

 

Click Here  

40  Defense Against Dark Humans Monik Bhatt 

 

Click Here  

41  Rooting Green Routes Mithas Jain 

 

Click Here  

42  Cyber Psychokinesis Anuja Kokate 

 

Click Here  

43  Green Communication M. Sai Sannihit Kumar 

 

Click Here  

44  Data Science Techniques For Handling 

Epidemic And Pandemic 

Vishwajeet Vishal Chavan 

 

Click Here  

45  Energy Harvesting And Transfer: Review Chaitanya A Padhye 

 

Click Here  

46  Green Networking Nishtha Lakhani 

 

Click Here  

47  Issues With Cyber Security In Internet Of 

Things 

Ritika Ritesh Mathur 

 

Click Here  

48  Different Methods To Handle Pandemics And 

Epidemics 

Kian K. Pinto 

 

Click Here  

49  Hey Alexa, How Secure Is The Internet? Husein Hakim 

 

Click Here  

50  Green Communications And Wireless 

Networking 

Jayaram Braganza 

 

Click Here  

51  The New Techno World Shubham. P. Jatania 

 

Click Here  

52  Making Sustainable Energy Attainable Tia Thakkar 

 

Click Here  

53  Green Communication Prisha Gupta 

 

Click Here  

54  Artificial Intelligence In The Fight Against 

Covid-19 

Raghav Satish Samani 

 

Click Here  

55  Data Science - Remodelling Pandemic 

Administration 

Yaksh Dinesh Dharod 

 

Click Here  

56  Role Of Iot During Covid-19 Pandemic Asmi Karnik 

 

Click Here  

57  Data Science: A Weapon Against Pandemics Anuva Khanna Click Here  

http://www.indianscholar.co.in/
http://indianscholar.co.in/downloads/36-hritika-thadesar.pdf
http://indianscholar.co.in/downloads/37-tisha-jasani.pdf
http://indianscholar.co.in/downloads/38-trinab-s.-goswamy.pdf
http://indianscholar.co.in/downloads/39-tasmiya-khan.pdf
http://indianscholar.co.in/downloads/40-monik-bhatt.pdf
http://indianscholar.co.in/downloads/41-mithas-jain.pdf
http://indianscholar.co.in/downloads/42-anuja-kokate.pdf
http://indianscholar.co.in/downloads/43-m.-sai-sannihit-kumar.pdf
http://indianscholar.co.in/downloads/44-vishwajeet-vishal-chavan.pdf
http://indianscholar.co.in/downloads/45-chaitanya-a-padhye.pdf
http://indianscholar.co.in/downloads/46-nishtha-lakhani.pdf
http://indianscholar.co.in/downloads/47-ritika-ritesh-mathur1.pdf
http://indianscholar.co.in/downloads/48-kian-k.-pinto1.pdf
http://indianscholar.co.in/downloads/49-husein-hakim1.pdf
http://indianscholar.co.in/downloads/50-jayaram-braganza1.pdf
http://indianscholar.co.in/downloads/51-shubham.p.jatania1.pdf
http://indianscholar.co.in/downloads/52-tia-thakkar1.pdf
http://indianscholar.co.in/downloads/53-prisha-gupta1.pdf
http://indianscholar.co.in/downloads/54-raghav-satish-samani1.pdf
http://indianscholar.co.in/downloads/55-yaksh-dinesh-dharo1.pdf
http://indianscholar.co.in/downloads/56-asmi-karnik1.pdf
http://indianscholar.co.in/downloads/57-anuva-khanna1.pdf


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

iv 

 Vol. 8  Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

 

58  Covid And Ai Natasha Datar 

 

Click Here  

59  A Developing Data Science For Informing The 

Response To Emerging Pathogens 

Naisha Gurbani 

 

Click Here  

60  Sustainable And Secured Smart Cities Using 

Iot 

Arya Vithal Sherekar 

 

Click Here  

61  Acknowledgement MISA LUMINOUS 

SPARK 2021 

 

Click Here  

http://www.indianscholar.co.in/
http://indianscholar.co.in/downloads/58-natasha-datar1.pdf
http://indianscholar.co.in/downloads/59-naisha-gurbani1.pdf
http://indianscholar.co.in/downloads/60-arya-vithal-sherekar1.pdf
http://indianscholar.co.in/downloads/61-acknowledgement1.pdf


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

1 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

 

PNEUMONIA DETECTION USING TRANSFER LEARNING AND 

CONVOLUTIONAL NEURAL NETWORKS 
 

 

 Aarav Jain 

 Prabhavati Padamshi Soni  

International Junior College 

 aarav8304@gmail.com 

 

 

Abstract 

This paper outlines the advantages of using transfer learning on pre-trained 

convolutional neural networks and the problems transfer learning solves for 

Pneumonia detection. Seven pre-trained models are used for Pneumonia 

detection along with one convolutional neural network trained from 

scratch. This paper also concludes why ResNet-50 [1] performs best for 

detecting pneumonia given an x-ray scan, and the reasons why this 

particular model works best with respect to its architecture, data it was 

initially trained with and the number of parameters the pretrained model 

has among many other things. ResNet-50 [1] achieves the highest 

validation accuracy of 93.27% with just 5216 files of image training data. 

 Keywords-Transfer learning, Pneumonia, Convolutional Neural 

Networks, Image Classification, Resnet-50, Supervised Learning 

 

Introduction 

Pneumonia killed more than 800,000 children in 2017 [2] who were under the age of 5. 

Pneumonia also accounts for 15% of all deaths of children under 5 years. It transmites in many 

ways, air-borne droplets from coughing and inhalation of bacteria found commonly on one’s 

throat are just a few ways Pneumonia can spread. Additionally, Pneumonia is one of the most 

misdiagnosed conditions. 

Given the high number of covid-19 cases, Pneumonia being caused due to covid-19 have 

also seen an alarming rise in recent times. To detect Pneumonia given an x-ray scan of the 

patient's lungs, radiologists search for white spots near the lungs which are called infiltrates. 

However, to speed up this process of searching for these infiltrates while reducing the error rate 

in detecting them, an image classifier made using convolutional neural networks could be trained 

to detect these infiltrates instead. 

However, few problems arise. Often enough data is not available, especially tasks related 

to medical and healthcare. This lack of data, could lead to unacceptable accuracies and 

overfitting of the training dataset for detecting pneumonia using convolutional neural networks. 

Also, when high accuracies are needed, it is common to increase the total number of layers and 

hidden units of a neural network. This increases computational costs and time taken to train the 

neural network significantly. Hence, a solution to this problem is a technique called “transfer 

learning”. A pretrained model is taken with its weights already set according to a dataset with a 

http://www.indianscholar.co.in/
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large number of image files, such as the ImageNet dataset [3], and then training on our 

personalized dataset takes place on the last few layers of the neural network, which help classify 

the given input image into different classes. Of course, this idea of transfer learning could be 

applied to different problems in this domain apart from image classification too, such as image 

segmentation and object detection.  

This method of diagnosis of Pneumonia can replace the need for patients to undergo 

several tests, such as Blood tests, Pulse oximetry, Sputum test, CT scans and Pleural fluid 

culture. Additionally, as these tests may not be needed to diagnose Pneumonia, this will speed up 

the diagnosis process, hence reducing the strain on hospital resources. 

 

Theory 

A convolutional neural network used for classification of an input image to a particular class can 

be thought of by dividing the neural network into two different sections: Feature learning and 

Classification. A convolutional neural network is used to respect the spatiotemporal features of 

an image, as flattening the image into a vector in the first layer itself, without performing 

convolutions, will lead to the loss of the spatiotemporal features. 

One of the main problems with medical imaging analysis is the lack of data available. 

However, due to the lack of data it could be difficult to train the data without overfitting. 

Overfitting leads to low validation accuracy as it memorizes specific attributes from the training 

dataset which do not generalize well to the rest of the data. However, transfer learning avoids the 

problem of overfitting by training a network on a very large dataset, one which generalizes very 

well. Hence, we can use these layers which do not overfit for predictions for another dataset, 

leading to higher validation accuracies. This can be done as the first few layers of the neural 

network learn generic features which are commonly required by the network to detect and 

perform tasks. These generic features, for example, are lines, colours, edges and shapes amongst 

many others. 

Using such a method has multiple benefits, such as faster training times, higher validation 

accuracies with a low data size and lower computational costs. 

Firstly, using transfer learning, the model can be trained faster. The first few layers of the 

neural network do not require to be trained as they are pre-trained to recognize lower level 

generic features of an image like edges, curves and lines. Hence backpropagation computations 

do not need to be done on these layers of the neural network and hence as a result of smaller 

number of computations, the training time reduces. 

Additionally, we can get very accurate results even if small amounts of data is available. 

Transfer learning reduces the problem of overfitting as it has already learnt to recognize generic 

features of an image such as lines, curves and edges and depending on the data the pretrained 

model was trained with, it would also have learnt to recognize higher level features of an image, 

such as being able to detect colours, shapes, patterns, sizes and even objects.  This happens as the 

pretrained weights used to recognize these generic features are a lot more accurate in doing so 

due to the high dataset size which prevents from overfitting. Thus, by using these pretrained 

weights, we can customize the last few layers to our data as those layers usually learn features 

which are a lot more specific to a particular dataset and hence get more accurate results. 

 

http://www.indianscholar.co.in/
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Lastly, convolutional neural networks can have many parameters that need to be trained, 

as a result, the computational costs are quite high. Transfer learning reduces the computational 

costs due as the pretrained parameters do not need to be trained. Typically, only the last layer of 

the neural network, which is used to generate a probability distribution for the possible classes 

that the input image could belong to, needs to be trained when we use transfer learning, hence 

avoiding the need to train multiple hidden convolutional and fully connected layers. 

 

Experimental 

Binary cross entropy was selected as the appropriate loss function for this task as there are only 

two class labels: Pneumonia and no Pneumonia. 

The Adam optimization algorithm was used for the training of the neural networks due to 

the faster convergence of the neural network especially after the loss becomes lower compared to 

the results obtained using Stochastic Gradient Descent.  

Eight different models were trained for this task, seven pretrained models (DenseNet [4], 

EfficientNet [5], InceptionNet [6], MobileNet [7], ResNet-50 [1], VGG16 [8] and Xception [9]) 

used by transfer learning whose weights were pre-trained on ImageNet [3] and one 

Convolutional Neural Network trained from scratch. The results below show which models give 

the most accurate results. The models were trained on one GPU on Google Colaboratory.  

The dataset used was “Labeled Optical Coherence Tomography (OCT) and Chest X-Ray 

Images for Classification” distributed by Mendeley Data [10]. The training dataset consists of 

5216 files belonging to 2 classes (pneumonia and no pneumonia), while the validation dataset 

consists of 624 files belonging to 2 classes (pneumonia and no pneumonia). The neural networks 

were trained for 10 epochs. A batch size of 32 was selected. Additionally, all images were 

resized into 250 * 250 size with 3 channels.   

However, due to the low amount of image files available, the model started to overfit 

very quickly, both for the pre-trained neural networks as well as the one trained from scratch. 

Hence, data augmentation was used to generate additional data which were modified using 

random rotation, width shift, brightness change, zoom, shear and vertical and horizontal flips. 

Also regularization such as Dropout with a rate of 0.4 and Batch Normalization was used. 

 

Results 

Training and validation loss along with training and validation accuracy for each of the eight 

neural networks were computed.  

The results obtained clearly showed a vast improvement in detecting Pneumonia when 

transfer learning is used. After training the eight different neural networks, the best performance 

for neural networks trained using transfer learning have a validation accuracy on average 4.35% 

better than the neural network trained from scratch.  It can also be observed using the help of the 

graphs below that the training of the neural network trained from scratch is a lot more unstable 

due to the high fluctuations of the validation loss.  

The best performing neural network, Resnet-50 [1], had a validation accuracy of 93.27%, 

which is 7.21% higher than the neural network trained from scratch, which had a validation 

accuracy of 86.06%. 
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Discussion 

The results below are of image classification models which detects if a given x-ray scan has 

Pneumonia or does not have Pneumonia.  

 

 
 

              Fig. 1 Shows the results of training the eight different convolutional neural networks. 

The lower the (validation and training) losses, the better. Higher the (validation and training 

accuracies) the better. 
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From the results above, it is clear to see that models trained using transfer learning have much 

better performance compared to a convolutional neural network trained from scratch. The neural 

network trained from scratch seems to start overfitting very quickly as well, as the validation 

accuracy is a lot lower than the training accuracy.  

However, amongst all of the models, the ResNet-50 [1] model performs the best, 

achieving a validation accuracy of 93.27% on the 7th epoch. The MobileNet [7] model comes a 

close second, achieving a validation accuracy of 89.58% on the 10th epoch. 

One of the main reasons that Resnet-50 [1] performs so well on the dataset is due to the 

number of parameters it has in its network. For example, Resnet-50 [1] comprises a total of 

23,587,712 parameters, whereas EfficientNet [5] comprises a total of 17,673,823 parameters. A 

higher number of parameters that are pretrained leads to the neural network having learnt more 

features to detect in an image. Hence, Resnet-50 [1] learns features to detect the small infiltrates 

and increase in white density around the lungs of the x-ray scan image to classify whether a 

patient has Pneumonia or does not have Pneumonia. Additionally, due to the use of transfer 

learning using Resnet-50 [1], the neural network does not need to relearn all of its parameters, 

which not only would take a lot of time and be computationally expensive, but also would overfit 

due to the limited data. However, as the weights have been pre trained on a much larger dataset 

such as ImageNet [3], which has more than 14 million images, hence the neural network had not 

overfit on that. 
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              Fig. 2 Shows a visualization of what different convolutional layers in the neural network 

in Resnet-50 [1] learnt after training. 

 

The pictures above show how the convolutional layers learn the different features needed to 

detect if the given x-ray scan has pneumonia or does not have pneumonia. As we can see, these 

are a few visualizations of the original image after the convolutional operations. 

 

Conclusion 

The use of transfer learning was critical in achieving such high validation accuracies with only 

5216 images of x-ray scans available. With a small dataset, a neural network trained from scratch 

would overfit very quickly, and hence not allow it to converge to the global  minima and keep a 

low training loss whilst maintaining a high validation accuracy. Additionally, as the weights 

from the pretrained network are freezed apart and training is carried out on the classification 

head, computational costs reduce as the trainable parameters have reduced in number. However, 

these results could further be improved by using a technique called “finetuning”, where along 

with training the custom feedforward neural networks the layers of the original pre-trained neural 

network undergo training as well. Additionally, more data could be collected to gain higher 

validation accuracy. In the future, I plan to use transfer learning to achieve high accuracy and 

make it usable in the real world for instance segmentation on x-ray scans. This will help give 

doctors exact locations where the neural network predicts infiltrates are present that suggest 

Pneumonia. 
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Abstract 

Dropping out of the educational system can cause serious individual, familial, educational, and social 

difficulties. This is influenced by a variety of factors, but it is mainly at the school level where students 

drop out.Mumbai’s municipal schools are facing a problem of high dropout rates. Nearly 49% of these 

dropouts are due to child-centric school factors.  

Currently, government funds for aided schools are allocated without any detailed analysis of 

school factors. The government should compare schools across variousparametersand correlate them with 

the schools’ student strength, to identify specific areas of improvement.  

To investigate and identify key school factors related to drop-outs for a predictive analysis, I have 

collected standardized school report cards of over 1600 Mumbai municipal schools comprising 

information about various schools’ facilities, students and teachers. 

Following an analysis using machine learning algorithms, several school factors directly 

impacting drop-outs were highlighted: digital learning, English medium of instruction, high female-to-

male teacher ratio, and free textbooks. Rather than sanitation in toilets and mid-day meals, government 

resources should be redirected towards these factors for a quality education. 

Keywords: Drop-outs, school factors, machine learning, municipal schools, education 

 

 

Introduction: 

Education serves as a vital component for the socioeconomic development of the individual, 

community, and the country. The emphasis on education as a central piece of growth (both at an 

individual and societal scale) - “education for development” does not have an unfamiliar ring to 

it. In order to truly tap and reap the benefits of human potential, it is essential that everyone has 

the correct access to education. It is not just education, but the relevance of education to 

development that brings the larger picture into perspective. 

Primary education holds utmost importance due the impressionable minds of students at 

that age. The foundational skills acquired early in childhood make a lifetime of learning possible, 

due to the early exposure and encouragement both inside and outside of the formal schooling 

system, according to the science of brain development. This education stimulates and integrates 

core values and skills: social, cognitive, cultural, emotional, and physical, which are much 

needed in the future. 

These students represent the youth of India, where their growth runs parallel to that of the 

nation and is reflected through the learning and experience imbibed and stimulated over the 

years. The thread of the growth of society depends upon the quality of education that is being 

imparted, and the extent of its reach. 

India has one of the lowest literacy rates, of merely 74.37%, despite having a largely 

young population. Leaving school, or “dropping out”, at an early stage makes it hard for a large 

part of India’s population to improve their living conditions and break the cycle of poverty that 

currently chains down the weaker socio-economic classes.  

Even though school drop-out rates have improved in recent years, it remains a major 

cause for concern when it comes to the overall development of the country. For every 100 

children enrolled in school, only 70 manage to complete their studies. So that implies a 30% 

drop-out rate! 

Based on rich empirical data, most researchers agree that school drop-outs are influenced 

not by a single factor, but rather by a combination of factors (Janosz et al., 2000; Lamot et al., 

2013; Lyche, 2010; Rumberger, 2011). Although school is not solely responsible for drop-outs, it 
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is at the school level de facto where dropping out takes place. Members of the school staff are 

the ones with a direct contact with children and, as such, they are the first to notice the risk of a 

child dropping out of school. Factors such as a parent’s wish to educate their child and a child’s 

willingness to learn are also affected by the facilities provided at school, such as playgrounds, 

digital facilities. Social and household factors such as income, family problems are only 

controllable by the government up to a certain extent, and not much can be done on an individual 

level on a large scale.  

 

Therefore, we deemed it relevant to explore all the factors at school level related to early 

school leaving. These school factors can be categorized under: 

• learning resources (such as free textbooks and uniforms) 

• school infrastructure (availability of laptops, projectors, ICT labs, playgrounds, laboratories 

etc.) 

• health and hygiene (includes meals, drinking water availability and toilets) 

• safety (such as distance of schools from home, female-to-male teacher ratio) 

 

The Municipal Corporation of Greater Mumbai (MCGM), the central administrative body 

in Mumbai, does not have any predictive model that analyses each school’s individual needs 

before allocating aid to the respective schools. When funds are allocated without research on an 

individual level, this may lead to a sub-optimal use of funds. 

 

Scope: 

This research paper conducts an in-depth analysis of school-based parameters to highlight 

determinants of potential risk or protective factors. This project focuses only on the primary 

sections of Mumbai’s Municipal schools. 

 

Methodology: 

Data collection:  

Before starting the research, it was necessary to understand different perspectives about the 

current scenario of the education system.  

 

Experts such as Mrs. Swapna Agarwal (Founder of Yogdaan, a street school), Mrs. Nikita 

Ketkar (CEO of Masoom, a night school), and the school principal of Global Talent 

International School, Mrs. Kajal Chattija, agreed that drop-outs are a major problem, and pointed 

us towards specific factors in each of their organizations and schools.  

 

We also did a survey via Google Form to students’ parents and teachers to understand which 

factors they believed were causing drop-outs. This was a simple multiple choice question survey, 

which addressed the different barriers to education. 

 

Since much primary data collection was not possible, we collected data for each school 

from the government website. Information for each school (regarding students, teachers, 

facilities available, school background, etc.) is collected and uploaded regularly by the 
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government in the form of a school report card. This is authentic data in a standardized format 

and can be used for analysis every two years when data is collected.Each school has a unique 

UDISE code. When the code is entered into the website, a school report card is generated for the 

respective school. Since the school report cards were available in a PDF format, we used a 

Robotic Process Automation (RPA) Path to convert it into an excel sheet. The excel sheet 

contained data of over 1600 schools (935 primary and upper primary schools, 722 secondary 

schools) with the following parameters: school district, school type, classes taught, medium of 

instruction, building status, availability of ramps and handrails, mid-day meals, availability of 

roads, number of toilets for girls and boys, library, drinking water availability, playground, 

furniture, electricity, medical checkup facility, internet, ICT lab, desktops, printers, projectors, 

laptops, free textbooks, number of male and female teachers, number of girls and boys, and total 

strength. 

 

Since certain factors such as the age of the building, and solar panels seemed relatively 

irrelevant, we chose to clean and segregate the data - keeping only the factors mentioned 

above. We also organized the data class-wise, to assess factors causing drop-outs for primary and 

secondary sections separately. 

 

A sample school report card 
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AI Model Training: 

In the first step, a prediction model is developed using the training data. The aim of the model is 

to identify the potential dropouts as early as possible by classifying student observations as 

dropouts or not and then checking the accuracy of the prediction by displaying the confusion 

matrix of each algorithm. 
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The methods used for the classification are Logistic Regression, SVM (Support Vector 

Machine),Decision Tree, and Random Forest. All these classification algorithms use 

supervised techniques.  

Step 1: Dividing the data into primary and secondary data 

Step 2: The data was divided into training sets (to train the model) and testing sets (to evaluate 

the results). The training part comprised of 70% of the subjects, chosen at random and the testing 

part of 30%. 

Step 3: The training algorithm we used is random forest. It should be noted that the base 

methodology to build decision trees we use is called CART (Classification and regression trees). 

CART uses a recursive partitioning method for building decision trees for classification and 

regression. To make the implementation generic to any dataset, a normalization function which 

deletes the dataset’s incomplete entries was implemented.  

 

 

As our dataset was based on theory, we classified the different schools with respect to their 

parameters by a  ‘ YES ’ or  ‘ NO’. This helped understand which factors children look for in 

schools and reduce drop-out rates. 

 

 

 

 

 

 

 

 

 

 

 

 

The results of the different models are summarized below: 

 

 

 

 

 

 

 Decision Tree Random Forest Convolutional Neural 

Networks 

Precision 98.69 90.51 96.65 

Recall 99.34 86.65 96.87 

F1-score 99.34 96.27 97.77 
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Ultimately, the Decision Tree model gave us optimum results, with a precision of 98.69%. 

The overall methodology can be summarized as seen in the flowchart below: 

 

 

Results: 

First, we analyze the heat map that correlates the different school parameters, where the lighter 

shades represent a high correlation, and the darker shades represent no correlation. 

Here are a few important things to note: 

1. The correlation between free textbooks and number of students is very high (0.94), which 

shows that as number of free textbooks provided increases, the number of students is likely 

to increase too. 

Heat map: correlation between different school-based parameters 
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2. The correlation between number of female teachers and number of students is also very high 

(0.79), which suggests that the number of students is likely to increase when there are more 

female teachers, maybe because of an ease of safety concerns 

3. The correlation between number of desktops and students is also relatively high compared to 

other values, which explains the current importance of digital learning, as well as the 

curiosity of students to engage more in a technological education. 

4. Surprisingly, the correlation between total number of students and no. of toilets is not very 

high, which puts up a further question whether the fund allocation towards sanitation is 

really needed. 

We now study a few of our parameters in detail. 

 

 

1. Free Textbooks 

As can be seen in the graph above, 

as number of free textbooks provided in school increases, the number of students (total strength) 

increases too. The provision of free textbooks reduces the burden of the cost of education on the 

parents by a large amount. Students can have access to necessary course materials required for 

classes, providing them with better chances of success. Without these free textbooks, students 

may have to pay for them, making them take up part-time jobs at a young age, or they may not 

buy textbooks at all. This leads to a lack of understanding, and hence, interest in studies which 

further causes them to drop out of school. 

2. Female Teachers 
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The general trend of the graph shows that as number of female teachers increases, the total 

strength also increases. Evidence suggests that female teachers are likely to increase the 

likelihood that girls remain in school and ease any safety concerns that students or parents may 

have.  

Additionally, it is very important to expose students (especially girls) to look up to accomplished 

female role models as much as possible. Women, as teachers, can raise gender awareness and the 

sensitivity of male teachers, while also helping to promote important behavioral patterns in 

students. Female empowerment in the education sector can create a school environment that can 

makes girls feel comfortable to learn and grow.  

3. Desktops 

Trends show that for more desktops provided in a school, there tend to be more students (with a 

few exceptions). Digital learning 

has become a very usual occurrence in the modern world and is even replacing most traditional 

educational procedures. It has not only made learning mobile, but also interactive and engaging, 

which motivates students to maintain interest.  

Furthermore, digital learning tools, and technology sharpen critical thinking skills which are the 

basis for the growth of systematic reasoning. Nearly every employment opportunity nowadays 

involves some degree of technological proficiency. Providing and teaching students how to use 

desktops, tablets, and phones has made education available to all by addressing the constraints of 

traditional models of learning. 

4. Medium of Instruction 
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This parameter can be overlooked easily, but we see an interesting observation. Schools with an 

English and Hindi medium of instruction see a higher number of students, despite being in the 

state of Maharashtra, where the language spoken is Marathi.  

This shows that students are now showing a preference for primary and mainstream languages 

such as Hindi and English, which can help them with a wider variety of employment 

opportunities in the future and does not restrict them to a relatively uncommon language such as 

Telugu or Kannada. 

 

5. Toilets 

 

 

Toilets are considered an important factor when it comes to school facilities. Previous research 

shows that a large number, nearly 23% of girls, drop out of schools in India because of the lack 

of sanitation facilities when they reach puberty, due to menstruation. 

However, the uniform distribution of our data shows us that toilets are not a very important 

factor when it comes to girls’ education in Mumbai’s Municipal Schools. This is possibly 

because in the short schooling hours, students do not feel the need to utilize the toilet facilities.  

Additionally, a lot of funds have been directed towards sanitation programs in such schools, 

which is why most schools have an adequate number of health and hygiene facilities with respect 

to the number of students. This does not bring out a need for focus on sanitation facilities in 

toilets in these schools. 

 

6. Mid-day Meals 
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Previously, during field surveys it was learned that in some schools, children come to school 

only to have the lunch provided by the school since most of them belong to socially and 

economically weaker sections of the society.  

 

However, our data suggests otherwise. Schools providing and not providing meals have 

approximately the same number of students. This is possibly because the government has a lot of 

schemes in place to provide the families with food grains, and the students no longer feel the 

need to drop out of school on the basis of whether meals are provided or not. 

 

Conclusion: 

The table below summarizes a few of the government schemes that provide aid to municipal 

schools. 

Table 2: Summary of Major Government Schemes 

Sarva Shiksha 

Abhiyan 

Mid-day Meal 

Scheme 

Swachh Vidyalaya 

Abhiyan 

Samagra Shiksha 

Abhiyan 

Aim: to open new 

schools in those 

habitations which do 

not have schooling 

facilities and 

strengthen existing 

school infrastructure 

through provision of 

additional class rooms, 

toilets, drinking water, 

maintenance grant and 

school improvement 

grants 

Aim: provide cooked 

mid-day meals with 

300 calories and 8-12 

grams of protein to all 

children studying in 

Government and aided 

schools and EGS/ AIE 

centres, with a view to 

enhance enrolment, 

retention and 

attendance and while 

simultaneously 

improving nutritional 

levels among children 

Aim: to ensure that 

every school in India 

has a set of functioning 

and well maintained 

water, sanitation, and 

hygiene facilities (a 

combination of 

technical and human 

development 

components that are 

necessary to produce a 

healthy school 

environment and to 

develop or support  

appropriate health and 

hygiene behaviours) 

Aim: to improve 

school effectiveness 

measured in terms of 

equal opportunities for 

schooling and 

equitable learning 

outcomes. It subsumes 

the three Schemes of 

Sarva Shiksha 

Abhiyan (SSA), 

Rashtriya Madhyamik 

Shiksha Abhiyan 

(RMSA) and Teacher 

Education (TE). 

Provides children with 

free textbooks and 

digital learning and 

teachers with training 

Budget: ₹26,129 crore Budget: ₹11,500 crore Budget: ₹620 billion Budget: ₹27,957 crore 

 

A large part of government aid towards schools is directed towards sanitation and mid-day 

meals, with special schemes for the same. The important factors, such as the provision of digital 

education and female teachers, have relatively smaller schemes with a smaller budget.  

Conventionally, one would expect the drop-outs to be caused due to lack of sanitation facilities, 

or mid-day meals. This was the need till a few years ago, and to some extent, is still needed in 
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some schools. However, our circumstances have changed, and so the focus of our resources 

needs to change too. 
Previously, a majority parents looked at municipal schools as mere caregiving centres with such 

facilities, where they would send their children to eat and play when they would go out for work. 

However, our research suggests that now there is a major shift in parents’ perspectives of school.  

While previously, schools were looked at as merely a centre where parents could send their 

children while they worked, now they are looked at as education hubs. Students, as well as 

parents are gradually understanding the importance and seriousness of education that, in today’s 

age, is a necessity to break out of the cycle of poverty for weaker socio-economic sections.  

Now, field conversations with a few parents have told us that in some cases, the students are 

pulled out of school as they do not learn much and only go to play, which serves as a waste of 

money. In order to reduce these drop-outs, the government must adapt to this shift in perspective, 

from emphasis on school facilities, to a progressive education. Students are no longer looking at 

school facilities, but those school factors that enable and provide opportunities for employability. 

This education includes digital learning through laptops, tablets, and desktops and encourages 

students to study in schools with English as the medium of instruction.  

Furthermore, the need for free textbooks has risen. Students are becoming serious about their 

studies, and these textbooks provide them with the means to achieve their academic goals 

without having to worry about the burden of the cost of education. Female teachers serve as an 

additional factor that help prevent dropouts, especially for girls, due to the school environment 

they create that makes students feel comfortable to learn and grow.  

Now, the proposed government schemes should be directed towards a primarily progressive 

education. In order to reduce drop-outs effectively, it is essential to direct resources towards the 

quality education of these students. 

Here are a few takeaways: 

1. Provide progressive learning through the digital medium (desktops, projectors etc.) 

2. Focus more on English medium schools 

3. Provide free textbooks and uniforms 

4. Train more female teachers to reduce safety concerns 

 

By reducing drop-out rates effectively, the impact is an improved employment rate due to a 

quality education where municipal schools are looked at as education hubs rather than mere 

caregiving facilities. This breaks the cycle of poverty for first generation learners and leads to 

equality in education. These students represent the youth of our nation. Effective steps taken to 

reduce such drop-outs will reap the benefits of India’s human potential - leading to greater 

growth and development. 
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Abstract 

The main objective of this paper is to prove why 3D printing is a potential 
candidate to be the upcoming humanitarian technology and its impact on 
the world and on the different sectors of human welfare. The conclusions 
were reached by statistics, ongoing projects and a survey conducted by me 
asking people opinions on this agenda. As this is a topic that is quite new 
and fresh, I have adapted to use the style of numbers, data, and logical 
reasoning to back my hypothesis and also prefaced a bit on how this 
technology works and its astounding process.  
Keywords:3D Printing, Education, Healthcare, Housing  

 
INTRODUCTION 

Humanitarian technology can be thought of as two words. ‘Humanitarian’ has been defined as 
concerned with or seeking to promote human welfare[14]. ‘Technology’ is often thought of 
simply as a ‘tool ' that extends human capability for example, from hammers to the internet). So 
it can simply be thought of as innovations and creations that benefit human well-being. It 
involves projects that improve water and sanitation facilities , healthcare, education and off-grid 
electricity generation.  

3D printing can reproduce physical objects from a geometrical representation by 
continuous, sequential addition of material [1]. It was first used in the commercial sector by 
Charles Hull in the year 1980 [2]. It is an application of additive manufacturing which can be 
defined as the process of producing parts through the deposition of material in a layer-by-layer 
fashion[15]. It uses raw materials like plastic, metal, ceramics, and raisins and uses them to 
produce an array of three dimensional objects.  

The obvious reasons for this technology to be chosen are it saves time, conserves money, 
and preserves the environment. These three constraints are what human life revolves around. It 
saves time as the internal process is quite fast. Now, if we save time, productivity increases, 
pressure reduces and there is time to explore more opportunities. It reduces costs as there is no 
need for labour at factories and less machines are needed as it can handle the entire job. By 
conserving money, it produces more funds to be invested in other areas of interest and research, 
businesses don’t face losses, no loss of employment, more income generated. The environment is 
protected as it makes use of recycled waste materials and If the environment is not harmed, then 
sustainability is achieved, better air and water quality and cleaner earth and better space for us to 
live.  
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Now as we 3D printing has the ability to print anything which has its dark side as well. There are 
security implications with 3D printing like production of illegal weapons and loss of intellectual 
property. However, there have been introduction of policies and standards by the EU (European 
Union), China and USA. Also, high capital investment is another downside of it. However, in the 
long run they can cut down a huge amount of costs and be more profitable compared to 
traditional methods. 
 
Theory 

So how does 3D Printing work? 
3D Printing is a four step process. Firstly, you have to design the digital representation object 
you want to 3D print in CAD software like AutoCad, TinkerCad, etc. An electronic version can 
also be created by 3D scanning the real world object by a specialised software which precisely 
scans the object and produces a digital copy of it. The second step involves converting the 
digitised version from design software into STL file format which has an extension of .STL. 
.STL stands for stereolithography which uses tessellations wherein the whole model is 
represented and recreated by small triangles which stores information about the model in a 
language which 3D printers can understand. The third step includes slicing the model where the 
object is chopped, segmented into numerous horizontal layers. Now, after this process a unique 
file format called G-code is produced which contains each and every step and instructions for the 
machine as to how to print the 3D model and finally the model is printed using raw materials 
provided. The fourth step involves post processing wherein the model is enhanced in its quality, 
appearance by use of special techniques like polishing.  
There are various technologies used in 3D printing:  
Fused Deposition Modeling (FDM)  

Here a plastic filament material which has thermal properties is heated at its melting point and 
released out of nozzle and model is built layer by layer. 
Stereolithography (SLA)  

It uses ultraviolet light to produce layers of 3D model. A pool of photoreactive resin has light 
emitted on its surface which causes resin to turn into solid thereby producing a shape.  
Selective Laser Sintering (SLS) 

This technology uses a high powered laser which is striked over a layer of fine powder which 
causes the particles in powder to bind and fuse together to create a thin solidified layer. Then, 
another layer of powder is placed over the top of the previous layer and reiterates the process.   
 
Materials used in 3D printing  

Plastics 

This is one of the most popular materials used for 3D Printing. Mainly, because it is very 
affordable, provides strong flexibility, has great smoothness and firmness. In plastic there are 
various types like Polylactic acid (PLA) which is made from sugarcane and corn starch and 
therefore makes it biodegradable and environmentally friendly. Acrylonitrile butadiene styrene 
(ABS) is another material which is very strong in terms of strength and is often used to make 
toys like LEGO blocks.  
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Metal 

Used by direct metal laser sintering or DMLS technology of 3D printing, it is often used to make 
parts of aeroplanes in the aviation industry, make utensils, ornaments made of gold. It is often 
utilised in the form of metal dust. Properties which make it quite useful are high melting point, 
ductility, good corrosion, oxidation resistance and high specific stiffness [4].  
Impact of 3D Printing on humans  
 
Heathcare 

● Prosthetics:  It is an artificial, man-made human body part made mostly from ABS, 
plastics , metals that is to be fitted whenever a person loses any of its body parts or when 
they become non functional. There are about 1.7 million people in the United States 
living with limb loss, and 50,000 to 100,000 new amputations occur per year[3]. 3D 
Printing has made great advancements in this area as it is considerably cheaper which is 
truly evident as reports by American Orthotics and Prosthetics Association suggest that 
an average traditional prosthetic costs between $1,500 to $8,000 while a 3D printed 
prosthetic is available for a price as cheap as $50! Nevertheless, it can be customised as 
per the person needs which makes them more comfortable wearing it. It can be developed 
within a timespan of 24 hours [5] which makes them easily accessible in emergency and 
increases production rate. This emerging technology has allowed disabled or severely 
injured athletes to continue their desire to play sports in competitions like Paralympics 
which otherwise sports persons couldn’t even play.  

● Artificial organs and Tissues: The bioprinting of tissue involves the use of silicone mold 
where living tissues are placed on a chip. Later, a grid of living cells are printed layer by 
layer followed by insertion of stem cells via a specialised ink into the mesh of cells. An 
additional microgel involving a lot of nutrients is supplied via a single inlet and outlet. 
With this, patients do not have to wait for the donors and are also saved from the risk of 
cell rejection. They also make it possible for people to get organ transplants for which 
there are no compatible donors, open room for more research to be conducted and devise 
solutions to health problems that couldn't be solved before.  

● Personalised and new medical equipment:  Right from printed glasses, surgical tools to 
stethoscope, thermometers everything can be 3D printed. They allow the creation of 
personalised designed medicines as per the patient’s needs. A girl born in 2011 named 
KaibaGionfriddo was born with tracheobronchomalacia, a disease in which windpipe 
collapses causing breathing and heart rate to stop often during the day. Her doctors 3D 
printed bioresorbable device that instantly aided Kaiba breathe. Later, after the operation 
her trachea rebuilt itself and she was able to breathe properly again [6]. Now, local 
hospitals and pharmacies can manufacture medicines as per patient’s problem leading to 
more effective and faster treatment. This is the power of 3D Printing!  

Education 

● Virtual Training and Planning: Usually when CT scan is performed on a patient, a 
digitized version of the required body part is produced. However, much cannot be done 
with this digitized version of this part. So with the help of 3D Printing, we can reproduce 
the digital version into a three dimensional, real model. Now the doctors can train 
themselves for the actual, real life surgery by first rehearsing the entire process on the 3D 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

24 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

model. This will help acquire more precision, accuracy and lower surgery times. It can 
help trainee doctors to understand how each part of the body functions and appears in real 
life and visualize them even more effectively[7]. Real hands on practice of surgeries is no 
longer a dream now! Shah and Ahmed, two undergraduate medical students conducted a 
survey on the importance of the variation in teaching for undergraduate dental education 
and found that the majority of students had a preference for kinesthetic learning ie. tactile 
learning [8]. Those physical interactions or activities are the reasons why 3D printed 
models are essential in the training of medical professionals. 

● Boosts Maker Culture:  It is simply a replica of DIY( Do-It-Yourself) culture wherein 
people use their ideas and creativity to fabricate things. It draws and attracts people, 
communities into creating something unique and new. With the advent of 3D Printing, 
students are not limiting their imaginations as anything they want to build can be 
immediately available in 3D version. No need to produce presentations, pitch to 
manufacturers, spend time travelling and waiting. All you need is a 3D printer. It will 
increase the number of freelancing designers as they manufacture designs easily with 
open source community softwares. The students can experience hands-on, practical 
learning which will help them further deepen the level of interest with the touch and feel 
of objects. Innovation will reach new heights as ideas are transformed to reality with this 
amazing invention. 

● STEM Education and R&D:  3D Printing has helped students especially in field science 
and technology to improve their skills like spatial, problem solving skills. They can foster 
their creativity and imagination by building prototypes. Learners make designs in 
software, test their designs, encounter issues, solve them and they keep trying which 
helps them build problem solving. With 3D printing, there are a plethora of avenues that 
are unexplored like they can be used to print laptops, furniture, gadgets, so these areas 
need research which young enthusiasts would be willing to perform. 
 

Disaster Relief 

Whenever natural disasters hit us, they come with massive amounts of destruction and economic 
loss. They destroy homes, buildings, transport systems, shops and literally anything that comes 
their way. After the storm of demolition passes away, there is an urgent need for reconstruction 
of damaged infrastructure. There are things that need quick fixes and 3D printers have the ability 
to produce objects instaneouly and with a limited amount of resources. They provide immediate 
solutions like production of medical equipments, newly built homes. What we need after a 
disaster is shelter which is facilitated by use of 3D printers as they build small, sturdy houses 
from eco-friendly materials. Another immediate requirement is electricity which can be attained 
by printing new wires to replace damaged ones , solar panels to generate electricity and even 
fabricate generators.  
In 2015, an earthquake of magnitude 7.8 hit Nepal and tore the whole nation into pieces. An 
organization named Field Ready went to a place in Nepal, named Bahrabise, where a huge 
number of families were affected by the natural phenomenon. Later, when they viewed and 
inspected the area they found out that there were multiple pipe breakages, leaks coupled with 
missing bath fittings. The designer, immediately within a small span of time designed a CAD 
drawing of a water fitting model and fabricated a three dimensional model of it. They fixed it in 
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the pipe and it worked perfectly alright. This was the first time that bath fitting for pipes had ever 
been 3D printed [9]. Now, if the process was done traditionally, firstly, it would have taken a 
couple of days to import materials required from different countries, then manufacturing it. It 
would have taken a great ordeal of time and money. With 3D printing, both of these assets are 
saved as well as people are able to restore water supply immediately for their use. Enormous 
volumes of water were conserved, people continued their household chores and so many things 
improved in such a small matter of time.  
Another amazing project by Field Ready was implemented by the local manufacturing of rescue 
airbags and medical equipment in Syria. As it is known, Syria has been a country that has been 
severely affected by war and conflict. Rubble, collapsed buildings, gigantic rocks have covered 
the entire country. These bags produced from recycled materials are a cheap effective solution 
that has allowed lifting of debris, ruins that weigh up to tons. Due to constant bomibings, people 
often get stuck under the rubble and can face severe injuries due to the heavy amount of pressure. 
With this new invention people can easily be rescued and so many lives are saved. If there were 
no 3D printed airbags, so many people would have died by now [10] .  
 
Housing and Shelter 

● In today’s world, 29.245 percent of urban population live in slums [11]. This huge 
number shows the global housing crisis the world is facing right now. This calls for an 
immediate solution to produce cost effective houses to accommodate these people. 3D 
Printing with its amazing innovation is able to build homes from concrete and recycled 
materials. The quality of homes is excellent and provides protection against natural 
disasters like floods, earthquakes. As natural disasters occur, there are millions of people 
who are left homeless and there is an urgent need for cheap and sustainable homes like 
these which makes the implementation of this technology even more significant.  
 

Projects 

● New Story, a non-profitable housing organisation in collaboration with ICON are 
constructing the world’s first ever 3D printed community in a remote location in Mexico. 
Their aim is to create 50 homes with an area of 500 sq.ft for families that live on less than 
$3 per day. Providing 2 bedrooms, bathrooms, kitchen and protection against seismic 
activity this community will take just a couple of days to be ready. This shows that the 
world is moving towards this technology. Here are some pictures of the project.  
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● Tvasta Manufacturing Solutions, a startup by three IIT alumni has built India’s first ever 
3D printed house with area of approximately 600 sq.ft in Chennai and 1BHK style home. 
The house can adjust itself according to climatic conditions. Built within 5 days, it is 
supported by the Ministry of Housing and Urban Affairs. Finance minister feels this 
would be an important step to complete the mission of ‘Housing for All by 2022’. 

● Dubai has built the world’s largest 3D printed building with help of ApisCor, a 
construction firm based in the US. It possesses an immense height of  6900 square feet 
with an astounding height of 31 Feet. Built from recycled and waste materials mixed with 
concrete, this building was just built from a single 3D printer. Check out some amazing 
photographs here.  

 
 
Experimental 

I conducted a survey to test my hypothesis of whether 3D printing will be the next face of 
humanitarian technology. For this, I made use of google forms to get people’s opinions on 
whether they think that this technology will create an impact on human welfare and which sector 
it would affect the most. It was a multiple choice based questionnaire to make sure results can be 
easily quantified and inputs can be collected accurately. 60 respondents participated in the survey 
conducted online and here are the results. 
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According to the respondents, they definitely think 3D Printing will be the next upcoming 
humanitarian technology. As the results state, out of 60 respondents, 57 believe it has the 
potential accounting for 95 percent and only 3 feel it is a creation that will not benefit humans. 
As this technology is dependent solely on human well being so if we ourselves feel it might 
create a change then there’s no stronger evidence needed. 
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Discussion/Result 

Out of 60 surveyors, about a majority 37 candidates felt 3D Printing might affect healthcare the 
most, followed by 10 respondents in favour of education, 9 in housing and sector and disaster 
relief being the avenue being least impacted according to them. This is true as maximum 
research findings have been developed in the medical sector and these healthcare projects are 
noticeable in  people’s eyes and spreading in the news.  
 
Medical & Healthcare  

 
 
It has been forecast that 3D printing in the medical field will be worth $3.5bn by 2025, compared 
to $713.3m in 2016. The industry’s compound annual growth rate is supposed to reach 17.7% 
between 2017 and 2025. 3D printing has a strong future in the market and the supply chain is 
about to boost to great extent as this creation has created a strong impact in every small area in 
the medical field. A survey conducted by the WHO states that 40 million people require 
prosthetic and orthotic devices. Still out of those large numbers, only 5 to 15 percent of those 
have access to these equipment. This is an awakening call for humans to implement large scale 
3D printing and manufacturing of prosthetics to produce large quantities of these devices to help 
the pain in agony and suffering. The demand is so huge in the market and it’s time supply gets 
the upper hand. The reason why 3D printing is the best fit solution here is as its less production 
time, less processing  overall costs and environmental friendly.Around 600000 implants have 
been performed in 2019 by the use of 3D printing and it is estimated that number might reach 4 
million.[12] which again emphasizes on the wide scale adoption of the technology. 
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Economic use and Implementation  

 

 
 
As the report as per data collected by Wohler Associates [11], it shows the market value of 3D 
printing is constantly rising and is expected to grow exponentially in the future. This is clearly an 
indication that the world has started accepting the importance of this technology and is being 
used all over the world. In 2014, the market value stood at $4.1 billion and from experts 
prediction it may scale up to $37.2 billion. Of course, as this technology is now mainly utilized 
in the medical and housing sector, it will indirectly affect human welfare and aid humans.  
 
Other Sectors 

An approximate 3 billion people will require adequate and affordable housing by 2030. The 
prime minister of Dubai has aimed to achieve the goal of 3D printing 25% of all buildings by 
2030 in Dubai. This shows the level of trust and faith the government and nations have in this 
innovation and large sums of money they are ready to invest to ensure homes for everyone. 
There are 100+ projects working under the branch of construction 3D printing all with the same 
aim to provide housing to all and make houses affordable and sustainable. A survey conducted 
by Dimensional research in November 2016 on 3D printing in Education showed that 77 percent 
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of educators were interested in buying these printers for teaching. 45% of survey respondents 
said that they let their students utilize the technology in other areas as well. Also 23% of 
educators surveyed said they do introduce the technology in elementary schools [13]. Well, this 
clearly proves that teachers are ready to teach students the new and effective way of learning- 
active and hands-on learning. 3D printers itself is a huge subject that can be explored, learnt and 
its applications in education are just a bonus. 
 
Life-Saver 

The air rescuer built by the Field Ready organisation has saved 5 precious lives in its first 
implementation. Now, as we know the enormous amount of medical equipment, organs and 
tissues that have been already fabricated and implemented coupled with so many disaster relief 
solutions that were designed using this innovation would have definitely saved at least millions 
of lives by now.  
 
CONCLUSION 

As human welfare consists of three major sectors- education, healthcare and shelter and with 3D 
printing it has produced a profound impact on all avenues as we have seen throughout the entire 
paper. Hence, this qualifies as the perfect humanitarian technology. With this invention being 
novel and possessing a strong prospect, it needs support from society in forms of capital, time, 
resources to perform more research and experimentation to enhance its impact on all possible 
sectors. We being youth of the community are responsible to make sure technologies reach out to 
maximum people out there by raising necessary awareness and helping people out. Since 3D 
printing can lead to a lot of dangerous activities, governments need to introduce stricter policies 
and standards to ensure safe usage of it. As humans, it's important for us. Also, it is crucial for 
human beings to be sensible enough to use this technology as every coin has two sides and it's 
upon us to focus on the bright side and harness the maximum potential out of it. 
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Abstract 

Given the present day scenario of the COVID 19 Pandemic, there has been 

an unprecedented increase in our use of screen time and electronic device 

usage, along with a surge in reports of increased Head aches and 

Migraines, and poor Ocular Health. This leads us to ask the question; Is 

our screen use related to, or influencing the occurrence of Headaches or 

Migraines? This research paper scrutinized and investigated this 

hypothesis by exploring links between the two and assessing the situation 

by data collected through a survey across 115 people. An analysis 

concluded that a rise in screen time increases the frequency, and intensity 

of neurological symptoms experienced by children and adults alike. 

Keywords: Screen time, Migraine disorders, Headaches, Mental health, 

Ocular health 

 

INTRODUCTION 

In this current circumstance of the COVID 19 Pandemic we find ourselves even more connected 

and reliant on technology in the form of the Internet, Electronic Devices, and even Software; 

they have become a crucial and integral part of our lives. Their applications range from 

Communication to Employment, to Academics and even Entertainment. In consequence to their 

widespread use, our Screen Time: The amount of time a person spends watching or interacting 

with content on the screen of a computer, phone, TV, gaming console, etc.[1] has increased 

exponentially. In accordance to this action, come a few unavoidable impacts; namely 

Neurological symptoms such as Migraines and Headaches amongst others such as deterioration 

in Ocular Health and frequent Body Pain. This paper aims explore the influence of the COVID 

19 Pandemic on trends in this data while examining and identifying possible links between 

Screen Time and Neurological symptoms, through the use of Biotechnology and Computer 

analysis. 

 

Theory 

Eye Strain is a condition wherein your eyes become fatigued or exhausted after intense use and 

being exposed to a screen for prolonged durations of time. Studies have shown that a mere two 

hours of continuous use is enough for symptoms to set in, beginning with- 
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 Blurred Vision 

 Dry eyes 

 Redness in Eyes 

 Itching in eyes 

 Tearing up 

 Double vision 

 

 

As you look at a screen, you’re exposed to a constant glare, you blink lesser, this can have far 

ranging consequences such as your eyes drying out, your eyes not receiving the required 

nutrients and oxygen for the cornea, as well as an increased risk of infection. In addition, the 

conditions in which we use our screens aren’t often ideal; improper postures, poor lighting and 

intense focus which can worsen the situation. As a result of this, people can suffer from a variety 

of issues, such as- 

 

 Lower attention span 

 Sore body; specifically the neck, shoulder and upper back pain 

 Disturbed sleep cycle 

 Mood affected 

 Head aches and Migraines 

 Light sensitivity(2) 

 

The collection of these problems, stemming from excessive screen use is termed as Computer 

Vision Syndrome (CVS). Studies have shown that more than 90% of computer users are affected 

by CVS, and that 19% to 53% of people having extended screen usage have reported suffering 

from headaches and migraines as a consistent impact. 46% of school going students experience 

migraines due to computer use. Factors which specifically play a critical role in exacerbating 

headaches are- 

Screen Brightness; the intensity of the light and the light/ dark contrast, people 

with existing neurological deficits often have a lower tolerance for bright light. 

Duration of Exposure; exhaustive viewing for as little as 30 minutes can trigger CVS symptoms, 

and prolonged use for 2 hours a day can increase the frequency of headaches. Daily exposure can 

magnify the problem. Flicker Frequency; abnormal flickering from screens can intensify 

headaches. 

Blue light; the blue spectrum of light is known to be an aggravator for headaches and 

migraines, and is a vital part of visible light. It is also known to impact sleep patterns.[3] 

This detrimental correlation between extended exposure to screens was seen in a 2015 study by 

students of INSERM Research Centre of Epidemiology and Biostatistics U897 and the 

University of Bordeaux investigating the association between excessive screen time exposure 

and non- migraine headache and migraine in young adults. Out of 4927 responding French 

students, 75.5% were female, and the mean age of participants was 20.8 years. ”Students in the 

highest screen time exposure quintile had an increased risk for headache. The odds ratio (OR) 

(95% confidence interval (CI)) was 1.37 (1.14 to 1.66) for migraine when compared with 
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students without headache and with low screen time exposure. This association was somewhat 

stronger for migraine without aura (OR = 1.50, 95% CI 1.19 to 1.89)”. This result concluded that 

the high times of screen exposure were related with migraine in young adults, but no significant 

association with non-migraine headache was found.[4] 

Screen time can be especially hazardous for a person suffering from migraine; early 

studies have indicated that computer screens can worsen symptoms in 1/3rd of patients; more so 

if light is a trigger. 

Some studies suggest that the onset of an attack activate certain neural pathway to the 

brain while others suggest that there are specific cells in the eye that are extremely sensitive to 

certain wavelengths of light[5]. For those light sensitive, there are a few characteristics of lighting 

that must be paid attention to carefully to be safer; such as Fluorescent Light Pulsing which is 

flickering of fluorescent lighting that is unnoticeable by the human eye but detected by the 

brain[6], and Flashing, Contrasting and other light patterns are frequent stimulants as well, 

encompassing namely bright reflected light, flashing strobe lights and flickering lights in 

repetitive and contrasting patterns[7]. 

Since people suffering from migraines have a lower threshold for bright light, the screen 

brightness could pose as a threat for an attack. Extensive use increases the risk for ocular 

complications and streaming video content can aggravate those with motion sensitivities, as well 

as affect migraine and vestibular conditions. In patients affected by post-concussion syndrome 

and traumatic brain injury, there is lesser clinical evidence to support the impact of computer 

screens, however they have been astoundingly vocal in expressing that screens were vexatious 

to their condition. LCD 

Screens have been shown to slow the recovery time for post-concussive individuals, and 

treatments involving mandatory computer use are significantly less effective in keeping 

headache symptoms at bay[8]. 

In addition to triggering or exacerbating headaches and migraines, Screen time can go as 

far as disturbing a person’s mental health. The use of social media in particular is known to 

aggravate stress, anxiety and even depression; with us relying on these applications for our 

recreation and communication more than ever in today’s times, increased screen time contributes 

heavily to these problems. It can even cause addition and reward seeking behaviour in humans 

following the release of Dopamine, the hormone responsible for feelings of pleasure that is 

replicated every time someone ‘likes’ our posts, it is a fleeting rush of joy and our minds go in 

search of that feeling, this propelling that kind of seeking behaviour[9]. A 2017 study[10] 

showed that adults who used their computer or watch television for more than 6 hours/ day were 

more at a risk to suffer from moderate to severe depression, especially because screen time is a 

sedentary behaviour and high sedentary levels are linked to depression. 

The impacts of extensive screen time are particularly magnified on the brains and 

development of children. Increased screen time use through engaging in digital devices lessens 

the time spent engaged in non-electronic activities, such as exploring the outdoors, and playing 

with other children and physical toys. These activities are vital to foster creativity, imagination, 

develop motor skills, hand eye coordination, muscle use and social skills during interactions, 

compromising on this will leave them with less developed skills. Often children are seen learning 

from videos and television, while this is captivating, studies have shown that they are hindered in 
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communication and language skills, and that they perform less well on reading tests and may 

show deficits in attention[11]. 

In teens, screen use was linked to compromises in emotive ability and personality; 

“Studies in young men show that playing violent video games is linked to more aggression and 

less sensitivity to others. Also, imaging studies have found that internet addiction and game 

addiction can shrink the brain regions responsible for planning and executive functions, empathy, 

compassion, and impulse control.”. 

The use of digital devices soon before bed can cause disturbed and irregular sleeping 

patterns; the blue lights from screens inhibits the secretion of melatonin, the sleep promoting 

hormone, keeping you from having a restful sleep. Since we usually use our screens while sitting 

down and in a stationary position, the lack of activity and movement can promote a risk of 

weight gain leading to diabetes and heart disease in adults[12]. 

Too much screen time can also have dangerous and direct impacts on the human brain, 

even going as far as altering its structure. The Adolescent Brain Cognitive Development 

study[13][14]took brain scans to compare any visible impacts on the brains of children ages 9 

and 10 who used digital devices for more than 7 hours a day. Scans revealed that the brain’s 

cortex; a layer responsible to process information stimuli from the five sense showed premature 

thinning in these kids than in those who did not use their screens for such prolonged times[15]. 

The existence of these harmful implications makes it important for us to take certain steps in 

reducing our screen time and giving our eyes and minds a break. Screen time can be tracked 

using applications on your phone to make a conscious change towards lowering screen use. Blue 

light blocking glasses can be used while working on digital devices. Changing your light bulbs to 

warm, white LEDs that emit lesser blue light can help people who’re light sensitive and 

triggering to migraines[16]. Lighting can be adjusted to be positioned behind and not directly 

aligned to your face, close attention should be paid to ergonomics to ensure good posture and 

keeping devices a good distance away from your face; you can also invest in equipment that is 

tailored with ergonomics in mind. Dry eye can be eased with the use of prescribed eye drops [2]. 

 

Experimental 

To explore and document information and statistics about the trend in screen time related 

headaches and migraines I collected first hand data through a questionnaire on Google forms. 

The 115 people who answered the survey were majorly self-diagnosed and 50.4% were adults 

aging 18 and above, the rest youth between the ages of 10 and under 17. 
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Result 

 

 

 

Fig. 1 
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Fig. 2.1    Fig. 2.2 
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Fig. 2.4 

 

Fig.2.5 

 

Fig.2.6 
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Fig. 2.7 

 
Fig. 2.8 

 

Fig. 2.9 
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Fig. 2.10 

 

 

 
 

Fig. 2. 11 

 

 

 

 

 

Fig. 3.1 
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Fig. 3.2 

Fig. 3.3 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3.4 
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Fig. 3.5 

Fig, 3.6 

 
Fig. 3.7 
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Fig. 3.8 

Fig. 3.9 
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Fig. 3.10 
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Discussion 

The survey was differentiated by age with individuals below 17 years of age considered as 

Children, and those 18 and above were adults. 

49.6% of the total people asked(115) were children, 98.2% of which were 10 to 17 years old. 

When asked what they used their devices for 49%(of 57) replied for “Social Media & 

Entertainment” and “Classes/ Schooling/ Academic purposes”, 42.5% said they used it for 

“Information/ General Research”. 

A majority; 43.9% (of 57)admitted that their screen time was for “1 to 3 hours/ day” with 26.3% 

using it for “3 to 5 hours/ day” and 17.7% had a screen time of “Lesser than 1 hour/ day”. 

89.5%(of 57) of the responders attested to not suffering from migraines before the Pandemic 

began, and 50.9%(of 57) said they did suffer from occasional headaches before the Pandemic 

began. 35.9% of the people who had experienced headaches or migraines before suffered from 

them “A few times a year”, while 20.3% bore them every “2 to 4 days”. After asking what their 

screen time was after or during the Pandemic, 28.1%(of 57) affirmed it was now “5 to 7 hours/ 

day”, and 22.8% said it was “7 to 10 hours/ day”. 86% of people(of 57) agreed that their screen 

time had increased since the pandemic began, with 33.3%(of 57) acknowledged that their 

headaches and migraines had begun to occur as well increased in frequency since the Pandemic 

began. Notably, 24.6% (of 57) answered that they had never suffered from headaches and 

migraines before the Pandemic and neither did they now. Of those who replied positively to 

having seen an increase in the recurrence of these neurological symptoms(34), 41.2% said they 

occurred “Multiple times a week.” While asked to cite some other issues faced by them since 

the Pandemic began (57), most complained of Eye strain, Body & Neck pain, Disturbed sleep 

cycles and Increased Restlessness. 

50.4% of the total people asked(115) were adults, Primarily constituting of 60% between the 

ages “31 to 50”, 31% between “18 to 30 years”, and the remaining 8.6% aged “51 and above”. 

When asked what they use their devices for(58), usage for “Social Media & Entertainment”, 

“Informative/ General Research and “Employment” were common. 41.4% of people asked(58) 

agreed to using their screens and devices for a screen time of “1 to 3 hours/ day”, and 19% for “3 

to 5 hours/ day”. 69%(of 58) professed to suffering from migraines before the Pandemic began, 

and 56.9%(of 58) had occasional headaches. Out of those having experienced migraines and 

headaches, 57.8% succumbed to them “A few times a year”. When asked what their screen time 

was during or after the Pandemic(of 58), 25.9% said it was “3 to 5 hours/ day” and 20.7% 

admitted to “1 to 3 

 

hours a day”. 65.5% of people(of 58) recognised that their screen time had increased since the 

Pandemic. 34.5%(of 58) believed that their headaches and migraines had increased since the 

Pandemic began, with   43.8% of those attesting to having suffered from them(of 32) recently 

saying they occur “Once a month”. When asked about which issues they noticed they suffered 

from since the Pandemic began, Eye strain, Disturbed sleep cycles, Body and Neck pain and 

Restlessness were prevalent. 

 

The data collected was analysed through the use of computers and the following statistics were 

found. 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

46 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

In Children(aged 17 and below), the average time spent on their screens and devices was 2.91 

hours/ day; during and after the Pandemic, this rose to 6.22 hours/ day which is an alarming 

increase of 213.75%. When asked if they had begun experiencing increased head aches and 

migraines, most children replied “Yes”, they had heightened bouts of these neurological 

disorders and had even started to experience them when they hadn’t previously. From 30% of 

them suffering, the number escalated to 56% after the Pandemic, a rise of 26% seen. The 

frequency of these headaches and migraines were intensified too, occurring at an average of 

“Every 2 weeks” earlier, but now more persistent in happening “Multiple times a week”. 

In Adults (aged 18 and above) the mean time of screen use had increased drastically by 74.27%. 

At first it was 4.16 hours/ day, however it had increased to 7.25 hours/ day post Pandemic. The 

majority of adults acknowledged that they had endured more headaches and migraines after and 

during the Pandemic. This was a significant augmentation of 7.57% on the previously 37.07% 

sufferers pre-pandemic. Their frequency was strengthened too, occurring more often at “Multiple 

times a month” when compared to the “Few times a year” before the Pandemic. 

 

Conclusion 

The results of my survey showed that the screen time in these 115 adults and children had 

increased by 90.52%. Screen use was previously 3.54 hours/ day, but since or during the 

COVID 19 Pandemic had increased to 6.74 hours/ day. The number of people suffering from 

headaches and migraines had increased too, but this rise was more significant in children as 

compared to adults; a surge from 33.54% of people afflicted by headaches and migraines had 

increased to 50.41% after the COVID 19 Pandemic, which was a hike by 16.87%. 

 

This concludes that the Trend in Screen time related Headaches and Migraines was an Increase 

as compared to earlier, due to the COVID 19 Pandemic. 
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Abstract 

Tackling the global climate crisis is a daunting task. Excessive greenhouse 

gas emissions lead to rising temperatures and sea levels, stratospheric 

ozone depletion and a greater occurrence of intense, sporadic natural 

disasters. As such, it is of utmost importance to understand anthropogenic 

activity—namely, energy production, agricultural cultivation and 

transportation adopted worldwide, which perpetuate this phenomenon. 

The following paper uses machine learning, specifically, deep learning 

models, to predict future greenhouse gas emission trajectories, considering 

the top contributing countries and key sectors worldwide. The model 

incorporates additional correlated factors, such as gross domestic product 

(GDP) growth per capita and population growth rate to prepare a 

comprehensive predictive tool. To facilitate emission prediction, raw data 

was procured of the top 20 emitters worldwide, covering a sample period 

of 28 years from 1990 - 2018. Results indicate high predictive accuracy of 

the model, with a coefficient of determination (r
2
) of 98.7%, implying a 

high degree of explainability regarding variability in the data. 

Keywords: Global warming, Greenhouse gas emissions, Deep learning, 

Artificial Neural Network (ANN). 

 

 

 

Introduction 

Mitigating the effects of the eminent global climate crisis is arguably the greatest challenge 

humanity is facing today. A disproportionate amount of greenhouse gas emissions expelled into 

the atmosphere are the product of intemperate human activity. This rapid increase in 

environmental degradation has been accelerated by the unforeseen expansion of the global 

population within the last 50 years. Increasing consumption, in conjunction with the proliferation 

of industrialization to meet insatiable consumer demand has culminated into the acceleration of 

greenhouse gas emissions—agriculture, transport and energy, the key contributors to this spike. 

Implications of climate change include rising temperatures and sea levels, stratospheric ozone 

depletion, changes in precipitation patterns and a greater occurrence of intense, sporadic natural 

disasters. 
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Scholars worldwide have adopted various methods of forecasting greenhouse gas emissions. One 

such method, applied in a recent study conducted by Appiah et al. utilized ‘Artificial Neural 

Networks’ (ANNs), in a fully connected two-layer feed-forward configuration. The data, 

constricted to that of developing economies, assessed overarching, generalized economic 

variables, such as the valuation of imports and exports, as contributing factors to carbon dioxide 

emissions. Conversely, a study by Wang et al. proposed a hybrid model consisting of the 

metabolic nonlinear grey model (MNGM) and an autoregressive integrated moving average 

(ARIMA) to forecast emission trajectories in which cumulative carbon emission values were 

considered exclusively. Another study, conducted by Radojević et al. developed an ANN model 
to forecast greenhouse gas emissions in Serbia, focussing primarily on economic and energy-

centric data from 1999-2001—such as gross energy consumption and share of renewable energy, 

pertaining to countries across the European Union; it’s validation frame comprising emission 

data from 2002-2007. A differing technique was adopted by Miranda et al. concerning the 

prediction of greenhouse gas emissions in tropical reservoirs. The developed model, which 

coupled both statistical and ANN models to facilitate classification and prediction, respectively, 

used factor analysis to condense input variables to evoke greater prediction accuracy. The 

aforementioned works examines primarily industry specific variables (singular, sectoral-centric 

analysis), with data pertaining to a constricted sample size for limited countries and skewed time 

periods; the aforementioned study exclusively examineed a confined selection from the entire 

range of contributing gasses to the climate crisis. 

In order to forecast anthropogenic trends accurately and predict future greenhouse gas 

(GHG) emission output, the current study considered distinct, non-cumulative variables of 

differing contribution to aggregate emissions. The top 20 emitters, which contribute over 78% of 

global GHG emissions, were examined as representative of the global climate crisis. Key 

indicators, derived from the World Bank of Open Data, were used alongside fluctuations in 

economic activity and population growth, as determinants of the emission output of particular 

countries and economic sectors.  

By developing an advanced deep learning model, the current study aims to minimize the 

deleterious effects of the superfluous greenhouse gas emission output worldwide. The predictive 

model provides insights to inform and facilitate sustainable economic growth, investment into 

the development of remedial technologies and incentivisation of public/private participation in 

deployed carbon neutral processes, in order to curtail the global climate crisis. 

 

Background 
Climate change is largely the product of the ‘greenhouse effect’, a phenomenon which is 

composite of the properties of greenhouse gasses in relation to atmospheric conditions. 

Increasing concentrations of such gasses—namely carbon dioxide (CO₂), methane gas (CH₄) and 
nitrous oxide (N₂O), amongst other artificial chemicals—absorb transmitted solar energy and re-

radiate its heat towards Earth’s surface. Human activity accounts for the majority of this 

greenhouse gas emission output, with over 47552.14 million metric tons of CO₂ equivalent 
gasses (MtCO2e) expelled in 2018. A World Resources Institute (WRI) report published in 2020, 

emphatically attributes global emission output to three multifarious sectors: energy, agriculture 

and industrial processes. Energy consumption accounts for over 73% of global GHG emissions. 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

51 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

This sector comprises electricity and heat generation, transportation, manufacturing and 

construction, bunker fuel usage, fugitive emission output and other fuel consumption. Fugitive 

emissions, or fluorinated gas emissions, arise from industrial gas production processes, electrical 

component and appliance manufacturing, as well as the the extraction and refinement of 

aluminium and magnesium. These processes emit high concentrations of heat-trapping 

chemicals, (possessing a warming effect of up to 23000 times greater than that of carbon 

dioxide), such as hydrofluorocarbons (HFCs), perfluorocarbons (PFCs), and sulfur hexafluoride 

(SF6), thus contributing significantly towards the net greenhouse gas emission output. Further, 

bunker fuel emissions refer to the pollution caused by fuels used aboard ships, notably amassed 

fleets of cargo vessels transporting manufactured goods. Bunker fuels are a key disaggregated 

contributor to total emissions, owing to their composition of largely hydrocarbon molecule 

chains.  

Further, agricultural subsectors of which include emissions generated by the cultivation 

of livestock and crops, are cited as the second greatest contributor to climate change (12%). 

Primary activities, including cattle belching and fertilizer usage, emit methane gas (CH₄) and 
nitrous oxide (N₂O) respectively, representing the greatest proportion of agriculturally affiliated 
emissions, at upto 65%. Another crucial contributor to climate change are industrial processes, a 

sector which has expanded by 174% since 1990, the fastest growing source of greenhouse gas 

emissions worldwide. The increased manufacture and usage of appliances such as air 

conditioning and refrigerators are responsible for this uptake, as large quantities of potent 

hydrofluorocarbons are expelled as a product of industrial activity. 

 

Theoretical: Deep Learning 

Deep learning is a machine learning mechanism derived from artificial neural network (ANN) 

algorithms. Deep learning models comprise a multi-layer feedforward ANN which is trained 

with stochastic gradient descent using back-propagation. The current study’s model, a deep 

neural network (DNN)—or multi-layer perceptron (MLP), consists of four hidden layers of 

neurons with a rectifier activation function (ReLU). In order to train DNNs using stochastic 

gradient descent with backpropagation of errors, a nonlinear function, which appears and 

behaves like a linear function is required. This particular characteristic of the ReLU activation 

function allows increasingly complex relationships in the data to be comprehensively understood 

and consequently generate accurate predictions. 

 

Experimental Design  

To predict greenhouse gas emission output of the top 20 emitters worldwide, raw data was 

procured from creditable World Bank and World Resources Institute database covering a sample 

period of 28 years (1990 - 2018) to account for long term variations. To develop an accurate, 

representative model, key contributors to greenhouse gas emissions were input into the deep 

neural network framework. Table 1 features the variables examined and their units of 

measurement, alongside the variable type as regressors input into the DNN. Further demographic 

statistics and economic metrics, namely population growth rate and gross domestic product 

(GDP) growth per capita, respectively, were factored into the model, as both inputs demonstrated 

a distinct correlation and direct contribution to forecasted emission values. 
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Table 1 Data and variable definition 

Variable Unit Variable Type 

Year Time (YYYY) Time 

Country Factor Enum 

Agriculture MtCO₂e Numeric 

Building MtCO₂e Numeric 

Bunker Fuels MtCO₂e Numeric 

Electricity/Heat MtCO₂e Numeric 

Energy MtCO₂e Numeric 

Fugitive Emissions MtCO₂e Numeric 

Industrial Processes MtCO₂e Numeric 

Manufacturing/Construction MtCO₂e Numeric 

Other Fuel Combustion MtCO₂e Numeric 

Transportation MtCO₂e Numeric 

Waste MtCO₂e Numeric 

GDP Growth Rate Per Capita Percentage (%) Numeric 

Population Growth Rate Percentage (%) Numeric 

 

Both Supervised and Unsupervised techniques were used to identify distinct patterns in the data 

using advanced H2o distributed computing, For instance, K-mean clustering algorithm was 

applied to identify distinct groups within the dataset. The method did not produce cohesive 

clusters, resulting in high in-group variations. The study was extended by applying Random 

Forest to produce relevant classifications, however, the results were of little use.  

For the regression problem, experiments with developing Deep Learning models 

produced excellent results. Fig. 1 specifies the process.   
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Fig. 1 Framework of the study 

 
 

In order to ensure appropriate data fit and predictive accuracy of the model, the study applied a 

fully connected five-layer feed-forward deep learning neural network with rectifier (ReLU) 

activation function.  

 

Hyperparameters, including nfolds for 

validation (5), epochs (25)/iterations and 

hidden layer sizes, were optimized in 

order to generate a model with the 

highest r
2 

value (minimizing the cost 

function), possessing a high degree of 

explainability regarding variability in the 

data. The model training process (number 

of epochs) persisted until the cost-

function (evaluated in this case by 

RMSE/r
2
) was minimized using a 

stopping metric—as reflected in the 

exemplar scoring history from the 

experiment (Fig. 2). 

 

The rectifier activation function (applied 

to the deep learning model), unlike 

sigmoidal and hyperbolic tangent 

functions, does not completely saturate; 

when processed, values, if  >  0, remain 

as the original input, whilst all else 

values (< 0) snap to 0. Therefore, this function is able to accurately comprehend complex 

relationships within the data and compute variable importances for factor analysis. The model 
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was trained using a deep learning algorithm with backpropagation, in conjunction with an 

adaptive learning rate algorithm (ADADELTA).  

 

Fig. 3 Architecture of the deep neural network. 

 
Note: intermediary layers are scaled down by a factor of 10 for representation purposes. 

 

As depicted in the architecture of the deep neural network (Fig. 3), the study employed fifteen 

variables at the input layer, of numeric, time and enum type (Table 1). Variables were subject to 

processing through the hidden layers using the ReLU activation function. Configuration of the 

hidden layer magnitudes (200, 200, 100, 100) were derived and optimized for accuracy, during 

the experimentation process, using a deep learning grid search. The model, once developed, 

postulated the variable importance of inputs, as well as a basis for prediction. Five fold cross 

validation using hold-out data, was then executed to test for accuracy in the model. 

 

Results and Discussion 

The factors analysis, (as depicted in Fig. 4) produced a scaled variable importance of the inputs 

assessed, in relation to the outcome variable. The DNN indicates that bunker fuels are the chief 

contributor to global greenhouse gas emission output. This result corroborates the theoretical 

research conducted, which clearly indicates the potency of hydrofluorocarbons and CO2 

emissions used to fuel increasing volumes of global trade.  
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Fig. 4 Factor analysis (scaled variable importance) 

 
 

Energy is cited as the second largest sectorial contributor, followed by agriculture, which further 

consolidates real-world emission trends. Results indicate that the model is highly sensitive to 

fluctuations in the emission outputs of the United States, China and Russia. The DNN model 

appears relatively unchanged by the electricity/heat and industrial processes sector, as well as the 

aggregate emission output of India, which is justified by the training and validation metrics 

obtained. Assessed metrics for determining model accuracy include root mean square error 

(RMSE) and coefficient of determination (r
2
). Training metrics indicate a RMSE of 79.5 and r

2
 

of 98.7%, whilst validation metrics indicate a RMSE of 125 and r
2
 of 96.7%. 
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Fig 5. Predicted emissions versus actual emission output 

 
 

In order to evaluate the accuracy of the developed model, predicted emission values were 

compared with historical emission output. As evidenced in Fig. 5, the DNN predicts emissions 

with great precision. In most instances of diversion from veritable values, minor overestimation 

occurs in countries with generally volatile GHG emission output; as per historical data which 

was input during the training phase. 

The present DNN model, possessing the same degree of accuracy as presented in Fig. 5, was 

used to predict exact emission output values for 2019 - 2023. Fig. 6 depicts the predictions, 

alongside historical emission data (2014 - 2018) which was input during the development of the 

DNN. As per the model, considering demographic and economic variances, emissions will 

increase to an aggregate of 81.25 billion metric tons in 2023 (at the current rate), within the top 

20 greatest emitting countries. The model accounts for the expected increase in greenhouse gas 

emission output, increasing at a rate of 5 - 6% annually. 

Table 2 Historical versus predicted emissions 

 
Emission Data (MtCO2e — millions) - 

Source: World Resources Institute 

Deep Learning Model - Predicted 

Emissions (MtCO2e — millions) 

Country/Ye

ar 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 

Australia 1011.6 1021.4 1010.4 1061.4 1057.6 1203.9 1176 1205.6 1292.6 1319.1 

Brazil 1633.0 1588.2 1519.1 1541.4 1486.7 1679 1735.1 1705.9 1746.6 1801.6 
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Canada 1334.0 1324.1 1298.6 1325.3 1355.1 1205.5 1167.8 1199.5 1343.6 1693.6 

China 

21796.

4 

21802.

7 

21763.

5 

22157.

3 

22737.

6 

17284.

2 

24638.

3 

29129.

9 

29746.

9 

30098.

2 

France 750.2 763 764.5 771.4 757 1039.7 1055 1013.8 1015.5 1047.4 

Germany 1617.0 1626.9 1637.2 1605.1 1554.8 1915.8 1835.4 1876.2 1825.5 2063.1 

India 5207.9 5232.5 5307.4 5554.8 5818.1 6207.7 6047.1 6550.6 7237 7912 

Indonesia 1359.1 1368.1 1383.2 1466.6 1573.5 1760.2 1783.4 1805.5 1883.5 2119.9 

Iran 1493.0 1481.9 1491 1526.1 1551.5 1750.5 1641.8 1908.3 1932.7 2157.7 

Italy 752.7 774.1 766.3 757 749 2442.7 2863.3 1186.8 1247.5 1266.7 

Japan 2536.1 2464.2 2448 2405.6 2313.4 3004.8 2986.8 2967.1 2907.4 3237.3 

Mexico 1142.5 1180.1 1200.1 1188.1 1191.4 1864.6 1910.8 1368.4 1427.3 1633.9 

Poland 668.4 676.8 698.8 725.2 725.3 826.7s 819.6 819.9 818.9 883.6 

Russia 4839.0 4744.6 4721.1 4774.3 4872.8 3669.1 3082.8 3739.2 3834 4158.5 

Saudi 

Arabia 1168.2 1225.1 1226.5 1208.4 1167.1 986.7 1032.7 1085.4 1128.9 1178.8 

South 

Africa 990.7 943.2 942.5 962.2 961.9 2508.6 2737.1 1199.3 1176.7 1179.5 

South 

Korea 1278.4 1322.6 1346.2 1369.7 1382.8 1728.4 1595.3 1356.9 1309 1467.8 

Turkey 761.4 777.1 826.8 908.7 905.1 1100.8 846.4 939.8 1143.3 911.1 

UK 977.2 945.7 900.9 875.6 859.7 1607.2 1617.5 1645.9 1658.2 1723.7 

United 

States 

11650.

8 

11405.

3 

11216.

9 

11091.

8 

11439.

7 

11470.

7 

11026.

8 

10495.

5 

11968.

1 

13396.

9 

Grand 

Total 

62967.

3 

62667.

2 

62468.

9 63276 

64460.

1 

65256.

6 

71599.

1 

73199.

3 

76643.

3 

81250.

3 

 

Conclusion 

The intensification of the global climate crisis necessitates combative action against factors of 

imperative contribution to rising greenhouse gas emissions worldwide. Machine learning 

mechanisms—particularly deep learning—are widely regarded as the most accurate and intuitive 

predictive model for computing complex relationships within raw data.  

As evident from the highly complex model presented, considering key contributing sectors and 

accounting for fluctuations in gross domestic product and population growth, results emphasize 

the necessity for immediate action to curtail the acceleration in emission output of all greenhouse 

gasses (comprehensive of nitrous oxide, methane gas and artificial chemical emissions, as well 

as carbon dioxide). The projection indicates a massive increase of GHG to 81.3 billion metric 
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tonnes at the existing rate of growth. Global mitigation initiatives should be directed towards 

sectors concerning energy and agricultural production and consumption, as well as industrial 

processes, as indicated by the DNN and corroborated by external research.  

Fig 6. Predicted emission trajectories (green) versus historical emissions (blue) in billions.

 
One such solution, the development of remedial technologies, should be accelerated, accounting 

for economic welfare and sector dependency. The developed deep learning model is robust 

towards changes in input data, evidenced by the predictive accuracy in relation to veritable 

emission output values. However, the model does not account for potential drastic changes in 

economic conditions, such as the suppressed economic activity caused by the COVID-19 

pandemic. Future studies should focus on the widespread adoption of alternate technologies 

which are environmentally sustainable and perpetuate economic development. In order to avert 

this environmental disaster, collaborative global effort must be initiated on an urgent basis. 
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Abstract 

With advancements in technology, medicine has reached great heights and 
now health can be monitored just sitting at home. In the past few years, 
there has been a significant increase in the usage of these technologies in 
our day to day lives which is aimed to improve the standard of living and 
quality of life among people of all kinds. This research paper consists of 
several developments, detailed researches and data representation of the 
use of IoT in healthcare and assisted living, showing how and why there 
has been a boost in this field. 
Keywords: Internet of Things, Smart Healthcare, Assisted Living, use of 
devices, actuators and sensors. 
 

 
INTRODUCTION 

IoT so called Internet of things is the new technology that has been very popular recently 
because of its uses in numerous areas including in Healthcare, thus becoming a very essential 
part of our daily lives. It is a network that consists of physical objects connected to each other (as 
the name suggests).  Using sensors like pulse sensors, oxygen sensors make it so easy to monitor 
health that there would be no need to visit a doctor for this. It would save on travelling time and 
most importantly the enormous bills that are needed to be paid to the doctor. During emergency 
situations, till the patient reaches the hospital, some treatment could be started with the help of 
such IoT devices. IoT is very robust and reliable, which has certainly made it the need of the 
hour. But is the increase in use of smart IoT devices greatly responsible in saving lives of 
patients and increasing life expectancy rates? Let’s find out. 
 
 

Theory 

Devices have been specially designed to read the human body with the sensors and actuators 
they contain, enabling them to recognize their function, share data the obtained and 
communicating with other devices connected to them. Smart Watches, Fitness bands, Smart 
Shoes, Artificial Intelligence Devices and several mobile phone applications help to monitor 
health data and at the same time, they can remind and assist the user to follow the workout 
routine, exercise regularly, give warnings etc. In these devices, the sensors take in the particular 
readings and information from the human body like the pulse sensor will take readings of the 
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pulse rate of that person. This data reading is 
received in the form of analogue signals and 
is converted into digital signals by an 
Analogue to Digital Converter (ADC). These 
digital signals are understood by the 
computer as it consists of binary 0s and 1s. 
The computer processes the data and displays 
it on a screen like a Smart Watch would 
display pulse rate on its screen. Devices also 
use a microprocessor which has been fed with 
a range of values. If the data read does not fit 

within the range then an actuator is instructed to take the digital signals, convert them into 
analogue and send some kind of alert like a buzzer or a notification to the user to take 
appropriate precautions. Like an oximeter, the microprocessor is fed with a range of 90 to 99 %. 
If the oxygen concentration goes above or below the same, the user is notified to visit a doctor or 
take care of themselves. [1] 
Not only simple devices but more complex equipment used in hospitals including ventilators also 
use IoT. The process is similar to that described above but only that the actuators can perform 
much more jobs like increasing oxygen supply if low or turning on electric cardioversion if heart 
beat becomes irregular or slow. Ventilators are connected to a Local Area Network within the 
hospital along with some automation that allows them to be controlled remotely which is 
important in cases of emergency, the patient may die until the doctor reaches to his/her ward but 
controlling the ventilator from far away may help the patient survive until the doctor reaches to 
continue further treatment. These are just some examples where IoT is used in the field of 
medicine, the list goes endless and more developments are being continuously made to make 
these systems more reliable. 
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[2] 

Experimental 

The use of IoT in this field has seen a rise since the past few years. The amount of money spent 
by organisations to invest in building such devices and the amount spent by people to these 
devices has also increased. The most likely reasons are the usefulness and need of such 
technology. Increase in production of these products and increase in income of people has made 
it possible for people to afford them and ensure their safety. Several surveys and researches were 
carried out regarding the increase of the use of IoT and increase in sales. The Institute of 
Electrical and Electronics Engineers (IEEE) [3] has scheduled many conferences and undertaken 
surveys in the last 3 years to discuss on this topic. The online survey cloud based software, 
Survey Monkey [4], had conducted an e-survey form based on the increase in use of IoT 
Healthcare devices. It includes questions that will help to know how much common people are 
aware of this kind of technology and how often they use them in their daily lives. (The link of the 
survey is mentioned in references)[5] This will help collect information related to the demand of 
such devices in the market. The data set collected showcases that the market size of IoT in 
healthcare has increased from USD 57.62 billion in the year 2019 to USD 72.5 billion in 2020. It 
is expected to grow at an even higher rate and will probably reach $188.2 billion in 2025 and 
$352.8 billion in 2027. [6] 
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RESULT 

From these surveys it has been known that the market size and usage of IoT in healthcare will 
continue to grow rapidly. However, it is also seen that over the last few years, the average life 
expectancy of people has seen a rising trend and is predicted to rise even more in the future. 
Worldwide life expectancy has increased from 71.4 years in 2015 to 72.6 years in 2019 and is 
projected to go up to 74 by 2030. [7] After many researches took place, it is now understood that 
the advancements in IoT are leading to people living longer lives. The Survey Monkey survey 
form indeed concluded to show that people are becoming more aware and dependent on such 
medical devices. Trends show that people who filled the form during the Covid-19 pandemic had 
more knowledge about smart devices than those who filled the form before the pandemic. 
Staying healthy and immune to keep away from catching the virus forced people to gain 
knowledge and invest in health monitoring equipment. Increase of the use of IoT in healthcare 
has indeed helped save lives of critical patients and made people more careful for their health. 
 

DISCUSSION 

 

 

 

 

 

 

 

 

 

[8] 

This graph above clearly shows the relationship between the market size of the use of IoT in 
healthcare and the average life expectancy of the world. As the investment amount increases, 
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more people are benefitted from the same and it helps them to stay fit and healthy for longer. 
Detailed relationship is maintained which is evident between the years 2019 and 2020. Because 
of the Covid-19 pandemic, there were great increase in the number of deaths worldwide, which 
did not allow the life expectancy to rise. It was a period of global recession and so major 
investments could not be made into the field of IoT even though healthcare was required during 
this tough time. 
 
CONCLUSION 

 

To sum up, the use of IoT in healthcare allows fast, efficient and reliable health monitoring that 
saves doctor visits and expenses of the same. In hospitals, patients can be given remote and 
personalised treatments. However, some of the disadvantages are too important to be ignored. 
One of the most dangerous of them is privacy and security of the user. These devices can collect 
or steal user data and leak it to their company or sell it to someone else. Another major factor 
affecting the use of IoT is internet connection. Devices need to be connected to the internet or 
Bluetooth at all times and poor connection would lead to inaccurate results. Bugs or Viruses into 
the system will make it potentially corrupt and unable to track the patient’s health. Moreover, 
making the user or hospital staff computer literate and teaching them to use the equipment 
properly would be both time consuming and expensive. Like there are two sides of a coin, IoT 
healthcare also has several advantages and disadvantages. There are continuous approaches 
being made in order to minimise the effects of these drawbacks. User privacy controls are being 
initiated, devices made more user friendly and that work effectively even with low connection.  
Internet of Things is a vast field and is expanding at a tremendous rate. The near future will be 
dependent on IoT for all kinds of tasks it can perform. Everyone should use IoT for the benefits 
it offers to its users but at the same time, taking care that appropriate measures are taken to avoid 
the negative impacts caused while using these devices. 
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Abstract 
In this modern world, lies a piece of technological brilliance called 

Internet of things. This research paper will tell you how IoT can help 

connect homes and cities to the very minutest appliance and in turn create 

a smart world where everything is interconnected to each other making it 

far more convenient to do everything from controlling the thermostat to 

reporting medical or criminal emergencies. 

Keywords: Internet of things, Smart Home, Actuators, Temperature/ 
Humidity/Motion ,Sensors, Smart City 

 

 

 

INTRODUCTION 

A fairy newfound section of technology, the Internet of things often said as Iot has the basic 

principle of connecting all the electronic things together in a hub and let them communicate to 

each other. As the name suggests it is an Internet for physical electronic objects and a platform 

for them to share and transfer data. It is recently getting popular in new modern houses where it 

is being used to make household chores, security, emergencies and many more things very 

convenient for us to do and also reduce the burden and stress by running on pre-set commands 

where there is no need for us to manually start all the appliances. This smart home is a base for a 

smart city and smart country and eventually a smart world. 
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Theory 

The smart home will make every chore and work very quick and easy but it does take a 

significant amount of time and money to set up. The basic principle will work on scanners, 

actuators and microprocessors in very device or even non electrical things.It will mainly help us 

to get different aspects of a home like the door management system, security management 

system, water management system, light management system, temperature control, power 

consumption, healthcare and many more things, to a very advance and extremely simple to 

control. It will be a very modern and futuristic environment for the residents. It will make life so 

easy that without breaking a single drop of sweat you can do all your jobs from washing your 

clothes to charge your electric car and that too without any sort of manual input. 

Fig: 1 

Imagine waking up one day and getting out of bed, then anAI voice greets you good morning. 

You command to open the curtains and they open without even moving a finger. You go to take 

a bath and that AI voice informs your that the water heater has been set to your last desired 

temperature. Once you get out of the shower and get dressed you command to have a sandwich 

for breakfast, the AI voice informs you that you have bread, lettuce, ranch, meat, tomatoes ready 

in the refrigerator 

and you were running low on cheese so the voice had already placed an order for you a day ago. 

Then the doorbell rings and the AI voice informs you it’s the cheese delivery man. You receive it 

and then ask for the recipe for the sandwich, and the AI voice sends a video to your tablet which 

shows you how to make the sandwich. You have a nice breakfast and run for work. You realise 

you forgot to charge your car last night but the AI voice informs that the car has been charged 

overnight. As soon as you leave your house all the unnecessary appliances and the robot vacuum 
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cleaner starts up. During work you get a notification on your mobile saying that there is a 

delivery for you on the door and then send a message on your outdoor screen asking to leave the 

package with your neighbour across the street since you weren’t at home. You leave from work 

and when you get about 100 meters from your house your appliancesstart. When you are in your 

driveway your garage door automatically opens. When you enter your house the lights start, then 

when you are sitting on your couch your AI helper to reduce the thermostat temperature. The 

voice says, “Sure, I suggest you turn on the air purifier since the AQI levels are higher than 

usual.” And then you command to switch on the air purifier and it starts up. You go to your 

laundry room and say out loud, “how to wash wine stains off shirts.” The AI voice replies, “I 
have set the washing machine settings to removing wine stains.”. You dump you stained shirt in 

the washer and when you check the dryer the same settings have been applied there.  

Fig: 2 

Now, this was just one small piece of life with a completely connected house, there are many 

more aspects to this house like an automatic voice command television and many more. Now I 

am about to list some of the aspects and benefits of a smart home: 

1) Reduced power consumption – Since the 

entire system is connected, you can easily monitor 

which appliance or task is using a lot of energy 

and find ways to reduce the power and therefore 

saving money on electricity bills. 

2) Enhanced control – With a totally 

connected house you can control any of your 

appliance by just a click from your phone or a 

simple voice command. This can help to keep 

track and control all the tasks in the household 

chores without even moving. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig: 3 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

69 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

3) High comfort levels – A connected hub offers you the opportunity to relax while being 

stress-free about your household chores. One can receive a lot of free time because all 

your problems can be solved automatically with the connected hub. 

4) Personalisation – The entire function could be programmed to each and everyone’s 

personal needs and, with good coding there is nothing you couldn’t personalise. 

Here is a list of some aspects which be a lot more convenient to use once you have a smart home: 

 Smart Lights – Lights can turn on as soon as someone enters the room after dawn and 

switch off as soon as there is nobody in your room just by the use of motion and infrared 

sensors. Whenever motion or a high temperature like the human body (37 degree Celsius) 

the lights will switch on and as soon as this motion or temperature is out of range the 

lights will switch off on their own 

 

 Thermostat – Controlling the entire house temperature by just a simple command can be 

convenient but the constant change of surrounding temperature make the thermostat 

control tedious but the microprocessor will keep the temperature maintained on the 

values that last suited you in those conditions. Plus, it can also give suggestions to either 

increase or decrease the thermostat according to changes in the environmental conditions 

like the humidity. 

 Smart Door Lock – The door has been locked using the same old-fashioned keys for the 

past generations, but now a new era called for smarter locks. Unlocking doors using 

fingerprints, iris scanners and face recognition are a lot more secure and convenient to 

use and no issue of losing or forgetting your keys. 

 Smart Cooking –Cooking can be very easy with the use of internet of things. Due to the 

feature of remembering your previous chooses and, the things that you like you can get 

varied recipe suggestions from all over the internet and it also checks the all the items 

present in the fridge and checks recipes than can be made using those. 

 Smart Appliances – Connecting appliances to each other make them really easy to use. 

For example, your washing machine will know how to wash each cloth and your air 

conditioner will know what temperature suits you the most and your speaker will know 

what level do you prefer the most which helps you reduce your stress cause due to small 

everyday things and make life so much better. 

 Smart Garden –A smart garden can help you take care of your plants and lawn much 

more efficiently. The pH and moisture sensors in the soil can be connected to a 

microprocessor and the sprinklers which will activate them as soon at its too dry. This 

will help you maintain your lawn and you can have an automatic lawn mower which can 

start trimming the grass if it overgrows above a certain limit. 
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Now for a brief example this diagram will help you understand how one of the aspects (smart 

lights) of a smart house will work.  

Fig: 4 
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Now there is an important use of ADCs and DACs in this hub. ADCs are Analogue to Digital 

converters which convert analogue signals from appliances to digital messages to be read by the 

microprocess and DACs change digital signals to analogue message so that the appliances can 

communicate to and fro the microprocessor. One more device to name which helps this system is 

an actuator. It is a part of a device or machine that helps it to achieve physical movements by 

converting energy, often electrical, air, or hydraulic, into mechanical force. 

Now a smart home is just a small step to create a smart city which will make a city completely 

connected. Every single building or structure connected to each other. The house connected to 

the hospitals, police stations, fire stations, banks, supermarkets and all the other structures in a 

city. I realise this is a really big project but it can be easily accomplished if there are many smart 

homes which could be connected to a central city hub. 

 
Fig: 5 

A smart city will be a new futuristic advancement to a settlement. It will provide us with features 

that would make our lives about 50% easier and a lot more convenient. For example: 

 Enhanced Security–If your house might be getting robbed or infiltrated the Iot sensors 

can detect the presence of somebody unknown outside of active hours and give a straight 

message to the police or send a CCTV footage. Even you will get a message saying 

something fishy is going on at your place and you might want to check it. 

 Health Care – There might be elderly people who may be living alone or with family and 

suffer with health issues who need to be under surveillance every time. This smart home 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

72 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

and city can make emergencies situations a lot less stressful. There can be a smart watch 

or another device with the sick person and his heart rate, oxygen levels and more health 

features can be recorded every 30 mins and sent to the doctor and the head family 

member. If the value gets highly abnormal an ambulance will automatically be called to 

take the patient in. 

 Fire security – A fire in an empty house or even a filled one can be nasty and life 

threatening but a smart home can easily detect sources of a possible fire and inform you. 

In any case you don’t get informed or it gets too late the smart city feature will have 

already informed the fire station and they would be there for your rescue. It will reduce 

the amount of destruction cause by everyday fires to life and property.  

 Emergencies – There can be times when the entire city may be affected by some mass 

emergency and here being a smart city will be a huge advantage due to having everything 

connected and coordination between emergencies services will go extremely smoothly 

and all the procedures can be carried out smoothly. 

 

 

DISCUSSION 

The main idea to talk about here is the number of rising smart homes in this world and the 

numbers are represented by the following graph. 

 
Graph: 1 

 

This graph shows in the last 3 years the number of smart homes is increasing by a rapid amount 

and the trend predicts that by 2024 there would be around 180 million households which operate 

with the use of Internet of things. 
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Another argument suggests that a smart home will have a huge risk of cybercrime and since our 

private data is being transferred between appliances wirelessly can be stolen and the victim will 

be in a massive trouble. To settle this argument of potentially threating yourself and your data I 

will say that Internet of things has also had an impact on cybersecurity and many tests have been 

conducts along with safety features like multiple firewalls have been equipped to the entire 

personalized hub. Any new device entering the hub will be thoroughly checked and only after the 

owner’s permission will be allowed to access the personal data. 

 

 

CONCLUSION 

 

In a nutshell, Internet of things is the general tool that everybody needs for a smart life and 

assisted living. In times like these where a pandemic has affected our world, we get to know the 

true value of our home, it’s a place which gives us comfort and a sense of protection and stuck in 

our houses for such a long time we have developed an emotional connect to it and turning it into 

a smart home can elevate this connect and make our homes an even more welcoming place. To 

end this paper, I would like to quote Arthur C. Clarke – ‘Any sufficiently advanced technology is 

indistinguishable from magic.’ This quote really connects to me saying that about 20 years ago 

we made science fiction and magical movies which exactly portrayed the current technology we 

have so rather than wasting such a genius idea, we should all implement it and live the life we 

were always dreaming of. 
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Abstract 

During the COVID-19 pandemic the World had adapted the technique of 

online education and learning. This research paper is going to talk about 

how technology and students have made their way out to adapt this new 

not so popular culture of distance/online learning and education. In 

addition, the surveyor is going to use a method of primary research to 

prove her stance over the topic. Moreover, this research paper is going to 

act as a timeline to explain the technicalities and technological 

advancements faced and adapted.  

 

Keywords:-Online Learning ,Technological advancements ,Trying times, 

Distance learning, Improv Comedy (comic improvisations)  

 

Introduction 

While the world has grown it has brought to us several inventions one of them being  

‘technology’.The way it has and is evolving nothing can be said till where it can go, technology 

has proved this statement to be the life saver of everyone , during trying times. 

Towards the end of 2019, the Chinese capital: city of Wuhan had its first ever CoronaVirus 

patient on the 31 of December,2019 [1]. This one case, one patient and one life had further 

resulted in a nationwide lockdown, after which on 30 January 2020 it was announced as an 

emergency, further a pandemic on 11 March 2020 by the World Health Organisation[1]. This 

one date was started to try everyone’s patience. It completely changed the definition of 

education, education has become just an online meet to everyone. This concept was once improv 

has been improvised today to a limitless extent, but how? This research paper is going to be all 

about how and what technological improvements have  been brought to online education during 

these trying times. 

 

Theory  
When at the start of this pandemic the concept of online education was new to everyone, it was 

an experimental phase for everyone, students, teachers, everyone.  
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March-April 2020, This was the time when everything was new, a worldwide lockdown, work 

from home , School from home everything was just new. It can also be called as an experimental 

phase of the entire situation. 

 

Adapting the change  

At the start, things were difficult. Finding an alternative to the traditional way of learning seemed 

a bit impossible once. However when technology had its hands folded in front of the world, the 

question of what had got its answer but how was still struggling to find its answer. 

Then after video conferencing apps like Zoom & WebX came to existence, they played their 

magic over everyone.  

But this wasn’t enough, companies like Google & Microsoft came up with a compilation of 

softwares and apps. The following are these and software’s mentioned in detail.  

 

Google 

● Google Classroom: Google Classroom is a free application designed to help students and 

teachers communicate, collaborate, organize and manage assignments. [2]  

● Google Meet: An app for HD video conferencing app. 

● G-Suite: G Suite gives your entire company/Organisation access to Gmail accounts and 

the suite of office/school products. [3] 

 
Fig.1 Google apps inclusive in G Suite [ 3 ]   

 

Microsoft:-  

This company had created an entire new world, it had created its software in a way that in 

software you can run the entire school. Whether it was calls, chats, sharing of docs etc. Microsoft 

teams allowed the user to do everything at one place. [4] 

Nevertheless, not all the apps and softwares mentioned above were launched during the 

pandemic, some of them were launched long back however it has gained popularity now.  

For example- Google Classroom was launched on 12 August, 2014. At first in 2015 the 

classroom had 10 million students and teachers using it [5] whereas,now almost all the schools 

are using google classroom as a platform between a student and a teacher. The popularity of this 
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app has increased to an extent where only in the state of Maharashtra ( A state in India) there are 

23 million students using Google Classroom[6].  

This wasn’t enough later in the month of August-September 2021, there arose a need for much 

stronger apps and softwares to conduct online examinations.  

For which a few schools/colleges instructed students to set up 360* set ups using the same 

google and Microsoft apps. Whereas, the others opted for advanced technology.  

The following are the examples of the same:-[7] 

● ExamOnline 

● Speed exam  

● PSI Bridge  

● Examity  

● ExamSoft  

These softwares had features like:- [7]  

❏ Auto authorisation of students using facial recognition. 

❏ Object trackers  

❏ Student verification  

❏ Set time limits  

❏ Auto & Live proctoring 

❏ AI-based software 

❏ Personalised assessments  

❏ Automated exam security 

❏ Multi-user collaborations  

❏ Smart onboarding  

These softwares were used all across the world by institutions to conduct online examinations 

however these came with its own inbuilt pros and cons. These gave the ensurity to teachers that 

the exams were attempted without any malpractices, however some of these softwares were 

restricted to browsers like and so on and so forth.  

Now later when around the start of 2021 there was a sense of hope between world citizens that 

schools and colleges would start but it was melancholy that they couldn’t as the situation had 

worsened and even in July 2021 still online education is the apple of everyone's eye. 

Over the span of these one and a half year  technology has grown, it has grown like never before.  

 

Experimental  

{ For reference to this entire section kindly refer to [10] , [11]. }  

 

To understand the genzie religion of online education, conducting some primary research was as 

necessary as brushing teeth everyday. 

After seeing a few pieces of evidence and understanding the genzie religion of online education 

better. A survey was conducted which asked questions as the following: 

 

1. Were you at the start comfortable with online education? And if not then why. 

2. What ways were adapted by your teacher in order to improve the quality of online 

education and if you are a teacher, what had you or your institution done for the same? 
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3. According to you, has online education improved the problem solving skills of an 

individual? 

4. In your opinion, what more technology related ways can be adapted to improve online 

education? 

 

These were questions asked and the set of people who participated are as the following shown in 

pie chart below. 

 

 
Fig.1.1 Pie chart of profession percentage. 

 

 

68 people participated of different different professions and students of school, degree and junior 

college.Mainly school students participated more as compared to others. The college students 

who participated had strong and factual opinions as compared to others.  

However, this form wasn’t in favour of collecting gender data. Though there were less adults 

who participated there was still a lot of reality in the data collected.  

 

 
Fig.1.2 Pie chart of comfort. 
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Now when the participants were asked about “why weren’t they comfortable at the start with 

online education. It was justified as:-  

Some answers were-  

”It was a bit difficult to adapt to it all of a sudden as we're used to sitting in the class and 

studying. The online method was way different to what we were adapted to”  
One also said-  

“Quality education isn't gained,that could have in physical schools surely.” 
This certainly proves that the lack students were feeling was of adaptation and quality.  

Further, when they were asked “What ways were adapted by your teacher in order to improve the 

quality of online education and if you are a teacher, what had you or your institution done for the 

same?”  
Students said:-  

 

● “Compulsory keeping your videos on and frequently asking questions by picking random 

students on related topics in progress.”  
● They made use of ppts, even for math instead of using whiteboard and showing it on 

camera, in this was we could have a clear view of what we were being taught 

● Teaching with the help of videos  

● Our teachers started making creative power point presentation to teach us but it isn't that 

effective to be very honest. 

● We were given online textbooks to begin with and gradually were asked to wear school 

uniform and we're slowly phased into a actual class room like environment 

Whereas at first when these above mentioned ways were adapted students also had to face its 

cons which were  

● When online classes started teachers didn't use Google Meet/Zoom for classes and they 

sent the lectures . But the then student complained that they started facing storage 

problems because of the video so after first term teachers started using apps like google 

meet and zoom for classes. 

● Our teachers started making creative powerpoint presentations to teach us but it isn't that 

effective to be very honest. 

In addition students also had experiences like  

● I think building a personal relationship with the teacher really helped me in improving the 

overall experience of online learning. 

● Keeping the session interactive with students and the camera on so the students be 

attentive. 

This part of the survey truly proved that PowerPoint Presentations and Recorded lectures helped 

students. Nevertheless, there were even students who found building bonds and interacting made 

their experience of online learning better.  

Further ahead,the participants were asked that till what extent do they think “online education 

improved the problem solving skills of an individual?”  
The poll was:-  
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Fig.1.3 Pie chart of thoughts. 

This question was asked following the thought “Every learning has its own teaching’. This 

question remained important as these technological advancements often tend to give a problem 

or per say you take time to understand. As everything has its learning the surveyer thought this 

culture had the ability to teach and improve problem solving skills of an individual 

henceforth,20.6% people even agreed with her. However 44.1% didn’t and 35.3% people 

weren’t sure about their thought upon the same. 

Moving ahead, the last structured question was “ In your opinion, what more technology related 

ways can be adapted to improve online education?”  
Answers were as follows:-  

A 2nd year B.Com student “the use of discord servers.”  
A 5th year 5th architecture student said “Consolidated platform (For Eg. Microsoft Teams) 

instead of places like Google Meet and Zoom where the link comes on the mail, submissions are 

in a second place and notes are in a third place, its very complicated and scattered and 

unnecessary effort, basically a flexible user interface”  
A partial degree college student said “More Security and surveillance in online exams”  
A chartered accountant said “AR and VR technology will be more helpful in online education.” 
A student of Bachelors in Accounting and Finance told “Slideshow presentation with multimedia 

video feedback quiz and survey corporate training can help improve online education”  
A 10th grader said “Educational apps in the classroom like Kahoot can be used to review 

information after a lesson or unit. Teachers can create and share Kahoots with one another while 

students can create anonymous user names to participate in the game. This allows for whole-

class participation from students who may usually be reluctant to participate in class. Teachers 

can determine if they want students to work independently or be assigned to teams.”  
Where as students also thought that there enough technological advancements now they need:-  
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A 12th grader “no  more new tech is needed in my opinion if we use the prevailing tech wisely I 

guess it would be more effective. Teachers need to make class effective for the students then 

only they will show interest.” 
A 10th grader “more activities and interesting ways can be introduced to make the student more 

interactive and also this will make their mindset more positive towards online education, which 

will help them understand better” 
A 12th grade humanities student said “Ig , it should be more interactive, and hence must include 

activities that would enhance problem solving capability of students “ 
 

Result  

By this survey it can be understood that with trying times in front of students, they adjusted 

themselves to online learning and education whether they were happy about the fact or sad about 

the same. It also showed school students were better adapters than college students.  

Having said that, some students were happy about the technology used but they weren’t able to 

adapt the psychological aspect of the same.  

Moreover, it can be truly said Google and Microsoft have played a very vital role in this phase. It 

has ensured to make online education fun for children.  

Lastly, this survey has shown on a national level what students think about online learning and 

education.  

 

Discussion  

The outcome had to have a preference, so for that the surveyees were asked that “Now after so 

long what would they prefer”  
 

 

 
Fig.1.4 Pie chart of preference.  

 

82.4% of people still believed on campus education is the way. However, now 17.6% people out 

of 68 think online education has won their hearts.  
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The survey is the clear proof of how menials think and how a pandemic, made technology work 

it’s way out and spread its magic across the globe.  

 

Conclusion  
Education is that part of our life which is completely non-ignorable, even during these trying 

times. Education is the way to face the world ahead. However, on campus education was the way 

but now online. At the start to end it has changed, experimented and innovated with its one 

motive of educating students in the best possible ways.  

Truly, The concept of Online education which was improv comedy at once to everyone has 

become an improvisation today.  

As they say “It’s just the beginning” now there is way more which is going in everyone’s way in 

respect to technological advancements.  
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Abstract 
GREEN COMMUNICATION is a practice of using efficient energy or 

less energy and networking technology (the technology which is used in 

exchanging of data digitally with the help of information systems) and 

products .and it reduces the use of resources whenever we communicate 

possibly in all branches of communication like: 

 Verbal Communication 

 Non-verbal communication 

 Interpersonal communication 

 Organizational Communication etc. 

The main purpose of GREEN COMMUNICATION  is to reduce the 

level of Green house gas ,and to protect the Environment  from  EM 

radiation .Our research paper is all about the upgradation in  the GREEN 

COMMUNICATION , and the overview of the topic tells us the 

significance of GREEN COMMUNUNICATION in this 21
st
 century, and 

structure . 

Keywords: Green communication, Green house gas, EM radiation. 

 

INTRODUCTION: 

 In respect to 21
st
 century ,the world of technology and communications are facing a very big 

challenge, due to the total energy consumption by the communication and networking devices, 

which has caused in the increasing levels of Green house gas. The UNFCCC (United Nations  

Framework Convention On Climate Change) established in 1997 tells us that mainly the 

developed countries are responsible for the current levels of green house gases, and increase in 

the temperature has caused Global warming. 

Many scientists have raised their concerns towards these problems, in the conference of parties 

17 climate change, which took place at Durban, 2011. Do we have solution for this ? the answer 

to this question is, yes, we are dealing to look at sustainability regarding environmental 

condition, efficient energy . 

That is  Green Cmmunication which we have adopted, in the world of technology and 

communications ,which minimizes the use of energy consumption in networking devices, and the 

resources. The paper tries to attempt to even look at the contradictory part of GREEN 

COMMUNICATION. 
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THEORY: 

Green communication is sustainable development of energy aware networking. This promotes 

new technologies, concepts, and innovation. It helps in business and individuals in Power 

consumption. Moreover, green communication is energy monitoring. This allows visualisation of 

Power to choose the level of energy savings and calculation of proper saving. It is easy to deploy 

and affordable. It helps in business and power consumption at the cost of one organization. This, 

of course, is no easy undertaking. It has ICT energy establishing a approach around the world. So 

we have to change the way of optimising internet. Green communication is a new innovation and 

some examples of the companies which are using this networking are EMC corporation, Sprint, 

Dell, Intel etc. 

 

METHODOLOGY 

A lot of terms are used when discussing the using and misusing of green technologies. 

 TYPES OF ENVIRONMENTAL IMPACT 

I. Carbon emissions are currently receiving the most attention due to the problem of global 

warming and climate change. 

II. When considering environmentally friendly solutions, air pollution, pollution and soil 

quality, ozone layer protection, use of natural resources, waste reduction, etc., it will 

have significant effects. 

III. Telecommunications equipment usually contains large amounts of rare earths and heavy 

metals. 

 DIRECT AND INDIRECT METHODS 

I. The existence of e-mail replaced letter writing, issues of transportation, paper usage etc. 

II. Indirect impact reduction usually limits environmental issues. 

III. The case shows that initiating indirect environmental impact of a solution is a difficult 

task that needs to be done very carefully. 

 

 ENERGY EFFICIENCY NEWS 

I. Energy efficiency measurement provides information that can be used to estimate and 

compare the energy consumption of different components of the cellular network and the entire 

network as a whole. 

II. This matrix also helps us set long-term research goals to reduce energy consumption. Due 

to the increase in research activities related to green communication and internal differences and 

the compatibility of different communication systems and performance measures, it is difficult to 

have enough for a single metric. 

 

 MOBILE DEVICES 

I. At present, numerous mobile communication devices such as smartphones, healthcare 

devices and smart glasses have taken us into the era of smart society. 

II. Green communication between mobile and networks enables potential benefits to improve 

and balance the use of information sharing, spectrum energy awareness, routing adaptation  
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and data caching resources and enables full mobile and wireless networks. Saves energy, so 

green communication is vital and promises a research topic for future mobile networks. 

 

 RADIOACTIVE DEVICES 

I. Site manufacturing and construction carbon footprint structures for radio access networks rely 

on a complete lifecycle analysis of network equipment. In 2007, the amount of RAN electricity 

consumed was about 20 kW. Recent research gives us an idea of   how to build new sites and 

remove old site tools 

II. We predict that by 2021 this trend will continue at 8% per annum during the study period and 

will be referred to as continuous progress. 

 Although the definitions of measuring energy efficiency at the level of components and 

devices are quite straightforward, it is more difficult to define the measurement of energy 

efficiency at the system or network level. 

 

 The goals with green Cellular Networks are: 

 To improve energy efficiency through trade-offs between energy consumption and external 

conditions. 

 Integration of network infrastructure and network services to enable the network to become 

more responsive and require less power to operate. 

Result 

It minimizes the degradation of the environment;  

It promotes the use of renewable resources.  

It's a friendly network. It's a renewable energy branch of the environment technology and can't 

be ignored. To enhance the growth of energy for economic development. 

 

• To facilitate the growth of the Green Technology industry and enhance its contribution to the 

national economy;  

 lt preserve environment for future generations. 

 

ADVANTAGES:  

Does not emit anything harmful into the air Can brin 

g economic benefits to certain areas.  

It has less maintenance and shell out a lot of money to operate it. 

 

 DISADVANTAGES:  

• High implementing costs.  
• Lack of information.  
• There's no alternative raw material input. 
• No known alternative process technology  
 

Discussion  

This research paper presents a synopsis of energy consumption problems in green 

communication networks and illustrates network energy saving techniques. It is clasified  that the 

common energy consumption problem green communication networks and describes the 
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techniques that have been used to improve the energy efficiency of these networks. This problem 

can find out solutions from the time and frequency domains. The energy preserving problem 

cross multiple systems or networks is less inferred. More efforts are in need from the modeling 

to particular solutions. 

 

CONCLUSION 

While doing this project we acquired plenty of knowledge about green communication. So, 

according to various surveys and reports it is observed that the Information Communication 

Technology (ICT) market contributes 2% of global greenhouse gas (CO2) emissions. IT WAS 

UNDERSTOOD THAT A UNIQUE mobile phone network in the United Kingdom consumes 

about 40-50 MW. A service provider such as VI uses more than 1 million of gallons of diesel per 

day to power up its networks but instead of that they would have used other energy source. This 

amplifies those wireless communications can create a significant proportion of the total energy 

consumption by the ICT infrastructure. In order to save energy and the natural environment of 

earth we have to look into two major issues which have to be considered in Green 

Communications: 

1. To reduce the energy consumption this can cause damage to the environment like the 

energy created by the burning fossil fuels.  

2. To create a more energy resources which are friendly to the natural environment of earth 

like using Solar or Wind energy and also using the energy obtain by running turbines on 

water means the kinetic energy produced due to the movement of water on turbines 

which can produce energy and also by minimizing the use of carbon compounds or 

emissions. Therefore, it is THE NEED OF HOUR to develop NOVICE  algorithms so as 

to MINIMISE  the total energy required for the operation of wireless access networks. 

In addition it is also important to address the relevant escalation of energy usage in wireless 

networks causes serious greenhouse gas that can be a major threat to the environment and 

sustainable development. IN ORDER TO tackle this issue, one CONSTRUCTIVE  way is to 

implement more energy efficient wireless networks. INDEED  several International research 

projects COMMITED to energy efficient wireless communications include the GR (grant, 

2010), Energy Aware Radio and Network Technologies (EARTH, 2010), Optimizing power 

Efficiency in Mobile Radio Networks (OPERA Net, 2010) and others, etc. So at last we can 

say that Green Communications aims at addressing the quest for sustainability regarding 

power resources and environmental conditions and also motivates the people to save the non- 

renewable resources and also to reduce the use of the resources which cause damage to 

environment. 
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Abstract 

Steve Jobs once said, “The biggest innovation is the intersection of 

biology and technology.” He never knew that this will be proven by the 

COVID-19. ‘Data Science Techniques’ include a dynamic approach of 

data collection, analysis, and forecasting combating techniques. In this 

paper, I conduct a literature review, presenting a taxonomy application 

used to control the pandemic. The findings of this paper suggest valuable 

future directions used to combat COVID-19. Vaccines wastage is a major 

issue even after the invention of the vaccine. Storage under required 

temperature using data science and solar technology is the key finding of 

this paper. 

Keywords :Solar technology; vaccine storage; data science techniques; 

COVID-19 (2019 novel coronavirus disease). 

 

INTRODUCTION 

 Introducing the topic 

Data science is the field of education that merges programming skills, domain expertise, and 

knowledge of mathematics and statistics to mine significant understandings from certain data 

given. It can provide necessary information that can fix delays in existing processes. 

Collecting, reporting, accumulating, analyzing, and then using the data to overcome the 

problems of the ongoing COVID-19 Pandemic is the forte of data science.Plentiful data can 

be applied in the therapeutic health sector. As shown in the Figure below (Figure 1), medical 

data can be pigeonholed into half a 

dozen categories depending on their 

type and source. Examining this 

data will facilitate in foreseeing 

upcoming procedures, grasping the 

existing state of affairs, and making 

numerous decisions. The remedial 

data can be obtained from several 

sources, because it can be amassed 

using sensors of mobile/wearable 

appliancesor medical device, virtual 
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surveys, websites or cellular apps, infirmary records, local and intercontinental health 

systems, consultations and case study mockups, and data on open databanks or social media. 

 

 

 Fundamentals of the application 

Since the commencement of COVID-19, there has been a plethora of data available. This 

data is exponentially increasing every single day. The biggest challenge besides fighting 

COVID-19 has been correctly using this data for estimation, predicting risks score, and 

decision-making to combat the COVID-19 Pandemic. Using data science, researchers have 

found alternatives for the COVID-19 tests and cures.  

Using AI and data science, 63% of COVID-19 cases can be detected before any 

symptoms appear. Activity tracking and health monitoring of respiratory infections can be 

found out in an early stage. Usage of more data analysis techniques has helped the coders and 

researchers to propose many websites and apps to distinguish the symptoms, find a bed in the 

hospital, or to combat COVID-19 at home. 

Nevertheless, the biggest challenge lies in the storage of the already invented vaccines. 

Using data science techniques, the wastage can be reduced. The problems underlying will be 

discussed further in detail- in the next section.  

 Problems regarding the vaccines 

According to the strategiesdispensed by the Ministry of Health and Family Welfare 

(MoHFW), only in January 2021, at least 10 percent of COVID-19 vaccines acquired by the 

Centre faced "programmatic wastage".  

As per MoHFW's guideline, WMF which is an abbreviation of Wastage Multiplication 

Factor = 1.11 for COVID-19 vaccine, estimating a permissible programmatic wastage of 

10% [WMF = 100/ (100 - wastage) = 100/(100-10) = 100/90 = 1.11]. 

Vaccine wastage can take place while transportation, during storage, and even at 

vaccination bases/centers. The COVID-19 vaccines are also given in multi-dose vessels, with 

each vial containing at least a dozen doses of vaccine. There are even accidents such as 

vessels shattering into pieces or getting spoiledduring its transportation. The COVID-19 

vaccine also needs to be stored in a specific temperature extent. There have been numerous 

failures to preserve the vaccine in the required temperature during its transportation, or its 

storage, and even at the vaccination pointswhich resulted in it getting wasted. Moreover, 

pilfering cannot be ignored. The robbery of COVID-19 vaccine ampoules from the larder of 

an infirmary located in Haryana's Jind district which took place very recently is an example. 

Adulteration of vaccine after opening it is an additional way in which vaccines are becoming 

useless and are being thrown away. 

 

 Latest Publications 

Authorized resources in the literature have examined the usage of data science in reducing 

vaccine wastage. In this paper, I focus on the challenges that prevail. Publications like the 

“Economic Times” that supported my paper, claimed fractal analytics and used data 

modeling to answer vaccine concerns. 

The New York Times suggested recommendations and guidelines supporting AI and data 

analysis techniques to combat the COVID-19 Pandemic. 
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 Objectives 

The rest of this paper is organized systematically to summarize the usage of data science 

techniques, to portray my experiments, emphasize on the result that may lead to the 

interpretations, and finally to conclude our future predictions in terms of using big data in the 

health care field.  

 

Theory 
 How do vaccines help? 

A paper published on ORF by Krishnan and her team at CPC compares several data models 

adopted by the Government, in the past, to come up with parameters that should be considered 

for a data-driven approach to prioritising the allocation process of the vaccine. But before 

starting, one needs to know more about vaccines, and how they help. The vaccines have 

enfeebled parts of a specific living being (antigen) which activates an immune response within 

the organism’s body itself. The latest vaccines carry the blueprint for creating antigens instead 

of making the antigen itself. Irrespective of whether the vaccine is fabricated of the antigen 

only or the blueprint so that the organism’s body will create the antigen, this debilitated version 

will not lead to the causing of the disease in the being who is getting the vaccine, but it will 

accelerate their immune system to reply much as it would have on its primary response to the 

genuine pathogen. India’s vaccine organization is maintained by the electronic Vaccine 

Intelligence Network (eVIN) executed in 32 states presently. Even though it has upgraded the 

supply chain, the state-of-the-art accessible inspection of eVIN shows particular blockages. 

Hence, not just data science, but also IoT can be assistance to eVIN for classifying and 

resolving tailbacks to guarantee an unceasing vaccine stock. Internet of Technology can even 

be operated to observes towage temperatures and alert ambiguities, as a growth in temperature 

can make the serum ineffective and direct to the vaccine’s wastage. Furthermore, statistics can 

even be managed in logistics administration to enhanced is attribution paths and vehicles. The 

amount of events has oscillated significantly and is reliant on numerous issues other than the 

compactness. Seeing that its demand is not one-dimensional, request predicting methods can 

aidin ensuring the necessity for immunization shots in specific parts beforehand. 

 

Experimental 

Trying to experiment, I, Sparsh Bhimrajka, thought about combining two ideas- cold storage, 

and groundfridges. For starters, groundfridge is basically an underground icebox that permits you 

to pile and preserve food fresh deprived of the necessity for electricity. Prepared with the help of 

laminated polyester, the underground- refrigerator is calculated to be positionedexactly a 

hundred centimeters underground, where, using the ground as acloistering shielding cover and 

taking the benefit of the natural cooling of groundwater, it manages to maintain, without the need 

for other sources of energy, an internal temperature between 10ºC and 12ºC (perfect for 

stowingfood- fruits and vegetables.. Even some types of alcohol like wine, and cheese). The 

construction —of whose regularvolume is two dozen times greater than that of your standard 

refrigerator— does not necessitate any specificstructurelicense and is evenobtainable in a high-

tech form (with  LED lights, solar panels, and air circulation pump). According to me, after some 
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tweaks using AI and ML, putting the fridge a little more deep- at 200 centimeters to be exact, can 

store vaccines.  

 

RESULT 

 Storage of Vaccines 

A groundfridge cold chain is a temperature-regulated supply chain that contains all vaccine-

associated apparatuses and processes. The groundfridge cold chain starts with the cold 

storage component at the manufacturing site, ranges to the transport and conveyance of the 

serum and precise storage at the distributor provision, and finishes with the administration of 

the vaccine to the unhealthy being. Just in case the groundfridge cold chain is not 

appropriately sustained, the vaccine effectiveness will be lost, leading to a useless vaccine 

distribution.These vaccines shall be bestowed from the hour in which they are made and 

manufactured to the time they are processed.The vaccine effectiveness is subtracted every 

single time when a vaccine is exposed to an indecorous place. These unsuitable conditions 

include overexposure to sunlight or anything that produces heat, freeze, or light at any step in 

the cold chain. Once the vaccine potency is lost, it just cannot be restored, no matter what is 

done. Exposure to any unfitting conditions can highly demolish the potency of any 

refrigerated injection, but even a solitary exposure to cold temperatures (like: 0° C [32° F] or 

colder) can actually abolish its influence. Some liquid vaccines having a subservient can 

eternally become ineffective when exposed to freezing temperatures. 

 

DISCUSSION 

 

Some self-explanatory statistical tools have been attached below.  

 

 

 

 

This graph tells about how the 

consumption of vaccines will 
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increase if ground fridge cold storage is used. 

 

CONCLUSION 

The capacity of data upsurges intensely over a period of time, especially data produced on the 

worldwide contagion triggered by the novel Corona Virus disease 2019. Such bulk of statistic 

necessitates applying vast data analytics apparatuses along with Artificial Intelligence methods 

to create sense of the plague and its spread can be controlled in an appropriate method. In this 

paper presentation, I exhibited an evaluation of numerous data examination claims for the 

COVID-19, offering a taxonomy construction that categorized the possible claims of the novel 

COVID-19. 
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Abstract 

The world was completely unprepared when the COVID-19 pandemic 

struck, which is why the world was in chaos. We certainly hadn’t learnt 

anything from the previous epidemics or pandemics, but now is the time to 

change that - to stack up our data science ammunition, and be prepared. 

This research paper aims to suggest a methodology for such times using 

the techniques - clustering and classification. The experiment was 

uniquely conducted to test the mentioned methodologywith a well-

rounded data set, which proved fruitful.  In conclusion, ‘Trial and Error’ is 

the only process that works in handling epidemics or pandemics. 

Keywords: Clustering, Classification, Epidemics, Pandemics 

 

INTRODUCTION 

Data science is the field of study that combines domain expertise, programming skills, and 

knowledge of mathematics and statistics to extract meaningful insights from data. Data science 

practitioners apply machine learning algorithms to numbers, text, images, video, audio, and more 

to produce artificial intelligence (AI) systems to perform tasks that ordinarily require human 

intelligence. In turn, these systems generate insights that analysts and business users can translate 

into tangible business value [1]. 

Currently, data science is already being used to tackle epidemics and pandemics, such as the 

COVID-19 Pandemic. One example would be the apps that have been developed to monitor the 

spread of the disease. These generate ID on your phone and save the ID of the people you have 

been in contact with. If anyone tests positive, the app reviews the contact data history generated 

in the last few days and alerts you, to stop the spread of the disease. This way, the app predicts 

the spread of the disease and produces statistics of the same. There are many more such 

examples,like telemedicine, which are used to control to spread of the virus [2]. 

The problem is, data science mostly being used to control the spread of the disease, not to help 

the patients and/or healthcare system. The objective of this paper is to suggest data science 

techniques that can be used to guide the patient once they are tested positive and thus reducing 

the burden on the healthcare system. 

 

Techniques: 

These are the suggested techniques to be used to guide patients.  
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Clustering 

Clustering is the task of dividing the population or data points into several groups such that data 

points in the same groups are more similar to other data points in the same group and dissimilar 

to the data points in other groups. It is a collection of objects based on similarity and 

dissimilarity between them [3]. 

The following points show why clustering is required in data science − 

1. Scalability − We need highly scalable clustering algorithms to deal with large databases. 
2. Ability to deal with different kinds of attributes − Algorithms should be capable to be 

applied to any kind of data such as interval-based (numerical) data, categorical, and 

binary data. 

3. Discovery of clusters with attribute shape − The clustering algorithm should be capable 
of detecting clusters of arbitrary shapes. They should not be bounded to only distance 

measures that tend to find a spherical cluster of small sizes. 

4. High dimensionality − The clustering algorithm should not only be able to handle low-

dimensional data but also the high dimensional space. 

5. Ability to deal with noisy data − Databases contain noisy, missing or erroneous data. 
Some algorithms are sensitive to such data and may lead to poor quality clusters. 

6. Interpretability − The clustering results should be interpretable, comprehensible, and 
usable [4]. 

In an epidemic/pandemic scenario, clustering will be of great use as it will help group and 

organize the data that is available and identify the trends, which then can be used in the next 

technique i.e., Classification. 

 

Classification 

Classification analysis is a data analysis task within datascience, that identifies and assigns 

categories to a collection of data to allow for more accurate analysis. It can be used to question, 

make a decision, or predict behavior through the use of an algorithm. It works by developing a 

set of training data that contains a certain set of attributes as well as the likely outcome. The job 

of the classification algorithm is to discover how that set of attributes reaches its conclusion [5]. 

Classification cuts down the data set into manageable groups with similarities and assists the 

decision-making process. Classification is of particular importance in the healthcare industry as 

it makes essential data easy to find and retrieve by tagging the classified groups with 

commonalities which in turn assist the decision-making algorithm. 

Classification helps predict the outcome of a patient in an epidemic/pandemic scenario, using the 

data that was clustered, which will be of great help, which will help patients make decisionsand 

reduce the burden on doctors.  

 

Methodology: 

This is the suggested methodology to be followed when using data science to fight micro 

pandemic-causing enemies. 

1. Data collection of previous records 

The first and the most important step in data science is to collect as much data as 

possible. Data forms the foundation of all the other steps. That’s why adequate data must 

be available. An epidemic or pandemic is declared after the disease has spread to most 
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parts of the world. So as soon as it is declared, sufficient data to work on is already 

available. But equally important is to make sure that the data available is accurate and 

relevant. For example, data collected from hospitals and/or the government will be more 

accurate than data collected directly from patients, as most of the times patients fail to 

remember the exact details, while the former have written records of all the data. John 

Turkey, an American statistician, once said, “The data may not contain the answer. The 

combination of some data and an aching desire for an answer does not ensure that a 

reasonable answer can be extracted from a given body of data.” [6] That’s why data must 

be relevant. 

2. Clustering 

After data collection, the next step is clustering. For that, the data needs to be represented 

in chart form (preferably, scatter chart) so that clusters can be seen clearly and marked. 

But for that, a lot of data is needed, which needs to be made sure of in the previous step. 

After that’s done, just by a look at the chart, trends can be identified – the severity of the 

disease increases with age, most of the patients above the age of 60 were hospitalized and 

so on.Identifying these trends is important for the next step. 

3. Creating an algorithm 

Using the trends identified, an algorithm should be created, which takes basic details of 

the patient, such as, age, health condition, and will guide them on what medicine to take 

and whether or not they need to get themselves admitted. After a few tests, this algorithm 

can then be expanded to an application, linked to the dataset, which itself identifies trends 

and suggests patients. This application can be launched to the general public, widening 

the scope of the project and tackling epidemics and pandemics better. Please note, the 

scope of this algorithm/application is not to replace doctors and/or medical professionals, 

but to help them by reducing the burden on them and to prevent the healthcare system 

from collapsing. 

4. Classification 

After the algorithm/application is ready and tested, it should collect basic details about 

the patient and classify them into the clusters made, and, in the process, guide them. This 

step has to be repeated for every patient multiple times. These suggestions from the 

algorithm/application will certainly help reduce the burden on doctors, and they can just 

check the suggestions and modify them if needed. 

5. Repetition 

All of these steps will have to be repeated multiple times during an epidemic or 

pandemic. This needs to be done as the pathogen causing the disease is mostly a new one, 

so scientists are still finding information about it. Various treatments and vaccines are 

invented, which call for the repetition of these steps. Also, it is possible the pathogen 

mutates, changing everything, right from symptoms to treatments.   

 

Experiment: 

To check the credibility of the above techniques and methodology, an experiment was carried 

out. To check how well the methodology fares in an epidemic/pandemic scenario, the experiment 

was based on the ongoing COVID-19 pandemic. The following is a timeline: 
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Table 1  Experiment Timeline 

Event Period 

Deciding data be gathered 9
th

 to 11
th

 May 2021 

Creating a form 15
th

 May 2021 

Distributing the form & collecting data 16
th

 to 20
th

 May 2021 

Extracting data & clustering 21
st
 to 23

rd
 May 2021 

Creating an algorithm 26
th

 and 27
th

 May 2021 

Testing & Classification 28
th

 May 2021 

 

1. Deciding data be gathered 

First of all, it was to be decided what data needs to be collected. The following was 

decided to be collected: 

a. Age – To check if COVID-19 affects people of different ages differently 

b. Gender – To check if COVID-19 affects people of different genders differently 

c. The density of an area – To find out how many people in the same area tested 

positive before the patient 

d. Availability of a toilet – To check if the patient has more than one toilet available 

at their house (decides between quarantine center and home quarantine) 

e. Precautionary measures – To find out how well these measures prevent COVID-

19 infection 

f. Number of people in a family – Potential spreaders or catchers  

g. Number of people met daily – Potential spreaders or catchers  

h. Current health condition – To check if it affects the severity of the infection 

i. Family history – To check if it affects the severity of the infection 

j. Diet – To check if it affects the severity of the infection 

k. Drug intake (including alcohol & tobacco) – To check if it affects the severity of 

the infection 

l. Whether they exercise – To check if it affects the severity of the infection 

m. Occupation – To check if it affects the severity of the infection 

n. Mode of transport – To check if it affects the severity of the infection 

o. Travel – To check if it affects the severity of the infection 

p. COVID-19 variant/mutation – To check if it affects the severity of the infection 

q. Number of times infected earlier by COVID-19 – To check if it affects the 

severity of the infection 

r. Season – To check if it affects the severity of the infection 

s. Festivals/Celebrations/Events – To check if it affects the severity of the infection 

t. Reports of COVID-19 related tests (HRCT, CRP, CBC etc.) – Measure of 

severity 

u. COVID-19 vaccination – To check if it affects the severity of the infection 

v. Other vaccination – To check if it affects the severity of the infection 

w. COVID-19 treatment/medication – A result 

x. Healthcare in that area – To check if it affects the severity of the infection 

y. Number of days infected – Measure of severity 

z. Final Outcome – A result 
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It is also possible to collect more data, such as doses of the medicine, to expand this 

experiment. 

2. Creating a form 

After the data to be collected was finalized, an online form 

was made to simplify the process of collecting the data. 

JotForm, an online form builder, was usedto create the 

form. The form contained 33 questions and a welcome and 

thank you page.  

The link for viewing and/or filling the form is 

https://form.jotform.com/211304594729054.

 
3. Distributing the form & collecting data 

After the form was ready, the form was 

sent out to people who had tested 

positive. The people also gave 

feedback. Most of them appreciated the 

form, while some had complaints about 

the form’s length. After everybody had 

filled the form, it had 57 submissions. 

These were saved in a JotForm table, 

the link for which is: 

https://www.jotform.com/tables/211304

594729054. 

4. Extracting data & creating charts 

The data was then extracted from the JotForm table into a Google Sheet, for making 

charts. Care was taken so that the data doesn’t get manipulated. After that, data was 

organized into charts (refer to Discussion) to cluster it. Trends were identified and 

noted(refer to Results). 

Fig.2Form in editing mode 

Fig. 1 Welcome Page of the form 

Fig. 3 The JotForm table 
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5. Creating an algorithm 

Using the trends identified and some general background information, an algorithm was 

made in Python language (using Tkinter). This algorithm would ask for the patient’s age, 

health condition, more than one toilet availability, vaccination, oxygen level, and 

temperature, and give them advice on the next steps. More conditions can be added to 

this algorithm, to accommodate more data points. It can also be expanded to an 

application, connected to the source table, which can be used by anyone.  

Fig. 4aThe algorithm 
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Fig. 4b The algorithm 
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6. Testing & Classification 

The algorithm was tested and run. Dummy patient details were entered as a test. The 

algorithm gave the correct suggestion. 

 

RESULT 

The experiment was carried out to check the credibility of the suggested methodology. The 

experiment was successful and proved the methodology credible. This methodology can very 

well be carried out by data scientists in an epidemic/pandemic. A little help from doctors/medical 

staff will increase the quality of the results.  

DISCUSSION 

The following charts (Fig. 5a – 5f) show how scores 

of COVID-19 related tests change with age. Clusters 

of RT-PCR scores are falling as age increases which 

denote the severity of infections are rising. Clusters 

of CRP and HRCT scores are rising with age, which 

also denotes the same.  

Fig. 6 shows how health condition affects your final 
Fig. 5a Age vs Scores 

Fig. 4c The algorithm 
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outcome. If the patient has a health condition, it increases their chances of being hospitalized. 

Fig. 7 shows the relationship between age and days infected; days infected increase with age. 

“As age increases, the chances of you being hospitalized increases”, this trend was clearly shown 

by Fig. 8. Fig. 9 shows what medication was given to each age group. 

 

 

 

 

 

 

 

 

 

 

Fig. 5b Age vs Scores Fig. 5c Age vs Scores 

Fig. 5d Age vs Scores 
Fig. 5e Age vs Scores 

Fig. 5f Age vs Scores 
Fig. 8 Age vs Final Outcome 
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CONCLUSION 
In conclusion, an experiment conducted on a small dataset of patients who recently contracted 

COVID-19 resulted in interesting findings. We were able to identify high-risk groups and their 

possible treatment methods all by clustering and classifying their symptoms, medication and test 

result values. Although, it has to be noted that every technique applied in Data Science requires 

constant and repetitive trials to attain a data set that could factually result in conclusions. ‘Trial 

and Error’are probably the primary keywords of achieving any sort of success in the methods 

applied to gathering, filtering and making sense of the vast data in any industry.Gathering a vast 

number of structured data points on initial symptoms, test results, treatment plans and results of 

any epidemic and clustering and thereby classifying patients into various buckets of categories 

could turn out to be a game-changer in solving a future health crisis of epic proportions. We 

could use machines to do what they do best – learn through piles of health data and help 

conclude to solve humanity’s medical problems.  
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Fig. 9 Age vs Medication 

Fig. 6 Health Condition vs Final Outcome 
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Abstract 

With the ever-growing advancements in technology come a new feature in 
devices and they are known as IoT devices. Smart, cunning, efficient and 
dangerous at the same time, these devices are now widely used in every 
possible industry in the world be it healthcare (restocking medicines, 
pharmaceutical markets, remote patient care, etc.), environment 
management (devices used to test quality of air, soil and water), retail 
stores (reordering inventory, electronic transfer of payments, etc.) and so 
much more. This paper describes the different kinds of IoT devices most 
common today, different cyberattacks and how they affect the devices and 
to what extent and finally an experiment to predict attacks on the 
mentioned devices from the various cyberattacks possible. In the end it 
will be very easy to draw cohesive conclusions and observe the trends in 
the cyberattacks posed on different devices. 
Keywords: remote patient care; affect the devices and to what extent; 
draw cohesive conclusions 

 
Introduction 

The Internet of Things is a broad terminology which is crucial to be understood when living in a 
generation where robots are the new humans. Together with understanding where and for what 
these devices would be used, it is also important to take note of specific attacks that could be 
posed and to protect ourselves, our wealth and our loved ones from being held hostage. The main 
aim of this paper is to explain, in detail, the meaning of IoT devices, where they are used most 
commonly today and what are the threats posed to them. It also puts light on the subject of 
different cyberattacks that most of us didn’t know about. There isn’t only one cyberattack; there 
are a number of them under the term ‘cyberattack’ so it is extremely necessary that each one of 
us is well equipped with knowledge about how and which kinds of devices would be attacked 
with which cyberattack type. Isn’t it interesting to know terms like the Mirai, Distributed-denial-
of-service attack, Man-in-the-middle, Botnet and Advanced persistent threats?  
It’s actually even more interesting to know how they work and how hackers seem to find a way 
into the most complexly coded software and websites. Explore with this paper, the different 
threats and possible outcomes of a cyberattack on IoT devices.  
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Theory 

Stage 1: Understanding IoT devices 

What exactly are IoT devices? IoT devices are hardware objects that are virtually connected to 
other devices and are programmed to transfer information to other devices wirelessly over 
internet. These devices do need human intervention but only till a certain extent. Think about it 
this way; you need to reach office in 20 minutes and the drive there is 30 minutes long. You still 
need to finish breakfast and remove the car from your garage. How about if you could just, with 
a click of a button on your phone, could ask your car to come outside the garage which saves you 
time and energy?  
Especially with the growing car industry currently exceeding technological expectations, it is 
now humanly possible to ask your car to come out of your garage. Car companies such as Tesla 
by Elon Musk has come up with an electronic car that responds to commands which are given 
out by you from your phone. However, why don’t we look at the potential threats and attacks 
that could be planned out which amplifies into a very big potential threat to you and your device? 
IoT isn’t as simple as it seems. With the technology growing so rapidly it is impossible to stop 
and understand where many of us, either in producing or using the device, might go wrong. 
Some of the leading industries where IoT devices are used to most are home, agriculture, 
banking, offices, schools and much more. There are so many varieties of IoT devices from 
Autonomous mobile bots, Asset management, Environmental monitoring, IoT run supermarkets 
to supply chain management, etc. these particular industries use a lot of IoT devices especially 
now where all communication, reordering inventory, purchasing and selling happens through 
internet.  
 
Autonomous mobile bots: 

Automated robots are devices and robots that are programmed to transfer and transport a large 
quantity of goods during in-house tasks. These are required and used by many leading companies 
in order to more efficiently allocate their employees and make use of modern technology to 
perform and duplicate human behavior without having to be constantly monitored. How do they 
work? These devices have a light sensing method that detects and understands the surroundings 
in light in the form of a pulsed laser to measure ranges on Earth. This is known as the LIDAR 
which stands for Light Detection and Ranging. The LIDAR bounces laser light off surroundings 
for the device to understand them and detect any set obstacles that might come in the way from 
getting to where they are required. This is because there are inputted maps of the work 
environment which guides them to their destination.[1] Amazon for one is using AMR to 
transport its inventory from one shelf to another. Not only that but these robots made by Kiva 
systems actually could hold up to 450 kgs and pick out the desired quantity of goods and bring it 
to the desired person of authority. [2] However, still not experienced by Amazon, many believe 
that in the future there are likely to be a number of possible threats to the subordinates. 
 
Asset management:  

IoT helps asset management become more precise and detailed and allows consumers and 
businesses to see the flow of their assets- from whom to whom they are going. Asset 
management is the tracking of assets to see whether they are working based on their expected 
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key performance indicators. It also allows firms to get real time data and observe and predict 
movements and provides interpretation for e.g., to see how much the price of one stock in the 
stock exchange would change. [3] 
 
Environmental monitoring  

Environmental monitoring is using tools and devices to improve the quality of the surroundings, 
it consists of three parts; air, water and soil. It is setting parameters to enable the environment 
become more cleaner and have sustainable growth. IoT plays a big role in this new system. With 
the help of iot the government can make decisions easily as real time data is given about the air 
filtrationsystem, fertility of soil, garbage dumped in water, etc. nowadays IoT uses frequent 
sampling methods to test the air and water regularly and detect any infection. Much of the 
farming is done by manual labor and IoT lets farmers water, fertilize and improve the condition 
of soil and much more by using a much more uniform and consistent technique. [4] 
 
Supply Chain Management 

Supply chain management is the distribution and keeping track of goods going from one supplier 
to another. It is closely observing the cycle of products from the time they are raw materials till 
they are distributed to consumers. How does IoT help?  
With speculating close onto each and every stage of production, IoT softwares allow producers 
to predict fluctuations in demand and understand where when and in which conditions the goods 
are in. This is mostly done when products are attached with a GPS system that tracks goods from 
one place to another. This also carries on until the supplier has restocked the inventory. It is not 
only manufacturers. Retailers and big superstores like Walmart use JIT which is just-in-time 
inventory control that restocks the products by ordering it on their own once it reaches a 
particular ‘reorder’ point. However, such devices won’t work in areas with too much radio or 
internet traffic thus making it easier for a third party to get access to information using a number 
of attacks. 
 
IoT run Supermarkets 

With everything around, us industrializing, it is not a shock that supermarkets too now are run 
and operated by scanning of barcodes and cashless transactions. The new Amazon Go is a 
supermarket that uses computer vision and deeper AI systems to track how much a person has 
bought and automatically add it to their online cart. The process begins when a consumer scans 
their way through Amazon Go’s entry bar and starts picking out whatever they were looking for. 
There are no humans or employees in Amazon Go making it a completely AI operated store. 
Then with the use of sensors the products are added to the bag with the quantity purchased too. 
There are even cameras that track he number of items one has bought and a ‘facial recognition’ 
software that generates a biography of the customer; they have a filed patent to support this too. 
IoT keeps the products fresh and clean. The consumer then just walks out and pays the amount 
through Amazon Wallet. As easy as that.  

There are however manual errors and obstacles that could arise such as a glitch in the 
system or access to the server could change room temperature settings and spoil the stock or may 
add too many products in the bag. This way Amazon makes use of its ‘Just Walk Out’ technique. 
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These stores operate using the same technology used by self-driven cars which is deep learning 
and computer vision. [5] 
 

Stage 2: understanding different kinds of cyberattacks on IoT devices 

What are cyberattacks? The word is split into two: cyber as in internet, computers, technological 
appliances; and attack is to ambush a particular thing. Cyberattacks are carried out by 
cybercriminals, they launch an attack on computers, softwares, mobiles, etc. to hack, steal, 
exploit or destroy data on one’s device. Cybercrime costs are expected to rise another  
15% to $10.5 trillion USD in 2025 from $3 trillion in 2015. [6] This just shows how much harm 
is posed to consumers using computers and those who rely on technology to store their data. 
Now within the rising solutions to protect data is Cloud. Cloud or Apple’s iCloud stores data on 
the internet and can remotely be accessed by anyone who has the necessary credentials to login. 
In cloud data is stored in the servers instead of the hardware or desktop and is supposedly 
invented to make life easier. Comparatively, now it has become much easier to hack into a 
system that depends on clous because anyone from anywhere can hack the device’s server. These 
cyberattacks on the cloud are called APT’s (advanced persistent threats [explained below]) 
There a number of cyberattacks that have started taking place on a variety of devices. In fact, 
most of the devices mentioned above could be hacked using different tools and mechanisms.  
 
Mirai Malware attacks- the Mirai attacks are very common and very known to a lot of firms, 
consumers and potential users by now. A Mirai attack is when devices are turned into controlled 
bots that will respond to the commands given by the hacker. It is mainly used in large scale 
attacks and mostly to hack home appliances. It primarily targets smart homeappliances such as 
IP cameras and smart TVs, etc. So how does it work? Mirai is very similar to a contagious virus. 
These are infected within computers and they replicate themselves, making it only worse. it is 
not only an appliance attack but recently also stared being called as a botnet attack. This is 
because the vulnerable IoT devices are connected to other command and control devices, thus 
becoming a large-scale hack and has affected millions of devices and kept security professionals 
busy. [7] 
 
Ddos attacks- Ddos (Distributed Denial-of-service attacks) are when the hackers temporarily 
programme the device to not be able to respond to the host’s commands and this gives the hacker 
enough time to divert the customer traffic to other platforms. Ddos attacks’ main purpose isn’t to 
collect or hack information but to make the server overwhelmed with too much traffic so that 
they give up the IP address of much larger connected devices. Attackers do this by performing a 
botnet attack wherein a lot of bots request for passwords and the traffic on the software/ website 
may reach an optimum level and this was the website or platform becomes unavailable to 
consumers. There have been so many real life incidents that have been Ddos attacks and those 
who have harmed and destroyed days’ worth of business of many service companies.[8] A recent 
February 2020 attack is the Amazon Web Services attack where an unidentified customer was 
attacked where all information was available on cloud. It used a technique known as the 
Connectionless Lightweight Directory Access Protocol (CLDAP) Reflection which depends on 
third party customers and amplifies the data sent to the victim’s IP address by 70 times. [9] 
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Advanced Persistent Threats- are some threats that have been constant for the cloud network. 
This is when the system has been attacked a particularly long time which given plenty of time  
to attackers to potentially damage the platform. These attacks compared to others are much more 
sophisticated and during this period of time the victims are unaware of this. These attacks take a 
lot of time to prepare and come at final conclusions; every single detail is planned and that’s 
what makes them so successful and silent at the same time. Compared to Ddos these attacks’ 
main aim is to collect information over a long time which means it is not just a ‘dip in’ attack. 
These contain three stages:  
1)infiltration which is getting into the system and installing a malware software that basically 
spreads and infects the device 
2) expansion- this is when hackers broaden their base and may decide to go after more 
confidential information and hack into employee’s system as well with the help of employee 
codes 
3) extraction- after the data has been moved up to a secure place then the main aim is to get out 
of the system without getting detected. The main task since the beginning was the extraction 
because this is when most of the hackers get identified and caught. [10] 
 
Botnet attacks- a very simple term to understand in the botnet attack. Botnet attacks have become 
increasingly popular with the growing number of firms using robots and capital-intensive 
production. Botnet attacks are when a group of bots perform a Ddos attack, steal, spam or disrupt 
information form the production process. These are a part of Ddos attacks.  

The Mirai Botnet attack of 2016 was when the bots conducted a Ddos 
attack and infected over 600,000 devices. Interestingly it was the first 
botnet attack to hack into weak IoT devices.  
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Man-In-The-Middle attack- personally, MITM attacks are the most intriguing. These attacks 
aren’t very common such as malware and ransomware however they are equally (or 
more)dangerous. 
There are 5 types of MITM attacks: 

1) ARP cache poisoning- the Address Resolution Protocol allows hackers to intercept the 
conversations between two network providers. They either continue listening to  

2) the conversation and interpreting the communication, hijack the system, alter 
communication (malicious failure) or conduct a Ddos attack. 

3) DNS cache poisoning- this is where the hacker might send the customers a fake website 
and baits the customer into visiting them to then send out a phishing mail 

4) HTTPS spoofing – is where the hacker’s website looks very similar to the original except 
there is a minute change not very visible clearly. Now that the website is 
saved/bookmarked the hacker can successfully tap your conversations without having put 
himself in danger. 

5) WIFI eavesdropping- allows hackers to eavesdrop and listen to the traffic through 
tricking people to connect to unsecured/ public networks 

6) Session hijacking- this hacking is a very interesting approach. The hacker specifically 
waits for the victim for e.g., to log into their bank account and then uses the smart cookie 
and logs into the same account from their own browser. 

 
Experiment: 

Usually, it isn’t possible to carry out iot device hack experiments however this section talks more 
about whether or not all possible devices could be hacked ornot. 
many devices however with the growing number of legal websites and tools could be used to 
hack and break into systems. As seen above there are so many types of cyberattacks, and those 
were only the most common ones. Under some specific circumstances, such as under extreme 
security and protection protocols, it might not be impossible but possibly difficult to hack into a 
system as such. One of such is the IoT run supermarket: Amazon Go. Just launched in 2018, the 
supermarket doesn’t till date have any problems or hacks, or atleast they are unknown. This is a 
significantly big achievement because it is very easy to think of ways hackers could earn a good 
amount of profit just by virtually looting a supermarket.  
These are a few hypothetical ways, when iot categories are grouped with possible hacks, systems 
could be damaged.  

1. Autonomous Mobile bots with botnet attacks- the most common way to think about a 
hack on the warehouse bots is ofcourse the botnet attack. Botnet attacks are programmed 
when a large number of bots are attacked together to disrupt either the production process 
or more. It’s usually the large-scale businesses who use AMBs so it is rather expected 
there will be a number of them. This clearly gives an explanation why it would 
hypothetically mean that warehouses could be attacked on a very large scale. All of the 
devices could be programmed to hack into the system or steal data. A large number 
would cause enough traffic do initiate a Ddos attack also. Instead of moving traffic form 
one website to another, it could be programmed to obey commands.  
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The impact and its significance: if any botnet attacks do take place it is likely to cause so 
much harm to the firm and consumers. However, compared with other kinds of potential 
threats in different categories, this one might be less jeopardizing. If for.eg amazon’s 
fulfillment service is hacked, it would mean many of the consumers may be given 
damaged, wrong or may even have to wait long periods for their products to arrive. This 
would infact cause a system failure especially for a big brand like amazon and may even 
destroy their reputation. Less harm to consumers, comparatively more to producers Real 
life example: The Level One Robotics and Control Inc attack in 2018 had resulted in 100 
company’s sensitive data to be leaked online on a platform that contained confidential 
information, VPN addresses and customer as well as employee data. This company gave 
automation solutions to more than 100 automation companies including Tesla, Toyota, 
Ford, etc. this used Rsync as a platform to transfer data from within the company. IP 
addresses should be made available to only the designated managers and supervisors to 
avoid future ransomware attacks. [11] 
 

2. Asset management clubbed with MITM  
Asset management is all about securing and protecting assets and wealth. Hackers, once 
they know this, can very easily access the places one’s invested, bought stocks  
in and secured their wealth. However not all MITM techniques could be used here. Some 
of the ones that would be spot-on would-be session hijacking and DNS cache poisoning.  
Why session hijacking? This is because when a user might try to login in to check the 
current values of their stocks or might login online to check on their wealth, hackers 
could access the cookie and information and could login from their own browser. DNS 
cache poisoning can bait the visiting into logging into a fake account just very easily 
giving access details to the hacker. 
 
The impact and its significance: asset management attacks could deeply harm the 
consumer, their possessions and their money at risk. Consumers could lose a lot of money 
if the attackers have access to sensitive information. Not only that but if the banks do not 
know about it soon, the virus could spread, hackers could expand their framework and 
even leak passwords of other users. If the attack becomes a long drawn one even 
government attack could be hacked into affecting a much larger proportion of the 
economy 
 
Real life example: the atm banks in Kolkata, India were hacked through an MITM attack 
where hackers physically entered the atm to insert stolen cards of fake cards and before 
which they entered a black box to activate a proxy server. This way when money is 
withdrawn, banking details wouldn’t be asked for as the proxy server wouldn’t need them 
to access the money form the atm. [12] 
 

3. Environmental monitoring hacked through Mirai 
Mirai attacks are on smart home appliances are quite famous. The environment 
management systems could very easily be controlled and hacked using Mirai and it could 
legitimately destroy the environment and the precisionof the work. It is very much 
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possible that the system could be hampered with and one virus in one system could ruin 
all programmed in connecting computers as well. 
 
The impact and its significance- one of the most detrimental impacts of hampering with 
the environment management is it affects not only the national industries but if the 
country is specializing then it affects the world’s output of agricultural produce as well. 

 
Real life example: the 2019 attack on the Post Rock Water District had shut down the 
disinfectors and water purifier machine which resulted in polluted water being circulated. 
This hacker previously worked in the organization but had recently resigned, allowing 
him access to routers which hadn’t signed him off yet. In February 2021, a hacker had 
tried to leak large amounts of sodium hydroxide into the Florida water plant which in 
large amounts can lead to death but purifies water if smaller quantities are used. [13] 
 

4. Supply chain management with Ddos attacks 
Ddos would be a very scary attack on the supply chain if it had to be done. It is not only 
going to be robots of the same kind on the same level but bots in other parts of the supply 
chain. If the Ddos attack is cast on the manufacturers then if the customers 
or retailer’s attention is diverted because of excess traffic then probably the sales would 
be lost. 
 
Impact and significance: if the sales are lost on an international basis there could be 
recession as well as lower GDP. If the hackers work for another country or may want to 
drive other businesses out of the market, Ddos attack on the supply chain devices would 
cause a significant harm to the competitor. 
 
Real life example: a recent case of the REvil ransomware attack has spread over the 
internet. This attack was conducted through a group known as REvil who targeted the 
Kaseya VSA which is a software used by many leading companies- especially in the 
digital industry- and this REvil attack locks up the computers who provide and manage 
software updates until a fee is paid to them. This way they threaten the consumers too, by 
giving them a warning. The Kaseya VSA attack locked up to 40,000 computers 
worldwide from which it made a profit of $11 million. [14] 

5.  
IoT run supermarkets baited through MITM-  
MITM has various kinds of hacking techniques but one could be used to change how IoT 
supermarkets work. Online grocery shopping could actually have lots of potential threats. 
A hacker for e.g., could change the website and tweak the URL. During checkout the 
banking information could be accessed without the consumer even knowing.  
 
The impact and its significance: an attack in the supermarket would usually harm mostly 
the consumers and the company. Amazon go which operates only on IoT would be 
harmed till a great extent too.  
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Real life example: the Kaseya VSA REvil ransomware attack had also hacked one of the 
supermarkets in Sweden who was very dependent on IoT and technology for all its 
inventory and checkouts. Consumers however were brutally attacked, financially. Most 
of the customers using their own servers to place orders were attacked, not the ones who 
were using the Kaseya server. This harmed the company badly as they had  
to stop selling through e-commerce temporarily and keep all its cloud-based softwares 
offline until further notice. [15] 
 
Result 

The result as clearly observed above is that all kinds of IoT devices can be hacked using 
different methods. Even if they are secure and safe there are always going to be loopholes 
in the system. If carefully mismatched with, the systems could be hacked, information 
could be taken a then some more. 
However, there might be some devices that might be very safe. As safe as online banking 
sounds, there are banks also that could be hacked and actually have been. However, one 
pattern we say all around is that all of these categories have IoT devices that have been 
connected on a large scale and it is very possible that all devices could be attacked from 
all mediums but it is important to predict certain types that would be used for certain 
devices, so that firms and consumers do have a slight bit of background knowledge in 
order to prepare accordingly.  
 
Discussion 

There are main results obtained in the experiments and some of them are genuinely 
predictable however currently all hypothetical. The discussion gives a brief on what the 
results are and what they indicate. There are clearly a bunch of trends and patterns 
observed from the experiments: 
1) All kinds of IoT devices could be hacked 
2) Much more complex methods of hacking could be used when deciding to access bank 

and asset details 
3) Usually more detailed and planned research could help in getting more results but that 

also means that the harm could be much more. 
 
Most of the attacks are attacking on a large scale since the size of the attacks is large 
and hence most Ddos attacks could potentially harm an entire company. With 
growing technology, the categories of IoT devices becomes much more detailed thus 
having many more substitutes. This just gives attackers the very intention to attack 
and harm the business. Also, attacks are increasing so rapidly that firms actually have 
to now start giving more importance to cybersecurity and security procedures because 
none of the firms can afford to lose or become vulnerable to any more attacks.  
 
Conclusion 

With an increasing variety of IoT devices there have also been an increasing rate of 
cyberattacks. IoT devices are becoming weaker and more vulnerable every day and it 
just jeopardizes the lives of many victims more than it already has. Although there is 
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very little, we as consumers could do, but there are few precautions one could take to 
avoid getting trapped by the hackers.  
1)First and foremost is to start updating devices. Software updates really do help and 
prevent viruses and help fix bug problems.  
2) end to end encryption- devices that are bought have a long history behind them 
especially second-hand devise. It is really important to secure the devices in a way 
that prevents hackers from getting data from the past. Probably to wipe off or erase 
backup data. 
3) IoT network monitoring- it is also very important to make sure that all the third 
party or unidentified officials have been removed or blocked 
There are a lot of more precautions one could take but they might never be enough. If 
only all manufacturers, retailers, consumers and everyone in the supply chain takes 
good care so that security is embedded into the product from the beginning only then 
will it be possible to unite us against them.[16] 
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Abstract 

The research paper explains about the necessity of machines for data 
collection in the area of healthcare. The theory introduces the uses of 
several data collection devices. Survey of medical workers was conducted 
as an experiment. About all of the surveyed individuals selected, 
computerized data collection is important. The achieved results show that 
usage of mechanization for data collection in medical science is crucial.  
Keywords -data collection, pandemic, clinical measurements, data 

scientist, virtual treatment 

 
INTRODUCTION 

Data science plays a vital role in the field of healthcare. It allows professionals to perform 
medical imaging, predictive analysis to prevent from potential disease 
complications/epidemic/pandemic and providing virtual assistance for patients. Collecting 
reliable and relevant data is a core step in the field of data science.  Data scientists spend 60% of 
their time on cleaning and organizing data. Collecting data consumes around 19% of their time, 
meaning data scientists spend around 80% of their time on preparing and managing data for 
analysis.However, several interventions have brought an elementary procedure for data 
collection in the sphere of healthcare.  
 
Theory 
The following are a few examples of techniques and devices that simplify data collection in 
healthcare: 
 

● Digital contact tracing -   Contact tracking method that relies on tracking system, 
examples of apps include TraceTogether (Singapore), HaMagen(Israel) and  Aarogya 
Setu (India); this technology which has come into prominence during COVID -19 
pandemic. 

● Radio Frequency Identification (RFID) Tags - These contain microprocessors track a 
large amount of data wirelessly.  It is broadly used in hospitals for patient tracking, 
medical equipment management and also for identification of drug supplies. 

●  Medical Artificial Intelligence (AI) - These  machines are a stimulation of human 
intelligence, they can help process a diagnosis, monitor patients, provide personalized 
medicines, and moreover with the help of electronic medical records they can also 
interpret bulk data and prevent disease.. 

http://www.indianscholar.co.in/
mailto:kanakbhawmik@gmail.com


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

119 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

● Automated data collection system -  This technology captures data of paper documents 
into electronic files. It is useful for updating patient details. 

●  Remote health monitoring system - The following is used to monitor patients out of 
clinical services, a monitoring device is provided to the patient that collects vitals and 
shares it to the physician and  software that provides alerts based upon patient’s health. 

●  Real Time locating system (RTLS) -  This is used to contact  a person in case of an 
emergency. A tag that has a button, as soon as the user presses the button an alert rings, 
providing the location of the individual that has pressed the button.  

Devices emerging in future: 
Smart beds -  New smart beds measures up to 35 various readings  that includes patient’s weight, 
body temperature, heartbeat, blood pressure and also the number of times the patient has left or 
turned in bed. The beds electronically update patient’s data. Some smart beds also have the 
ability to give verbal alerts and provide usb ports for charging. 
Unique Device Identification (UDI)- It’s a unique alphabetical or numerical code that can be 
read by both humans and machines, it contains information such as expiry, manufacture date. 
This will help improve patient safety and facilitate more production of medical equipment.   
Oura ring- Wearable fitness tracker that keeps a track on physical activity and provides daily 
reports.  
Experiment 

Survey of medical workers on data collection devices for their views and experience. Table 1.0 
shows the questions and response options the survey consisted of. The link of the survey: 
https://docs.google.com/forms/d/1S1ILH3EuGRU_q4OXvLcduR6Ttr2rJ_77dIBSRm-RLjc/edit 
Table 1.0 (The questions and the answers options that the survey contained) 

Questi
on 
number  

Question  Answer options  

1 Name - 

2 Gender  - 

3 Occupation  - 

4 Select, the data collection method you think is better   Normal survey/ Online survey 

5 Has data collection through the use of technology saved your 
time  

Yes/No/Maybe 

6 Which method is more likely to PRODUCE ERRORS while 
collecting clinical measurements of the patient  

Smart beds/ Manual readings 
with the help of several devices  

7 Data collection methods -   Digital contact tracing 
 RFID Tags| Artificial Intelligence (AI)|Automated data 
collection system |Remote health monitoring system| Real Time 
locating system (RTLS)|                    

Yes/No 
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If these data collection methods are fully implemented world-
wide, then can times of pandemic and epidemic be EASILY 
CONTROLLED  

8  From your experience, rate the IMPORTANCE OF 
TECHNOLOGY FOR DATA COLLECTION -  

Not at all important/ Slightly 
important/Important/ Fairly 
important/ Very important  

 
RESULTS  

The results are displayed in table 1.1 moreover for authentication the link of the results: 
https://docs.google.com/forms/d/1S1ILH3EuGRU_q4OXvLcduR6Ttr2rJ_77dIBSRm-
RLjc/edit#responses\ 
Table 1.1 (The responses by the healthcare workers) 

Response Question 1 Question 2 Question 3 Question 4 Question 5 Question 6 Question 7 Question 8 

1 Rahul rathod Male BAMS 
Online 
Survey Maybe 

Manual 
readings Yes Important 

2 Shweta Saini Female 
Floor 
Executive 

Normal 
Survey Yes Smart beds Yes Very important 

3 Anuradha Raut Female Service 
Online 
Survey Yes 

Manual 
readings  Yes Very important 

4 Kinnari kanade Female Service 
Online 
Survey Yes Smart beds  Yes 

Fairly 
important 

5 Kalpana Acharya Female 
Hospital 
employee 

Online 
Survey Yes 

Manual 
readings  Yes Very important 

6 
Nikita 
Mahindrakar Female 

Executive 
assistant 

Online 
Survey Yes 

Manual 
readings  Yes Very important 

7 Dr sabiha syed Female 
Family 
physician 

Online 
Survey Yes 

Manual 
readings  Yes Very important 

8 Sanika kadam Female 
Cardiac 
sonographer 

Online 
Survey Yes 

Manual 
readings Yes Important 

9 Namrata Channal Female Salaried 
Online 
Survey Yes 

Manual 
readings  Yes 

Fairly 
important 

10 Smita Nair Female Service 
Online 
Survey Maybe Smart beds  Yes Important 

11 S Nalawade Female Service 
Online 
Survey Maybe Smart beds Yes Important 

12 Mayank Singh Male Employee 
Normal 
Survey Maybe 

Manual 
readings Yes Important 
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13 Deepak Singh Male 
Healthcare 
professionals 

Online 
Survey Yes Smart beds Yes 

Fairly 
important 

14 Pratik Parekh Male Administration 
Online 
Survey Yes Smart beds Yes Important 

15 Amal Male Service 
Online 
Survey Yes 

Manual 
readings  No 

Fairly 
important 

16 Charuta Female Service 
Online 
Survey Yes 

Manual 
readings  Yes Very important 

17 
Dr Jeetendra 
Bardolia Male Doctor 

Normal 
Survey Yes Smart beds  Yes Important 

18 Arti Jadhav Female Service 
Online 
Survey Yes Smart beds  Yes Important 

19 Pratik sharma Male 
Floor 
executive 

Normal 
Survey Yes Smart beds  Yes Important 

 

DISCUSSION 

 

 

 

 

 

 

The results show that more females participated in the survey, there are more than 60% of 
females. 
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The results show that more than 30% are occupied in service : Staff from medical companies, 
while other occupations include cardiac sonographer, hospital employee, family physician and 
floor executive. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

123 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

More than 70% in healthcare prefer online surveys for hospitals and clinics, as it avoids contact 
and decreases the chance of  infectious diseases spreading. The survey can be taken over a 
distance also, it can also be useful for observing patients outside medical buildings in Remote 
Health Monitoring System. 
 
 
 
 
 
 
 
For the following question NONE of the survey audience stated that technology is not efficient 

for  saving time for data collection. 78.9% claim that data collection with the help of various 
softwares and machinery such as Automated Data Collection, RFID Tags, has reduced the time 
consumed for collecting data. 
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More than 50% stated that measuring clinical values manually is more error prone than smart 
beds as several clinical readings has to be taken through diverse devices, however smart beds 
provide  these values altogether, in just a few seconds. 
 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
94.7% state that total execution of the mentioned technologies can help control times of 
pandemic and epidemic as the devices can help trace infected citizens, medical equipment and 
patients count. Moreover, it can also provide distanced medical services. Implementation of such 
devices  has broadly increased in the pandemic of COVID-19. 
 
 
 

 

 

 

More than 30% feel that technology is very important for data collection, as involvement of 
technology in the procedure of collecting data eases out the process of collecting data, it also 
simplifies the process of sorting and analyzing data. 
 

 

 

ONCLUSION 

The results of survey clearly indicate that technology for collection of data in healthcare is 
required and is efficient for saving time and contribute in restraining times of pandemic and 
epidemic.  
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Abstract 

In this paper I have compiled a possible method to emulate the functioning 
of the human brain in a tangible A.I model using the fields of Machine 
Learning, Deep Learning, neuromorphic computing, and neural 
networks.The conclusion this investigation suggests that it is possible to 
create A.I models that mimic specific functions of the brain, but due to the 
biological barriers faced by machines, we currently cannot create one such 
model that can harness the total magnitude of computing that the brain can 
do. All current models of A.I are based on one single scientific method 
whereas in my method; I have designed an amalgamation of systems that 
behaves like one single entity. 
Keywords: Machine Learning, Deep Learning, Neural Networks, 
Neuromorphic Computing, Mind-uploading 
 

 
 
INTRODUCTION 

This paper aims to discuss the theory for creating a true A.I model that is aware about its 
existence and can comprehend its electrical consciousness. The strong A.I should depict behavior 
similar to humans in relation to decision making skills without any pre-set data processing 
algorithms. The A.I model should be able to handle any given scenario a human can from the 
decision making and core – logic point of view of human intelligence. The A.I model should be 
able to think on its own as an individual body without any human influences.  
Our brain consists of approximately 86 billion neurons. In the process of emulating the human 
brain one needs to create a digital copy of these neurons and manage to upload it to a relevant 
computational device that is powerful enough to handle the memory requirements of the digital 
model resembling the human brain. The concept of copying the mental state of the human mind 
and uploading it to a functional computational device in a digitalized form that can be 
manipulated by software is known as ‘ mind – uploading ’ [1].  
A mind-upload is one of many suggested possible ways that a W.B.E { Whole Brain Emulation } 
can be achieved. Currently mind-upload cannot be performed successfully because the immense 
processing requirements of  the process do not exist. However, these processing requirements 
would soon be met as mentioned in [2] 
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Today we can use other renowned technologies like algorithms based on Deep Learning and 
Machine Learning, Different Neural Network models and trusted procedures like neuromorphic 
computing to aid our pathway towards a strong Artificial Intelligence. 
To fully understand Artificial Intelligence, we need to understand a broad spectrum of concepts 
that lead to the birth of Artificial Intelligence. The roots of Artificial Intelligence are embedded 
in Human psychology and in the thought of human consciousness. The pursuit for the 
development of a true Artificial Intelligence is based on the idea that there can be a species that 
has an intellectual level higher than that of humans. Artificial intelligence has paved vastly 
different ways from its early start in the 1950s. It has certainly helped human kind progress in 
numerous ways like sorting hundreds of petabytes of data and extracting useful information from 
them by the use of machine learning algorithms and neural networks but somewhere in these 
years it has lost its true purpose of origination due to this immense diversification of ideas.   
This paper is solely based on the idea for the development of a strong Artificial intelligence 
model that can surpass human intelligence in every aspect of intellect possible. The purpose for 
creating this model of A.I is again extremely diverse and beneficial for human kind. If we 
successfully manage to create an actual self-aware A.I; it would change the human species 
forever. This  “change” can currently not be predicted whether it would be in the favor of human 
kind or not.  

Over the years scientists  have adapted the idea of creating a model similar to that of the 
human brain for the basis of this true A.I. The problem at hand is the complexity of the human 
brain. The human brain is divided into mainly three parts the cerebrum, the brainstem, and the 
cerebellum. The cerebrum is the largest part of the brain and scientists have found that our 
consciousness resides in this part. The brain can be thought of as a region of space concentrated 
with neurons that differ in certain parts to handle different stimuli and make relevant 
computations specific to the scenario.  

Humans currently don’t know the following things about the human brain: the number of 
components the human brain has and how does the brain actually compute data by 
intercommunicating at a microscopic level between the neurons. Machines work in a similar way 
to the neurons, but they have some differences that give rise to certain complications. Neurons 
communicate by electrical synapses that pass from one end of the neuron to the other end; in the 
case of machines this electrical synapse is replaced by the flow of electrons that passes along the 
body of a conducting material. 

The human brain mainly has 3 different chemicals that transmit information through the 
neurons in the form of electrical synapses these chemicals are K+, Na+ and Cl-, think of these as 
three different flavors of electricity that flow through the brain and this is where the problem 
arises when we work with machines that are solely based on the transmission of electrons for the 
flow of electricity.  
 

Theory 
Human Beings have 5 defined senses which are sight, sound, smell, taste, and touch. In the 
following section we will look at how we can use Machine Learning, Deep Learning and Neural 
networks to replicate these senses.  
Sight. 
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What human beings call the sense of sight is referred to as Computer Vision [3] in the field of 
Artificial Intelligence.  

 
 

 

 

 

 

Now let’s look at algorithms used in Computer Vision. 
1. SIFT ( scale-invariant feature transform ) [4] 

 
Detects and describes local features in digital images by locating key points and 
refurbishing them into Quantitative information. 

2. Viola – Jones Algorithm [5] 
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It is used to detect a human face in an image with other items. The location of the human 
face should be irrespective of any quantifiable attributes of it. 
 
 
 
 

3. Lucas Kanade algorithm [6] 

 
Gives an estimate for the movement of features in successive images of a reel loop. 
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Sound 
The sense of sound is replicated using audio analysis [7] by the help of Machine Learning and 
Deep Learning Methods. 

 
Google’s Deepmind “Wavenet” [8] 

 
A deep neural network for the production of raw 
audio 
 
 
 
 
Smell 
The use of Deep Learning to extract Olfactory properties of a chemical compound [9] 
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Taste 
Like humans A.I does not have tastebuds hence as of now it is incapable of this sense, but it can 
still make recommendations whether a food item tastes good or bad and also what is the type of 
taste that food item possess ( Spicy, sweet, sour, bitter, etc. ) all of this is based on data that is 
produced by multiple human beings relating to their individual preferences. As of now, there are 
no tangible algorithms or systems that can make a A.I model primarily recognize taste as human 
do in real time without the help of a preference database produced by human beings. 
 
 
 
 
 
Touch 
The use of Deep Learning methods to simulate the sense of touch in machines. [10] 
Gel-sight [11] :  A special tactile sensor designed at MIT  

 
The use of Vis-gel [12] dataset to judge the 
amount of touch required to grasp an object. 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

132 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

 
 

 

 

Final Method 
We have looked at the 5 senses of the human beings and their extraction for A.I through Machine 
Learning , Deep Learning, and neural networks. Humans have these senses but on their own they 
are of no use, they need a central node from where these senses can be controlled this is where 
the human brain comes into picture, the brain acts as a central processing unit with an attached 
mother board where these senses are represented by different device drivers.  
Let’s now talk about how we can simulate this central point in a A.I model so that all the features 
{ sight, sound, smell, taste, and touch } can be controlled consciously.  
The closest thing that comes to simulate this human brain is a super computer [13] 
A neuro-morphic super computer [14] 
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By using this computational device and earlier mentioned methods and algorithms we can now 
create one single model consisting of most human senses, this can now be further refined by 
collecting more data and parsing it according to the function needed. Humans have an advantage 
over this machine that they are constantly exposed to stimuli without the need of an input, but 
this can be overcome by an open source project being created where scientist from all over the 
world can input several types of data in this machine 24 hours thus solving the constant stimuli 
problem.  
 

 
CONCLUSION 

This investigation managed to compile the most important algorithms to implement the 5 senses 
of humans in a tangible Artificial Intelligence model. A method for controlling these module 
features was also successful by the method of neuromorphic supercomputers.The essence of the 
paper is unique due to it’s nature of complexity relating to the amalgamation of several diverse 
systems and technologies. The limiting factor which was noticed throughout the compilation was 
processing power, computing power and financial cost to access the hardware needed to carry 
out this method in real life. It is extremely difficult for an individual to carry out this experiment 
due to its extensive cost nature hence it is advisable that this method is replicated by large 
organizations in the computing industry. The future of this research will be to develop more 
sustainable and scalable models of this method so that the A.I model can be created without the 
need of such large magnitude of resources. This can be achieved by the use of Quantum 
computing.  
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Abstract 
With urbanisation happening at such a rapid pace and migration from rural 

areas into the city, traffic congestion in cities like Mumbai is proliferating. 

This paper aims to research on how to efficiently manage the traffic flow 

by detecting and showing the traffic to commuters who are planning to use 

the road and also operate signals according to the congestion so that 

people do not have to wait unnecessarily.  

Keywords: Deep Learning, Neural Networks, Global positioning 

system(GPS), traffic, neurons 

 

 

INTRODUCTION 

Deep learning, a subset of artificial and machine learning, is becoming increasingly popular. 

Deep learning enables machines to mimic human behaviour. While imitating human  behaviour, 

machines can process and store information like a human brain by using artificial Neural 

Networks. In the case of deep learning, distinguishable features are identified without human 

intervention by the neural networks itself. For example, Google Tulip fostered in the Netherlands 

acts as a link between Tulips and humans for communication. By this technology, humans know 

when tulips need sunlight, water or some other essential element. It is a technique by which 

engineers expect an output through algorithms trained with data.  Using deep learning for roads 

can help Maps navigate areas with high traffic, notify police when an accident takes place and 

can also warn the civil department if there are any cracks on the roads. 

 

THEORY 

In machine learning each information has to be individually fed to the computer for it to process. 

However, in deep learning computers learn to think using structures called artificial Neural 

Networks. These networks  are typically trained by backpropagation in a batch learning setting, 

which requires the entire training data to be made available prior to the learning task.[1] 
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In the picture above is an artificial neural network. Neural Networks consist of slabs of neurons 

which are the primary processing units of the network. First, we have the input layer which 

receives the input of data, it is distinctively coloured in dark blue in the picture given above. 

Next, the last layer in the diagram is the output layer. The hidden layers in  between perform 

most of the computation required for our calculation. Each neuron in the input layer receives one 

pixel from the image. Each neuron is connected to the neurons in another layer by channels and a 

numerical value called bias is passed on to the next neurons. The value of those neurons is 

filtered by an activation function and those who pass successfully channel the values to the next 

layer. The output is determined when the second last layer sends the highest values to the output 

layer by forward propagation.[2] 

 

If the output which is shown is false and wrongly predicted by the neural network, it is then 

compared to the real output entered by the programmer which exists because the neural network  

is still in the training stage. Then, by backpropagation, the rectified direction and magnitude of 

change is then transferred backward through the network. By doing this, the weights are adjusted 

and the process is continuously repeated until errors are almost impossible.[3] 

 

Experimental   https://core.ac.uk/download/pdf/286357582.pdf  

My experiment is based on how deep learning can help in analysing the traffic for GPS. A study 

[4] points out that people on average spend more than 75% extra travel time in traffic congestion. 

By deep learning, machines can be trained to detect the number of cars on road. This can then be 

used by GPS to show commuters a delay in their route. Also, detecting the number of cars on 

road, can send signals to traffic signals to change colours, which is especially useful in a four-

way road. Rather than opening each way consecutively for 1-2 mins and keeping other lanes on 

hold, using deep learning to operate signals can reduce wait times of vehicles and can clear long 

miles of traffic congestion in one go. This can work on the concept where lane with the most 

traffic is opened first and for the longest time, and the one with only a few can only be opened 

for 10-15 seconds.  

 

Results 

The experimental results include vehicle identifying, traffic measurement metric, and traffic 

congestion analysis. [4] 

 

Conclusion 

This deep learning technique when implemented in real life can also help detect ambulance and 

turn the signal green for that lane so that the ambulance can move with ease  and reach its 

destination fast. 
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Abstract 

An electronic system that comprises of computers, machines, tools and 

processes is being widely used across businesses globally to speed up and 

improve the accuracy of business decision making and at the same time 

benefitting from the flexibility that it provides. In order to provide crucial 

information to the companies and organizations, this intelligence system 

uses modern softwares and manpower together to automatically extract, 

convert and transform raw data into actionable insights. This paper 

provides a thorough insight on business intelligence (BI), its importance 

and how the data is generated, transferred and which employee uses for 

what purpose and in which department.  

Keywords: Business Intelligence (BI), Traditional and Modern BI, Key 

Performance Indicators, Functional Departments: Human Resources, 

Marketing, Operations and Finance 

 

INTRODUCTION 

Business Intelligence is the practice of turning raw unstructured data from all functional 

departments, that is, human resource, marketing, finance and operations into actionable and 

valuable insights by using modern tools and processes. It suggests what is happening now and 

what has happened in the past in detail. 

Business Intelligence is used to understand the capabilities available in the firm; the state 

of the art, trends, and future directions in the markets, the technologies, and the regulatory 

environment in which the firm competes; and the actions of competitors and the implications of 

these actions.  

The data engineer, data analyst and visualization expert can then be used to provide a 

coherent and well-structured data to the business manager. The study of historical data can offer 

key insights into future trends, and help a company anticipate and calculate risk. The aim of this 

paper is to indicate how firms operate with the use of BI and the real world examples of 

businesses who have equipped the use of BI. The purpose of this paper is to indicate how, with 

the help of BI and the data available them to previously, a company can anticipate risk and make 

better decisions. 

Objectives of this paper include how Business Intelligence assists managers of every 

functional department to make better informed decisions. 
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Theory 

Traditional BI platforms have provided companies with insights, but only through hands-on 

work by the data team. This took time, saddled data professionals with tedious tasks, and limited 

employees’ autonomy. Modern business intelligence services empower everyone to be their own 

data scientist. [1] 

 

Traditional BI team roles and responsibilities 

Data Engineers 

Data preparers are the first role to begin with BI. They are involved in sourcing data and are 

involved in decisions about data storage. Moreover, they have the responsibility to create data 

warehouses which inculcates storing all business data which is then optimized for analysis by the 

next job person in the BI process. Furthermore, they must have a profound knowledge on data 

systems, that is, they must be able to classify between structured and unstructured data. 

 

Data Analyst 
Bearing in mind the need for constructing metrics is essential to the BI system, the data analyst 

performs the role of extracting, transforming and loading. This means that the data analyst has to 

select, amend and combine data from tables, variables, columns from the business’s databases 

and then transform the sourced data into presentable and appropriate structures. Lastly, for this 

primary function to be completed, the data analyst loads the data into models. Other 

quintessential task data analysts perform is to calculate metrics. This when they write formulaes 

to calculate business performance such as cost of customer acquisition, net promoter score, 

qualified leads per month, customer loyalty and retention and even qualitative data such as 

employee happiness. Tools for analysis include Power Pivot, Tableau and many more. 

 

Data Visualization 

This particular job plays a great role for the results to be understood by the readers. Therfore, 

they convert data into visuals to highlight key data and communicate results. Besides combing 

multiple visuals, data visualization experts keep a track on Key Performance Indicators (KPIs’) 
such as revenue and profit margin.  

 

Their role is to assist in identifying areas where the business is doing well and where some more 

attention might be needed.  These can be presented via the use of box and whiskers plot, heat 

maps, tree diagrams, tornados and many more. The data can be made more understandable for 

audience with less business knowledge. 

 

Business Managers  
This the action taking body of the business where decisions are taken after utmost caution and 

confidence. Business managers have the role to ask questions to the specialists presenting the 

results, which when being transparent upon increases motivation of the employees within the BI 

system and ensures their loyalty and a guaranteed commitment to the business. 

As the data of previous years is available, the managers can compare the trend growth and gauge 

what measures and steps can be taken, to convert the data into Actionable Insights. 
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Modern BI 

The efficient use of advanced and up-to-data tools and processes worldwide to enhance decision 

making by Managers at companies and organizations is commendable. Thus, businesses can gain 

a competitive advantage as BI offers flexibility to generate reports and the results can be used to 

assist decision making. 

Modern BI is used by businesses that have four key departments namely: Human 

Resource, Marketing, Operations and Finance. BI is evidently seen used by huge multinational 

businesses and large organizations since they have the ability to purchase the expensive tools 

which gives them an edge over small businesses which have few employees. 

 

Human Resource 

Having studied the ways to achieve business objectives, Business Intelligence is used by HRM to 

analyze and forecast the number of workers and the skills of those workers that will be required. 

It is made possible by using reports to analyze newly recruited and turnover rates.  

Moreover, in order to evaluate employees’ skills and qualifications for recruitment and selection 

process, metrics such as experience, qualities and interviews are evidently subjective. To provide 

the HRM with the important data on the appropriate potential candidate, BI is very effective. 

Even further, the effectiveness of training can also be assessed which is necessary to ensure that 

needs of the business are aligned with those of employees.  

Additionally, the HRM can benefit by using business intelligence as using a BI tool to 

retain employees can save money on redundancy packages and benefits this is because BI will 

itself compare the behaviors of current employees with those in the past and indicate a precise 

estimate of the outcome that will arise during the current financial year. HRM will, as a result 

can justify their costs to the finance department from the quantifiable and reliable data obtained. 

Applicant tracking system and performance management system are not combined, 

however, if the HRM wants to find out which recruit performed the best, BI enables the HRM to 

aggregate data. Most reporting consists of ad hoc reporting- different extracts are manually 

combined. Here, BI tools can facilitate data aggregation and enable automated reporting to assist 

the HR team. 

Analyzing results against KPIs will accurately assess which employees meet the expected 

standard and identify who needs additional sales training. Keeping in mind that BI tools are 

much better at analyzing data than the average HR system. Power BI and SAS, such enable the 

HRM to statistically analyze large quantities of data. BI tools best known for the use by the HR 

department are Qlik, Visier, Tableau and Power BI.  

 

 [2] 

Business intelligence can help to drive a 

culture of employee care by using data to 

identify needs and find solutions. This may 

be anything from analyzing the results of 

employee satisfaction surveys and comparing 

them with productivity levels to uncover 

areas of concern, or even analyzing exit 

interviews to pinpoint exactly where it all 
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went wrong in the process. In addition, BI can also be used to drive corporate social 

responsibility, a role that often falls on HR. This can be done by correlating employees’ social 

interests, for example, dogs, with a local social project, or even looking at the wider impact of 

the company on the community, for instance by implementing youth mentorship projects with 

job shadowing.  [3] 

 

Marketing 

Business Intelligence provides a holistic view of a wide range of marketing activities: customer 

acquisition, forecasting trends on advertising and promotional budget, the frequency that a loyal 

customer shops, number of new customers, average number of items purchased per customer 

visit, market share, total sales, customer satisfaction and brand identity.  

 

Clearly, BI lays out the most preferred product of a business which the marketing department can 

address the operations department to produce that particular good or service, enhancing the 

efficiency of the entire business. Having considered further, BI can be used to improve the action 

plan of a marketing department to achieve its marketing objective. Market segmentation is the 

process of identifying different segments within a market and targeting different products or 

services to them. 

Apart from using BI to increase revenue via analyzing Customer Relationship 

Management tools, BI can be used to collect response rates of customers online can be analyzed 

with the help of click-through rates, downloaded content, ad impressions, conversion rate for 

each launched campaign and number of followers on social media websites such as Facebook, 

Instagram and Whatsapp. Many customers are targeted and they interact with companies on 

these websites and in order to collect such vast data and for marketing managers to make 

decisions based on it, BI is quintessential.  

Demography is the study of population data and trends, and demographic factors- such as 

age, gender, income, interaction pattern, family size and ethnic background- a way to segment 

markets.BI is used by most marketing teams to gather this demographic data by getting into the 

shoes of the existing and potential customers to know their desire and segregate it into high 

definition streams which can then be used for constructing marketing strategies such as to 

improve marketing campaigns to cater to these elements of target customers. [4] 

 Marketing teams can benefit by the use of BI tools as external information can be 

obtained by using competitive intelligence and the business can compare their position with the 

rest of the market. Additionally, they will be better equipped for delivering extraordinary 

customer satisfaction because of pool of information that is now readily available in a 

comprehensive and easy to understand format.  

BI can be time saving since internal reporting and presentation of data into diagrams and 

charts. Primary research conducted has lead to the understanding that at PPSIJC, “Skolao” is a 

class management system which smoothens administrative activities allowing time savings. All 

the tools are easy to use and real time students’ and staff attendance, leaves, fees collection can 

all be visualized graphically to make quick decisions. As a result, this ERP System is also used 

for employee management. An interesting point to note further is Skolaro facilitates in inventory 

management where all records of fixed and movable assets can be maintained and each item in 

inventory will have a vendor with vendor who has an evaluation report, attached. 
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As a result, BI can be used instead of manual work by employees, this benefit clearly allows 

employees to focus on other key areas, indicating that the business will benefit from increased 

productivity by the use of BI. BI generates its key KPIs according to the stance of the business 

and supplies the marketing team with relevant and realistic questions to ask. 

 Business intelligence together with business analytics can improve the results of 

predicting future sales by taking into account seasonal changes, start and end of promotional 

campaigns, price and income elasticity of demand. Furthermore, the finance department will use 

the sales forecasts of the marketing department to help construct cash-flow forecasts and 

operational budgets. In addition, they will have to ensure that the necessary capital is available to 

pay for the agreed marketing budget. 

At the same time, the sales forecasts obtained by marketing team via BI will be used by 

human resources to help devise a workforce plan for all workers. It will be their key role to 

undertake recruitment and selection of appropriately qualified and experienced staff to make sure 

there are sufficient workers to produce and sell the sales planned for by the marketing department. 

The sales forecasts will be used by the operations department to plan for the capacity required, 

purchase of capital equipments like machines, robots and the stock of raw materials required for 

the forecasted output level. Business Intelligence for marketing help businesses adapt to 

customer needs and companies are investing heavily in the training of end-users on business 

intelligence tools, to encourage smooth and effective running of the BI process. 

 

Operations 

Business Intelligence helps stock holders to identify the flow of inventory from their storage 

facility and it is crucial for the wholesalers and retailers to use BI to manage inventory in order to 

prevent lost sales and not hold idle production resources and at the same time procure enough 

inventory to not run out of it.  

Recognizing the need to manage inventory better to save on costs like storage- insurance 

and refrigeration for example, risk of obsolescence or opportunity cost, BI backs up the 

operations team if they use the Just In Time process which requires holding inventories in 

warehouses by requiring supplies to arrive just as they are needed in production. 

Bearing in mind the advantages that JIT brings to the business such as improved employee-

employer relationship because of multiskilled and adaptable staff, substantial flexibility to match 

the desires and attitudes of customers in addition to those mentioned above, BI helps the 

operations team considerably. 

Computer controlled machinery and robots under the vigilance of BI will give a rich view 

of real-time data of output levels and once they team knows which models and the quantity of 

them are present, then shipping efficiency and fulfillment of orders will greatly improve. For 

example, the most picked items ought to be placed near the exit section (door area) to not waste 

and increase time for delivery; this will increase customer satisfaction and gain a competitive 

advantage. Inventory control is vital step for supply chain management which ensures that both 

important aspects occur at the same time: lower costs and efficiency. 

Location intelligence is a valuable component of business intelligence, it assists the Chief 

Operating Officer (COO) in deciding where to open the next production facility based on factors 

such as capital cost, transport cost, labour cost and sales revenue potentials. The COO also 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

143 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

benefits by using BI’s location intelligence because the tools will automatically take into account 

environmental concerns, infrastructure- port facilities and internet viability, public safety and 

future expansion chances into consideration. Expecting, operational efficiency will now upgrade. 

[5] 

For instance, Toyota, uses JIT together with BI to maintain low amounts of raw materials 

at every stage of production and the marketing team co-ordinates with the operations team for 

forecasting of quantity of inventory of raw materials, work in progress and finished goods to be 

stored. In 2000 Toyota switched to business intelligence platform. The system included 

Hyperion’s dashboard feature which allowed executives to visually see hot spots in their 

business units and investigate further to identify problems and their causes.  

With the new TLS (cryptographic protocol that provides end-to-end security of data sent 

between applications over the Internet) system which uses colors meaningfully (red for danger) a 

business manager can see in real-time such as when delivery times are slowing and can 

immediately find the sources of the problems and even evaluate potential solutions by using 

‘what-if’ analysis. [6] 

[7] 

Therefore, if a business wishes to stock warehouses and shops sufficiently with the correct type 

and quantity of inventory, BI will enable it to use real-time predictive needs of spare parts, 

preventing unnecessary wastage of resources. 

Again, BI assists COOs for reacting quickly, making better decisions and optimizing 

warehouses, emphasizing that BI adds value to the Business since it helps in order fulfillments, 

low inventory costs, and higher profits. 

 

Finance 
Business intelligence softwares are crucial to the finance department since they it acts as a 

platform to gauge the real-time financial performance and gives clear insights on investment 

opportunities and risks that underlie. 

Noting with satisfaction, BI allows the finance manager to visualize the company’s 

financial details by using dashboards and look out for risk associated places and to act 

accordingly by changing the course of action to prevent the risk from spreading any further, 

indicating that better informed decisions can now be made. BI also assists in deciding what 
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amount of money could be invested to earn a higher return on investment both within the 

business as well as outside the business.  

Relevant and reliable information when collected together into a single warehouse is 

quintessential for the smooth functioning of the business. However, as some websites display 

incorrect information or have broken links. Using the faulty data in business decision making 

could lead to business’s position in danger and eventually hamper the business’s reputation in the 

eyes of the stakeholders. Viewing with appreciation, using Business Intelligence will aid the 

finance department manager as the data standards will not include overlapping or conflicting 

information which ensures that analysts are working with their exact requirements. 

Therefore, BI based programmed softwares assist the finance department in reforming the 

cost and spending management which can finally be checked by auditing firms to make sure 

there is neither any fraudulent activity nor the performance of the business is flattered. 

Additionally, any inaccurate information during a company’s external reporting could shatter the 

image of the company as a result BI will support the finance department to build a safe and 

secure environment (encrypted) since the user management access will be limited and pre-set by 

the manager.  

Quantifiable measurements used to focus attention on the metrics most important to meet 

business goals. Key Financial Performance Indicators (KPIs) are also useful in helping a team 

understand how progress will be tracked and measured. Many ways to construct KPIs but they 

should all be measurable, practical, achievable, and provide direction. 

The growing need to monitor working capital cycles, operating and net profit margins has 

lead to BI inventors to create tools that allow the finance manager to estimate the time at which 

cash will actually start coming into the business and at when will profits will start(notified by 

using BI tools)  by using industry standard KPIs’. Time knowledge obtained will enable the 

finance department manager to communicate and co-ordinate with all other managers of 

functional departments and they can therefore plan their resources accordingly, thereby, 

benefitting the organization as a whole.  

BI solutions collect financial and operational data, like NetSuiteAnalytics and produce 

dashboards timely to enable integrated analysis across multiple information sources and software 

suites which assists the CFOs to identify and forecast trends and decide on the allocation of 

resources. 

A relevant example includes American Express. Business intelligence is instrumental in 

the finance industry. American Express has been using the technology to develop new payment 

service products and market offers to customers. The company's experiments in the Australian 

market have rendered it capable of identifying up to 24% of all Australian users who will close 

their accounts within four months. Using that information, American Express takes steps to 

retain customers. BI also helps the company accurately detect fraud and protect customers whose 

card data may be compromised. [8] 

 

Experimental 

Having examined further, primary research was conducted as questionnaires were prepared and 

emails were sent to 10 businesses dealing in services, banking, finance, retailing, building 

industry ,oil and gas. Questions inculcated: rating BI from 1 to 10, explaining few benefits and 

limitations and what could be the future of BI in application to his business.  
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RESULT  

Primary research was conducted which lead to a leading property developer in Mumbai to 

highlight key areas. Benefits for included: BI assisting managers of operations to decide which 

location to choose by running its tools for comparing all the possible factors. Moreover, the 

company saved on time for reporting payments and receipts: GST, taxes, maintenance cost as 

well as sending across automated content and email to market the existing and potential 

customers. Limitations highlighted by the developer included high fixed cost and the need to 

frequently train employees on the usage and specifications of BI. 

Results were up-to-date, realistic and relevant to the study conducted and therefore more useful 

than most secondary data. Effort was made to convince the respondents that the data provided 

would remain confidential. This led to the endeavor being time-consuming in comparison to the 

secondary data obtained from the Internet. Owing to the circumstances surrounding the 

pandemic it was difficult to find conclusive statistics due to downsizing of firms. 

 
 

CONCLUSION 

Managers of any business have to have an understanding to analyze the data accurately to make 

strategized informed decision. Emphasizing the need to be able to match the business’ position 

according to the dynamic environment based on the factors: competitive environment, 

technological changes, legal changes and environmental changes, managers make sure to use BI 

to convert raw and unstructured data into actionable insights. 

BI facilitates to provide a holistic view of a company by displaying valuable information 

for each functional department within the organization, indicating, the top ranked managers take 

decisions which are backed up by facts and not assumptions. When certain criterias are 

predefined, business intelligence can be used to locate areas with problems where measures and 

actions can be necessary to avert them.  

Business analytics goes hand in hand with the BI process. Since BI fulfils the 

requirement to gather the past data with trends, business analytics can then be used to predict 

future demand patterns, quantity of inventory, and source of finance to be chosen and how to 

produce a suitable marketing mix, that is: product, price, place and promotion. Additionally, 

identifying new markets for selling existing and new products is made possible by BI. 

60% 
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In order for managers to take tactical decisions, BI’s tools and processes offer data 24*7, unlike 

the traditional system where the employee can be asked about the data during office workers. 

This magnificent difference allows managers great flexibilities for reporting and looking over 

essential documents. Contemplating, managers within the business are required to give a higher 

return on investment, as a result, BI makes the process easy as decision making can be faster and 

time can be saved on wide range of calculations.  

Along with the pros, the cons too have found their way into the new system of judgment 

and evaluation which are significant and are worth studying. One of the most pressing concerns 

with any data analysis system is the risk of leaks. If you use BI applications to handle sensitive 

information, an error in the process could expose it, harming your business, customers or 

employees. 

The Times reported that in 2014 contractors and employees of Cambridge Analytica, 

eager to sell psychological profiles of American voters to political campaigns, acquired the 

private Facebook data of tens of millions of users — the largest known leak in Facebook history. 

[9] 

Many employees and departments may be reluctant to adopt to use BI, this could be the 

result of lack of IT knowledge. Trade unions may take the side of their members instead of 

taking this new initiative in a positive way.  If some departments do not agree then the 

organization as a whole will not be as effective as it would otherwise be. [10] 

Additionally, BI provides substantial power to centralized managers; however the power 

that information brings to central managers could be abused and could lead to a reduction in the 

authority and empowerment extended to work teams and middle managers. BI if used for central 

control in an oppressive way could reduce job enrichment and hence motivation levels. 

Managers should not allow it to change their style of leadership to a centralized or authoritarian 

based on using data to control all aspects of the organization. Sculley, according to wired.com, 

was a genius in lifestyle advertising when he was with Pepsi-Cola. Both he and Jobs ran Apple 

as co-CEOs. However, the pair had differences that they couldn’t resolve. So, they brought their 

disagreements to the board, where they eventually sided with Sculley. Jobs reaction? Well, he 

quit.So, that explains September 16, 1985, when Steve Jobs quit Apple. [11] 

More than 30% of surveyed businesses cited security issues as the biggest challenge facing BI. 

Even further, the business also has the legal right to follow the regularly updated rules laid down 

by the law. 

Capital costs for using BI is considerable. Apart from paying redundancy cost to replace 

workers with machine, the business now planning to use BI will have to invest on training 

workers. Also, job security could be hampered if many are made redundant. Therefore, 

employees will have to undertake courses on BI and the justification of implementing BI in the 

business should be done with democratic style of leadership. In this digital age, you have more 

information at your disposal than ever, but this can prove to be problematic. A surplus of data 

can mean that a lot of what your BI tools analyze is irrelevant or unhelpful, muddying results and 

slowing down processes. 
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Business Intelligence requires a very different organizational structure to that of traditional BI 

methods. This change in decision making towards not accepting the time consuming and less 

secured version of raw data can be of great benefit to business. Efficient use of BI can help 

increase productivity and this can create added value for a business. Even further, the 

multiskilled and adaptable staff required to use BI may gain from improved motivation and the 

business is likely to meet its goals since there is greater flexibility that the BI system offers, 

leading to quicker response times to meet changes in consumer demand or tastes. 

Therefore, managers can frequently obtain data from all departments and regional 

divisions quickly- aiding overall control. Recalling, BI accelerates the process of communicating 

decisions to those in the organization that need to be aware.  

The best managers will use Business Intelligence to improve and speed up their decision-

making. Good leadership, strong motivation in workers, effective BI system and clear 

communication are hallmarks of successful businesses. 
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Abstract 

This research paper was written with the aim of exploring how various 
successful companies use data analytics to grow in their field and what 
makes them successful. This is based on examples of four main 
organizations whose work depends on data: 
1. Tesla 
2. American Express 
3. Uber 
4. Netflix 
The paper further discusses what we can learn from these case studies, and 
describes the various processes used for data analysis in these corporates. 
Keywords: RNNs (recurrent neural networks), Big Data, 4V Big data 
challenges, Data warehouse, Data visualization. 
 

 

How you gather, manage and use information will determine whether 

you win or lose - Bill Gates, Microsoft. 

 

INTRODUCTION 

Data Analytics and Big Data are tools that make it easier to make decisions for organizations by 
giving an overview of trends and patterns that are gathered from structured and unstructured data 
collected through various means, often through data mining (sifting through large data 

warehouses to find new information) and visualization through computers, machine learning, 
and so on. Business Intelligence is closely related to this- it is the process through which 
organizations around the world use data and their strategies to create a view for the future. This 
report will concentrate on how organizations use data analysis to expand their horizons, and how 
it affects our world today. Let us first dissect what big data means. Big data is recognized from 
what many analysts now call the 4V Big Data Challenges (Yonsei University). These are: 

1. Volume- The size of the data- the more the size, the more likely the data is to be 
classified as big data. Data gathered from collective consumers (not individual) in large 
amounts often classifies as big data. 

2. Variety- The data format 
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3. Velocity- How fast the data streaming is. 
4. Veracity- How truthful is the data collected? If it is an isolated case or the data is tainted, 

it will not qualify as big data. 
Many organizations use these 4 factors to find out big data to help find business opportunities 
and grow, in various ways that will be further explored in this report. This report aims at 
understanding the ways in which organizations throughout the world use data analysis and big 

data to improve their businesses, and to an extent reduce risks involved in making major 
business decisions.  
This will be explored with the help of examples of organizations using data analysis currently, 
and how other businesses, organizations, and even governments can employ similar methods to 
their advantage.  
 
Theory 

As already mentioned before in the introduction, this report will concentrate on examples of 
companies and organizations, which have already taken up data analysis to grow- and see what 
we can learn from each of these implementations. 
 
TESLA 

Tesla is one of the fastest growing companies in the world. Unlike most luxury car companies, it 
has flourished in the past few years in the pandemic. What people may not be aware of is that 
Tesla, has what can only be called the biggest database gathered by any company in the car 
sector. Tesla crowdsources its data from all of their products sold on the general market and use 
this data to enhance their performance an features. Other than just being used to advance their 
technology, it is also estimated to be at around $750 billion, according to McKinsey and Co. 
With newer internet enabled features, this has become even easier.  
This data has been widely used by Tesla to create products with advanced machine learning 
algorithms and creating data dense maps for things like traffic congestion. With the introduction 
of autonomous cars, Tesla has capitalized on using this data to beat the market at their own 
game. In fact, Tesla’s relationship with Nvidia is based on the same fact- the use of data to allow 
autonomous movement of cars and using this new technology to convert this into a majorly 
Tesla-held market. Tesla has its cars working like an intranet, which has allowed more people to 
prefer these cars. The most interesting thing is Mr. Musk’s business model. The major source of 
Tesla’s business model comes from the additional ‘technological package’ sold with sedans from 
2014 for an additional $4250 (Albert Ahdoot, 2016) 
This has allowed them to collect enough data over a year that they have been able to issue over 
the air updates (OTAs), which allowed the cars to be able to drive themselves. Rather than less 
people buying these packages to protect their data, more people valued the company higher. 
From data-driven cars, Tesla has also expanded to using customer data to improve the 
satisfaction level of the company. With real-time information, they use customer feedback to 
make improvements to their next models, which is very unlike most luxury car makers. Most 
luxury car makers almost never update their car models, while Tesla uses this data to improve 
their sales.  
Most companies do not invest enough in data to be able to achieve what Tesla has done. 
Companies do not want to invest for the future, rather, they have grown accustomed to making 
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quick sales, or just cannot use their data through their current methods.One of the main successes 
of Tesla, the making of autonomous cars mainstream before most companies present in the 
business with the aim already can only be accredited to their management of data, and the direct 
method they have gathered this data. The same can be said for their now-infamous upgrades to 
their cars and servicing.  
 
Tesla uses data for mainly the following reasons: 

1. Improve the ‘Autopilot’ feature of their cars: This is what allows their cars to drive 
without needing human support. This is crowdsourced through the product consumers. 

2. Product Improvement: They have used data from consumer forums to make 
improvements to their latest car model upgrades. This is seen in the improvements made 
to the new Tesla Model S, which has improved the EPA Fuel Economy that consumers 
requested. This direct data collection method has allowed them to rather than guess what 
consumers want, allow for a structured data collection method. Most companies do not 
have a method of using this data. 

3. Product manufacturing: Tesla has used data from MES systems (Manufacturing 
Execution Systems) to lower their manufacturing costs and manage rapid demand. This 
was a response to failing to meet excess demand. 

Even with the immense amount of competition in the field, data has helped push Tesla to the 
top of the market, and data is such an integral part of Tesla that articles now are less about 
the cars that Tesla manufactured and more about the technology and data they use.  
 

AMERICAN EXPRESS (AMEX) 

100% of our models are AI-powered and it cuts through the customer life cycle 

... starting from new account origination, limit assignment, customer 

management, and fraud detection  

-Anjali Dewan, VP of risk management at AMEX. 

 
Anyone who has researched about machine learning in financial industries, even vaguely, knows 
all about AMEX and their long-time relationship with machine learning and data analytics. They 
use a machine learning model that is fed data from various sources such as membership details, 
spending details, merchant data, and even more to make millisecond decisions based on a big 

data warehouse collected throughout the years, as well as real-time. In 2010, to increase the 
strength of their data analytics tools, they bought a lab in Palo Alto, California, just for Big Data 
research, and moved to a Hadoop infrastructure(Apache’s open-source data analytics software). 
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In other words, they use data analysis to cover them on all bases, and mainly for risk 
management and customers. AMEX uses historic predictive data from customer records, and 
data visualization software, using them to identify leaving customers, in turn taking marketing 
measures to retain them. 

Moreover, they also use data analytics to prevent fraud. The company uses data analytics, 
especially through merchant data of suspicious behaviour. The various inputs into the pattern-
evolvingalgorithms (AI) identify if any transactions have a large chance of being fraudulent. 
AMEX was not only amongst the earliest adopters of AI, but it is well ahead in the curve to 
extracting value from the model (John Koetsier, 2020). According to Anjali Dewan, VP of 
AMEX’s risk management, the Nilson Report has come up with AMEX having the lowest fraud 
over thirteen years, approximately right after the data analytics and machine learning system was 
completely put in charge of analysing and managing 100% of all data. While by how much can 
be argued upon, it is clear the system is profitable, to say the least.Estimates by the company say 
the approach has identified $2 billion in potential annual incremental fraud incidents, which the 
company was able to sort out before any money was lost (Charu Manglani, 2017). 
Machine learning and AI techniques are at the heart of AMEX and hold an important part in their 
core businesses- during credit line assignments. They use techniques that give high predictive 
accuracy, by identifying non-linear relationships (relationships that aren’t very recognizable 
without deep research and analysing of data, essentially hidden data relations). The company 
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uses long-term short memory RNNs(recurrent neural networks) to analyse customer behaviour 
and can build a consumer profile, making it easier to detect fraud. For example, if a person made 
an online purchase from an IP address registered in Nigeria, but the person is living in Atlanta, it 
is easy to detect fraud through this short-term memory system. This does not necessarily mean 
real-life frauds are this easy to process, there are over a million factors the AI runs through, of 
hundreds of millions of peopleevery second. 
AMEX is a leader in the cards business, and big data analysis, as it has been explored, is one of 
the biggest reasons for this. 
 
UBER 

Uber lives or dies by data. Their overall mission and their sustainability is 

completely dependent on how good their data is. The more data they can 

collect, the more information they can derive from patterns and behaviours. 

Their ability to increase profits is all dependent on that 

-Spencer, a former Uber driver. 

Uber is a company that has been at the top of the field. Despite all that can be said about Uber, 
and all the complaints of cab drivers against it, there is no denying it is at the top of itsfield. And 
a lot of this success is from big data analysis.Uber collects every single piece of data they can 
using GPS tracking, for every single trip taken on their platform. Uber stores this data and uses 
data analysts, who analyse how the platform looks at a particular point in time. They use this 
data to connect the unused supply to where customers demand cabs. Most of this is done using 
tools like Hadoop and Spark, which can carry out this task in real-time. 
Uber’s entire business model is nothing but data. Uber as a business does not own cars. They use 
a database of drivers who own cars and allow them to use the platform to find customers for a 
fee. This means the only thing Uber as a company does is dealing with data analysis and 
allocating cabs to users, set fares that users find acceptable, and manage their database. Uber is 
more of a big data company than a cab company, hiring data scientists. Uber uses an algorithm 
made by their data scientists to allocate cabs within a 15-second time frame, to the nearest user. 
Uber also analysespublic behaviour and road traffic to make the best use of time, enhance 
customer experience and maximise the number of customers taken on every day.  
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The algorithms mentioned earlier also take part in something called surge pricing, which has 
even been patented by Uber. Surge pricing has a unique structure it follows, by measuring traffic 
and demand to set Big Data-informed prices, and even encourage drives to come help when there 
is excess demand or stay at home when there is just not enough. While it is by no means a 
perfect system, with prices on an instance gone from $27 to $135 on 2011 New Year’s Eve, it is 
effective for the company. The model above shows how this works. 
Uber has created a cab business without buying a single cab and has propelled its user base in a 
field that was, and still is, extremely competitive. All of this was over 9 years, not exceptionally 
long for a business to go global. Data effectively gathered, paired with an idea, allowed the 
company to reach such heights. And this process is replicated in almost every successful industry 
we see today! 
 
NETFLIX 

People rate movies like Schindler's List high, as opposed to one of the silly 

comedies I watch, like Hot Tub Time Machine. If you give users 

recommendations that are all four- or five-star videos, that doesn't mean they 

will actually want to watch that video on a Wednesday night after a long day 

at work. Viewing behaviour is the most important data we have. 

-Gomez-Uribe, a Netflix employee 

It is almost impossible to talk about companies that use data analytics to grow and not talk about 
Netflix. The movie streaming platform is known for three things- itshigh rates, the selection of 
movies and shows available, and amazing predictions about what consumers like.Two of these 
three things are dependant completely on data analytics. 

Standard 
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In 2017, 93% of all Netflix original shows were renewed because of public interest, while only 
35% of TV shows get renewed after the first season (Michael Dixon, 2019). This is only thanks 
to data analytics that Netflix was able to understand what their audience wanted. The company 
estimates that 75 percent of viewer activity is driven by recommendations (Tom Vanderbilt, 
2013). Recommendations and finding what people liked is important for Netflix because when 
they started they were on a fixed budget, plus they were a pay-per-view company. It is still 
applying because people have gotten used to what Netflix recommends, and personalization is a 
very important part of the streaming platform.  
At a point in time, Netflix used to be focused on consumer ratings, but their algorithm has 
developed over time to focus on what subscribers on the platform watched. When one 
opens Netflix and scrolls to recommendations, they may see shows no one has heard of, and even 
shows with ratings so horrible, one may want to cry. But Netflix analyses user behaviour and 
knows, you might just like the movie. Netflix trains its analysts not to let the data get tainted- a 
coloured view of data can result in a wrong recommendation. Netflix bet a lot of money on the 
success of ‘Orange is the new Black’. And they went into profit, too. They only selected the 
show because their data showed that Jenji Kohan’s previous hits had fared well on the platform 
and had a high content engagement.  
Data at Netflix is collected in such an easy way, that it seems almost too easy that a company is 
making profits this way. Along with recording what you like, the thumbs up, thumbs down 
system on Netflix is another window into what the consumer likes. And it tells the user that it is 
using this data to collect information about what you like. Netflix is known as one of the most 
successful data analytics stories of all time, and not without good reason. It gives incredible 
insight into the power of data and allows them to make smart decisions to get maximum returns 
on what content they choose to keep. 
 

 

DISCUSSION 

 

 
The graph shown above provided by NASDAQ (American Stock Exchange) and Bing shows 
that there is a growth in Netflix’s revenue since 2010, which is by when data was sufficient 
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enough for Netflix to be able to create a significant shift in their chosen department. Netflix 
started experimenting with data to ‘substantially improve the accuracy of predictions about how 
much someone is going to enjoy a movie based on their movie preferences’, and it was only by 
2010 they collected enough data- only resulting in an increased revenue stream.Similarly, the 
same is true for Uber, Tesla and AMEX. 
Uber has made use of the Apache services and it’s own internal software, uLineage to ensure 
efficiency of their labour and resources. Accordingly, they have also put in their method by 
which they process data, putting it through various checks to ensure quality of data: 

 
Quoting Uber themselves:  

Data must be as accurate and as timely as possible to support services on our 

platform. We worked hard over the past years to build infrastructure that 

scales to our global, 24/7 operations. A key part of our current work involves 

making our infrastructure run efficiently and support all of our internal users. 

-Uber employees Nikhil Joshi and Viv Keswani 

This single quote has all the components of the 4V Big Data list. There is velocity, which is how 
fast the data must be processed (which they process real time), there is veracity (accuracy of data 
is one of the main aims according to the quote), there is Variety (as shown in the above image, 
and their own methods of dividing rideshare, and other forms of cabs, and also volume (which is 
evident through the image shown about their processing of data, wherein they take in enormous 
amounts of data of each and every customer they have. 
AMEX has made similar comments in the past. Speaking from an article from their site, they 
consier these the biggest problems they want to deal with: 

1. Find big data storage solutions that are scalable. The sheer volume of big data that makes 
it so helpful to organizations also introduces storage and analysis challenges. 
Compression and de-duplication can reduce the size of the files, but sorting and analyzing 
data requires the right tools as well. The amount of data continues to grow, which means 
companies must continue to scale their storage and analysis tools. 

2. Analyze data quickly. If we think back to the 4Vs of big data, velocity—the speed at 
which organizations can accumulate and analyze data—is the most crucial. Converting 
big data into actionable insights quickly continues to be a challenge. 

3. Enlist the help of big data management experts. As with many fields of technology, 
recruiting and retaining talent to implement big data projects, manage and analyze data 
can be a  challenge. 

4. Verify data. Another nod to the 4Vs of big data, organizations must find ways to test the 
veracity—or validate—the data. 
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The following is from an article written on AMEX’s website which clearly highlights their need 
for the 4Vs as well.  
 
CONCLUSION 

This research paper has always aimed at highlighting how much data plays an important role in 
increasing revenue and encouraging success. Data is a fundamental part of the new 21st century, 
and while the concept has governed the world even before computers, the new age successes 
show just how powerful data really is. It also highlights what is needed to succeed using data 
analysis: 

1. Sufficient data in good quantities. 
2. Direct and validated data. 
3. A plan about what to do with the data. 
4. Ability to structure data well. 

This is evident from both the theory section of this report, as well as the discussion section of the 
report. 
This brings me back to where this report had originated- the 4V Big Data Challenges. It is 
remarkable how these are just the 4Vs in a restructured format. All big companies still deal with 
these issues, because solving them leads to an effective workflow, better company infrastructure, 
and looking at the bigger picture, success. 
The solution to these problems can help any company tap into their potential, and the report is 
greatly beneficial for start-ups who wish to succeed by applying data and facts to succeed. To 
conclude, it is just like a comment that Albert Einstein once made about the relevance of data: 

Not everything that can be counted counts, and not everything that counts can 

be counted.- Albert Einstein, Physicist 
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Abstract 

This research was conducted for the main purpose of analyzing the 

acceptability and the views of the people on cryptocurrency’s future. 

Cryptocurrency has seen a meteoric rise in popularity since a few years as 

numerous business magnates have started to invest in it causing their 

values to rise exponentially. The main focus of this research would be on 

the retail sector of India as it makes around 9% to 10% of the country’s 

GDP and is one of the largest retail sectors in the world. So what will be 

the effects of the advent of cryptocurrency? This is what the research will 

be about. 

Keywords: Cryptocurrency/crypto : A digital asset that holds a monetary 

value, Retail : Buying and selling of goods by vendors , Blockchain : A 

digital ledger that stores all the transaction as blocks with a unique ID and 

that ID is also stored in the next transaction to link two blocks like a chain  

 

INTRODUCTION 

Cryptocurrency has been a very effective and secure way of transactions mainly due to its 

decentralization. This is done by the use of blockchain. A blockchain is a digital ledger in a 

currency which keeps track of all the transactions and is public so by that any discrepancy or 

fraudulent transactions can be traced quickly. Transactions can be anonymous between the two 

parties which gives an extra comfort of privacy.  However throughout the years it has faced more 

criticism than praise especially in India as a lot a politicians and leaders find it a bit concerning 

to the economy of the country. Also the value of cryptocurrencies are not stable hence people 

have faced a lot of losses too adding to the backlash. That is why I decided to research about 

cryptocurrency in the retail sector to gain more insight of the common people on the same. This 

research is mostly going to be a hypothesis with the help of the little bit of an experimental 

datacollected by my own and by the latest theories in the field and related to the country by 

giving my own assumptions and hypothesis then referencing some latest papers in the field. 

Finally we will take a look at the results of our experiment and comparing it to the hypothesis we 

will get the final conclusion of the research. 

 

Theory 

In theory, cryptocurrency might not have an exponential in few years as such in the western 

countries due to the financial bodies of government shoeing a little resistance towards it. 

Recently only the government was about to declare cryptocurrencyas criminal. As their claim 
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was rejected by the Supreme Court, however recently the Ministry of Corporate Affairs (MCA) 

are trying to regulate cryptocurrency by making it mandatory that all the companies need to 

disclose their cryptocurrencyat the end of every financial year. This might be a big step to 

regulate cryptocurrency and increasing the public confidence over it. A major growth will 

however require a full support from the government and introducing it publically with a wide 

awareness. 

Now talking about the general public, most people have some knowledge or at least have 

heard the term cryptocurrency or bitcoin, being the most popular cryptocurrency. Still there’s 

always a little doubt amongst them regarding the authenticity of cryptocurrency. This keeps the 

vendors from being uncomfortable about using cryptocurrency due to its notion. However when 

we look back in 2016, when the demonetization happened, which had cause the country shifting 

heavily to digital transactions. This shift to digital transactions was initially used by the 

businessmen and vendors which eventually led to this massive transition. This is the kind of 

influence or awareness which I aforementioned. If the government will not be in favor of 

cryptocurrency then neither will the citizens of this country will hence the retail might not see a 

boom in the use of crypto so early. 

To actually make crypto mainstream in this country, the government needs to make big 

initiatives and encourage the citizens to actually make use of the cryptocurrency. 

Demonetization was kind of negative hence they would need a more positive and outreaching 

program and given that the government has an enormous PR they could make it possible given 

that they are totally sure about the idea. 

Finally I would like to make a hypothesis for the same. Firstly, most of the people in the 

country, at least with the people having basic sources of information. The humongous popularity 

of crypto has surely reached a major number of the population.  

Next would be whether the cryptocurrency should be banned or not? So for this I feel there 

might be a major conflict in the data as there might not be a lot of people pertaining their views 

heavily towards a more inclusive approach towards due to the lack of awareness and a slight 

sense of unsupportiveness of the government regarding the same. There won’t be a mention of 

government’s opinions though which might make it a little inclined towards the side of 

supporting it  

However if we don’t mention about the government there could be a change in results 

and probably there would be a slight leaning over to making it illegal. This is due to the fact that 

most people will actually base their decisions based on the opinions of the government, which is 

normal. 

 Next question is purely for the vendors and businessmen that will the cryptocurrency 

help them financially? Here I feel there would be a majority of views supporting the opinion that 

it might help them as they are more up to date with the economic sector and have a higher 

knowledge about it hence more knowledge of the pros and cons of the same and hence they will 

have better understanding to make the decision. 

Another crucial thing is will the people be interested in investing into crypto and for that I feel 

that again we would see a majority yes due to seeing the latest trends and seeing mainly the rise 

of bitcoin over the years, people might be keen in making some profit of their own  
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Finally I might be asking about their views about the future of cryptocurrency whether it’s a fad 

or a real innovation. I am believing people might have a quite positive response over it however 

there might be a major chunk of people who might be conflicting over it and even saying it a no.  

 

EXPERIMENTAL 

The main motive of the research to get the views of the general vendors and buyers who would 

use cryptocurrency daily in their lives. To check this I had collected data by asking them various 

questions regarding the cryptocurrency and its future. My main target were the businessmen so 

for that I had a strong source of a medium sized manufacturer who really helped me getting their 

partners to help me collect the data. However even if one doesn’t have a source of businessmen, 

one can even go at least to their nearest general store shopkeeper or a pharmacy which no matter 

a pandemic will be opened most the time. They can even connect one to their product distributers 

hence a varied data will be collected. 

Speaking of varied the other side of the coin of retail would be the buyers, who will play 

an equal role hence collecting that data might not be a big problem as one can use their family, 

friends , acquaintances or anyone they know hence getting a wide view of the situation. The 

common people will give an insight of how comfortable they are with using it, how supportive 

they are for spending it and what would be their benefits for the same 

For this I actually took help of my family itself and other friends and acquaintances of 

mine. So far it was a smooth collection as I had kept all the data anonymous so they are 

encouraged to give their opinion freely without worrying to be criticized or judged for the same.  

For theories I had visited various sites to get extensive information of the topic and studied the 

trends of the cryptocurrency too a little. The main issue of the research was the government area 

which I tried to keep touch with the new policies regarding the cryptocurrency in the country. 

Also to expand the content a bit I tried to read other new and upcoming types of cryptocurrency 

like Ripple, Stellar and many more.  

There was obviously some hesitance from the people from whom the data is being collected so 

one needs to come forward and explain the cause properly and try not to spoil any answers for 

them to get an unbiased data Last but not the least I tried to convert all the information I had to 

my own words for the research and give a hypothesis before for the topic. 

 

RESULT 
Comparing to my hypothesis, the results what I obtained were quite accurate per se. Most of the 

trends as I aforementioned turned out to be true except for one. For the question of whether the 

cryptocurrency should be illegal? There was a majority response of the people not supporting the 

decision which was quite surprising and made me realized that a lot of people actually have 

forward opinions on cryptocurrency 

A grand majority of people had a general idea of cryptocurrency which was quite 

predictable. I already mentioned about the views of illegalizing crypto and its trend however the 

trend where people were mentioned that the government actually had a thought of banning it 

made few people change their decision.  

Next question of would cryptocurrency help them financially in their business was only 

asked to businessmen and vendors and majority agreed for it. A majority of people agreed to 
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invest in cryptocurrency and finally for the future of cryptocurrency, the results came out to be 

quite mixed as it was discussed before in the hypothesis.  

 

DISCUSSION 

Here are the various results of the main questions that were asked to the audience:  

1) Do people have a knowledge of cryptocurrency? 

Starting with the most fundamental question is whether the common people living their daily 

lives actually know what exactlycryptocurrency is to give a proper opinion and base their views 

further so here are the results: 

 
So as mentioned before a majority people possess the knowledge of cryptocurrency at the very 

least, the ones having general idea, know that it’s a digital entity which has a certain value and 

people can invest in it. Also everyone were familiar with Bitcoin. Mostly the people who knew 

about cryptocurrency, gained the knowledge about it first in the December 2017 when the 

bitcoin shot up in its value with its highest peak at that time which gained it a wider recognition  

Also considering the fact that it was only a year and a month later the demonetization, a financial 

intrigue was amongst every citizen of the country. Even if one isn’t intrigued about it, the 

traction that news gained during that time was massive and only let masses getting awareness of 

it. 

There are still some people who don’t really have an interest for cryptocurrency and believe in 

the traditional way of transactions hence they never felt useful to know about cryptocurrency or 

simply some didn’t care about the matter. These make up the small percentage of people who 

said no for having a general idea. 

2) Do you think that cryptocurrency should be illegal? 

So here are the results for the opinions of people thinking whether crypto should either be illegal 

or not or they are not sure about the idea and well the results weren’t really according to my 

hypothesis: 

93% 

7% 

Do you have a general idea about cryptocurrency ? 

Yes No
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So in this majority of the people have shown resistance for the idea of criminalizing 

cryptocurrency. This was an unexpected result due to the notion that there is still not much 

traction of the technology in the country and a little weaker judgement of my own which one can 

easily take care of while writing their own paper.  

The majority of the idea could be led by the fact that due to increase of social media 

advertisements of crypto wallets such as WazirX or CoinDCX, which are promoting the 

cryptocurrency, mainly bitcoin, to a very positive direction. They also time to time collaborate 

with Youtubers or broadcast their advertisement on televisions too. This might be one of the baby 

step to normalize the use of bitcoin.However we shall also be looking at the results of the answer 

people said when it was mentioned that the government was also thinking to ban crypto and the 

results would be interesting to see and analyze as it might change a few opinions. 

3) The government was thinking to ban cryptocurrency so do you think it should be banned 

too? 

Here actually the results I obtained were pretty similar to my hypothesis that there was a lot of 

change in opinions in the other direction by the people getting inquired to so here are the stats: 

 

 

7,1% 

85,7% 

7,1% 

Do you think that cryptocurrency should be illegal? 

Yes No Don’t know 

71,4% 

14,3% 

14,3% 

The government was thinking to ban cryptocurrency so do 

you think it should be banned too? 

Yes No Don’t know 
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Here as you can see clearly there is a decline of people in supporting the cryptocurrency of not 

being illegal as people tend to base their views according to the government. 

This shows how there needs to be an awareness by the government itself rather than trying to ban 

them to get people’s attention as majority of them, as we saw before, support it and unless 

government makes no initiative there won’t be a widespread of cryptocurrency in the country. 

The people are also a little conflicted due to the same reason and will only be a hundred percent 

sure if they get a proper validation by the government. 

 

4) Do you think Cryptocurrency can be beneficial in your business? 

This question is mainly for the businessmen and vendors, and here we received some expected 

results: 

 
There’s a clear majority of them supporting however there are quite a few who are actually 

conflicted or don’t support it. 

This could be a very average result as we have seen billionaires such as Bill Gates or Elon Musk 

support the idea of it but others like Warren Buffet don’t as they like to go with a more 

traditional and conservative approach towards their business. 

There is also a chunk of people still unsure of cryptocurrency. Either they want to use it partially 

and for just a few small transactions or are completely clueless about the idea of introducing 

cypto in their business. 

5) Are you interested in buying cryptocurrency? 

Here people were simply asked whether they would want to invest into cryptocurrency and as 

expected people were a little supportive towards it. Here are the results: 

71,4% 

14,3% 

14,3% 

The government was thinking to ban crptocurrency so do you 

think it should be banned too? 

Yes No Don’t know 
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As one can see there is majority of people interested into investing in cryptocurrency but there is 

also a good chunk of people not supporting the decision as they are a little skeptical of the idea 

due to the value not being quite stable of cryptocurrencies. 

However it also gives an idea that as aforementioned companies can work and increase those 

numbers who are investing in crypto. 

6) Do you think the future is bright for cryptocurrency in the country? 

This question was just asked as to check the confidence of audience over the idea of 

cryptocurrency and here are the results: 

 
This data has the most mixed results as hardly 50% of the people think that the cryptocurrency 

will have a bright future. This shows that the people are in a major lack of awareness and need to 

be acquainted with the technology. 

 

CONCLUSION 

50,0% 

28,6% 

21,4% 

Are you interested in investing money into cryptocurrency? 

Yes No Don't know

50,0% 

28,6% 

21,4% 

Do you think the future is bright for cryptocurrency in the 

country? 

Yes No Don't know
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The most important results were about whether people will wholeheartedly accept the idea of 

cryptocurrency or not which in turn will cause a widespread of use and eventually for the retail 

and hence the results have shown that there is a majority of people in the favor of crypto 

however the majority is not enough and certainly there is a room for improvement. 

As more and more people start getting to know about cryptocurrencies, like how use them, their 

pros and cons, their different types and more then there would be a better share of people 

appreciating the technology. As the retail sector in the country has grown, and growing every 

day, digitally like a lot of people running their own small businesses over social media apps and 

with the era of the online shopping apps where the security of transactions has always been 

doubtful, the cryptocurrencies will actually solve that and make people even more confident to 

make transactions hence a growth in retail can be seen. 

Obviously every technology has their own disadvantages too like cryptocurrencies being 

not stable in its value and as the whole technology is digital there’s a chance that it could be 

hacked but obviously there might be solutions for them in the future. 

Lastly as cryptocurrency is quickly getting to a global scale and looking for majority use 

with blockchain technologies to create various apps like for social media, booking sites and 

banking system so that one’s’ data is not shared with an organization but be as a single unit, then 

if India won’t make an inclusive approach then the country may go behind further technology 

wise.  
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Abstract 

The broad objectives of this research paper are to review the efficiency of 

existing Digital Forensics modelsin identification and collection of digital 

evidence, whilst analyzing whether the discoverable information on digital 

media is suitable for use in court. Research has been conducted using a 

mixed approach: both an experimental and a theoretical one. The 

theoretical sector of the paper is focused on determining the most well 

suited DF model. The experiment aims to investigate the ease of 

fabrication of digital evidences and whether individuals can tell apart a 

genuine evidence from a fake one. Since the results indicate that most 

people cannot identify fake evidences, it is deemed that the reliability of 

digital evidence is, currently, low. Further analysis is carried out to arrive 

at the major conclusion that using the IDIP model increases the reliability 

of digital evidence in court. 

Keywords:Digital Forensics, Cybercrime, Digital Evidence, DF Models, 

Investigation 

 

Introduction 

With the advent of social media and the advancements in technology in recent times, the number 

of people who are active online has increased exponentially. Whilst the technology and the 

services on the Internet (such as email, chatrooms, social media sites and streaming platforms) 

can be put to efficient and positive use in numerous ways, it can very well provide a facade for 

those with malicious intent, and by doing so, increase their temptation to harass other people 

within the digital space. This unfortunate yet clearly evident rise in cybercrime levels has led to 

the popularisation of a new field in criminal investigations : Digital Forensics.  

Digital Forensics is popularly defined as the process of preserving, identifying, extracting and 

documentingdigital evidence which can be used by the court of law [2].The importance of 

Digital evidence in criminal cases of today’s world is severely undermined. According to Randy 

Hillman, Director of the DA association and Office Of Prosecution Services, Digital Evidence is 

prevalent in 90% of their cases, while DNA analysis is in a very small percentage of them [7]. 

Considering the previous statistic, it is irrefutably crucial for Digital Forensic investigations to 

yield accurate and reliable digital evidence. While criminal  investigators have been using 
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Forensics since the past numerous decades, Digital Forensics is a new introduction to the 

investigation process and is still being developed to be used to its whole potential. Given that, it 

is undeniable that a DF investigator may face a considerable amount of challenges while 

collecting and presenting digital evidences. The vulnerability of digital evidence to sheer 

fabrication and manipulation leads to professional investigators not being able to solely consider 

what they have discovered online (or on other digital media) as proof to base their conclusion on. 

This is further supported by Hewling and Sant [1]with a quotation in their paper in the same field 

–“Digital evidence can be reproduced and manipulated by personnel involved with the 

investigation, maliciously or accidentally”.Physical evidence is widely considered to be 

“primary” evidence, and rightly so- due to its higher accuracy. This point can be very well 

summarized with a statement by David Chaikin [3]-”Digital objects bear less evidence of 

authorship, provenance, originality and other commonly accepted attributes than do analogue 

objects”.  

Various digital forensic models have been developed and implemented by firms and law-

enforcement personnel. The sole fact that this large a number of models exist and that there is no 

standardized process followed in digital forensic investigation goes to show, according to 

Hewling and Stan[1], that “there are some inconsistencies in the field”. These models will be 

discussed in greater detail later in the paper.  

This paper will analyze the reliability of making use of digital evidence in favor of or 

against an individual accused of a cybercrime. It will provide a balanced and evaluated view on 

the subject by considering the accuracy and legitimacy of the digital evidence obtained by digital 

forensics. The paper will also focus on the evaluation of the numerous existing DF models. It 

will aim to identify the prime DF model to collect relevant evidence. 

 

Existing Digital Forensics Models (Theorotical) 

Over the years, numerous authors have put forward their own optimized DF model, to be 

potentially used by professional investigators in the acquisition and analysis of digital evidence. 

The work of various individuals/organizations in this field with their invented framework is 

thoroughly discussed in this section.In this section, the focus will mainly be on the explanations 

of the working and functioning of each of the models. A comparison of these models will be 

included in the Discussionand conclusionsection of this paper. 

 

(I) Kruse and Heiser Model 

This model was put forward by Kruse et al in their book titled “Computer Forensics: Indicent 

Response Essentials”, published in 2001. The model was designed to be relatively simple use 

and understand, with a total of a merethree steps that needed to be followed: 

Step 1 – Acquisition of the evidence. 

 According to Dr. Sudesh Rani [8], it was essential for this evidence to be acquired “without 

alteration or damage to the original evidence”. This is important because any accidental or 

intentional tampering of the original data would lead to the collected evidence not being 

considered genuine, potentially changing the outcome of the case altogether.   

Step 2 – Authentication of the collected evidence by comparing it to the data originally obtained. 

 After the collection of digital evidence, professionals compare it to the data it was collected 

from, to check its consistency and (to some extent) its reliability.  
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Step 3 – Analysis of the data 

Once the digital evidence is confirmed to be authentic and consistent with the original “mother” 

data, It is handed over to DF investigators for thorough analysis. This is arguably the most 

important step of the three, for what majorly matters from a practical point of view is the 

magnitude of advancement  

 

further in the case yielded by the DF process. And this advancement indefinitely requires an 

efficient analysis and evaluation of the secured evidence. 

Because the three stages of the Kruse and Heiser Model are “Acquisition”, “Authentication” and 

“Analysis”, it is popularly recognized as the “3As”. 

 This model is briefed withFig.1 below: 

 

 
Fig.1The three stages of the Kruse and Heiser Model for DF. 

(II) USDOJ (US Department Of Justice) Model 

The USDOJ Model in DF follows four key stages : 

Step 1 –Collection of the evidence 

The collection phase involves searching for relevant data, identifying if it is applicable to the 

case, and then collecting this evidence. It is important for the individual carrying out this step to 

document every step taken in the process [9], so that it can be referred to in the future by other 

personnel working on the case. 

Step 2 -Examination 

The second stage deals with using methods such as advanced data mining in order to uncover 

and reveal other meaningful evidences of hidden and “obscure” nature [9]. This would include 

the information that is not explicitly available or visible, but canbe extracted by a professional. 

The importance of the examination step is large to say the least, because the “hidden” data often 

proves to be the most useful type, when it comes to making advancements in the case. 

Step 3-Analysis 

Prior to the thorough examination of the collected digital evidence, it must be analyzed. The 

analysis stage deals with interpreting the data in relation to the questions under investigation to 

reach a convincing solution. It is at this stage when investigators really begin to link the 

examined evidence with the actual case. Again, like with the collection stage, every step taken in 

the Analysis stage is compulsorily documented. 

Step 4 – Report 

For the evidence to have any effect on any kind of legal procedure, it must be presented before 

the court of law. In step 4, the examined and analyzed evidence is presented in form of a report, 

to ensure its usability in court. The report will document the whole process, from the first stage.  

The USDOJ Model for DF is graphically summarized in Fig.2below: 
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Fig.2The four key stages of the USDOJ Model 

(III)Integrated Digital Investigation Process (IDIP) 
In 2003, Carrier and Spaford designed a Digital Forensics model that considers the “dual 

investigative nature” (as worded by Dr. Sudesh Rani [8]) of the DF process. This model was 

known as the “Integrated Digital Investigation Process”.Both, the physical as well as digital 

aspects of a hypothetical case have been incorporated into this model. The model is divided into 

five different groups of phases (stages), with 17 phases in total between them: 

 

Group 1 -Readiness phases 

This group of phasesis aimed towards ensuring that the professional team is able to fully support 

the investigation. The two phases under Group 1 are operations readiness and infrastructure 

readiness. The operation readiness phase has an objective of providing adequate training and 

equipment for the investigators. The infrastructure readiness phase focuses majorly on 

confirming that data relevant to the case exists.  

Group 2 – Deployment phases 

Prior to the Readiness phases, the Deployment phases are carried out. In the deployment phases, 

a set of fixed mechanisms is used in order to detect and confirm an incident. Group 2 consists of 

the Detection & Notification, Confirmation and Authorization phases, which are carried out in 

the same order.  

Group 3 – Physical Crime Scene Investigation phases 

As mentioned before in the paper, IDIP considers both, the physical as well as the digital 

perspective of a given investigation. Group 3 aims to, as its name suggests explicitly, collect and 

analyze physical evidence relevant to the case. Group 3 consists of the following phases: 

Preservation of physical scene, Survey for Physical Evidence, Document Evidence and Scene, 

Search for Physical Evidence, Physical crime scene reconstruction, and Presentation of 

complete theory 

Group 4 – Digital Crime Scene Investigation phases: 

In this group, every digital device may be considered as a separate “crime scene”. The main 

purpose of this group of phasesis to ensure the collection of maximum electronic (or “digital”) 

evidence. Group 4 consists of phases “identical” to Group 3, but in context of digital forensics 

rather than its physical counterpart: 

Preservation of Digital scene, Survey for Digital Evidence, Document Evidence and Scene, 

Search for Digital Evidence, Digital crime scene reconstruction, and Presentation of complete 

theory. 

 

Refer to Fig.3 and Fig.4 for the working sequence of the respective phases in Group 3 and Group 

4. 

Group 5 – Review 

The final group is Review, in which the entirety of the process is reviewed to finds points of 

potential improvement, while identifying new procedures or new training requirements. Despite 

the fact that there are no seperate phases within this group, the importance of reviewing one’s 
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work is undeniable (it is the only way the model can be made more optimum and foolproof, as 

time progresses.) 

 
Fig.3 Phases and their order in Group 3                           Fig.4 Phases and their order in Group 4 

 
Fig.5 Summary of IDIP model structure (without inclusion of phases in individual groups) 

 

Experimental 

In this paper, a single experiment was conducted with an aim to identify how difficult it is for 

one to fabricate evidence, and to analyze whether people can differentiate between fake and 

genuine digital evidence.  

Procedure- 

In the first stage of the experiment, three evidences were fabricated using different applications 

and platforms. Along with these, three genuine evidences were obtained from the internet. In the 

second stage of the experiment, an online survey was conducted, in which people were asked to 

identify the fake and real evidences from a list of evidences that contained both.The purpose of 

the second stage was to analyze how accurate the faked evidence can be portrayed to be.  

Stage 1 of experiment–In stage 1, a driver’s license, a tweet and a chat were fabricated. 

(i) Driver’s License: In order to create a driver’s license that seemed genuine, a free template 

was downloaded from the web. Fig.6below is the template that was used. 
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Fig.6Driver’s License Template 

 

 

 

A shutterstock image of an individual (Fig.7) was obtained from the internet and edited along 

with the License template to create the final fake license. The standard version of Microsoft 

Powerpoint 2007 was used for all editing purposes. To make the license seem as genuine as 

possible, a signature (also found online) was included in the finished license. 

 
Fig.7 Shutterstock photo     Fig.8Finished License 

(ii) Fake Chat: To create a fabricated WhatsApp chat, a free mobile application with the name of 

“Whatsmessage” was made use of. The application allows the user to create what can be best 

described as a “simulation” of a chat. The user can alter all aspects of the chat – such as the time 

the message was sent, the profile picture of the recipient, or the background of the chat.It should 

be noted that the chat that was created is naturally not something controversial or one that would 

be used in real cases, but a person with malicious intent could definitely use this technology to 

fabricate something of a more grave nature, which could be of actual relevance to a hypothetical 

case.Fig.9shows the interface of the app that enables the user to create a new chat. Fig.10 is the 

final chat that was created. (Figures on the next page) 
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Fig.9App Interface                                                            Fig.10 Final chat 

 

(iii) Fake tweet: With the rise of social media, it becomes increasingly crucial for one to be 

aware of their statements and/or opinions that they put out on the web. The website “Twitter” is 

known to allow individuals to freely voice their opinions. The posts that a person makes on the 

platform are known as “tweets”. The app “tweet creator” was used in order to fabricate the 

tweets. While in this case a simplistic tweet was created, this service could easily be put to 

unethical use. For instance- a person could fabricate offensive tweets under someone else’s 

name, to defame them. Even if the victim defends themselves by proving the absence of this 

particular tweet in their feed, It is easy for the accuser to claim that the victim simply deleted the 

post. Such a scenario is an example of how digital evidence, if inaccurate, could steer the case 

towards the wrong direction.  

 

 

Fig.11 below shows the tweet that was created 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

175 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

 
Fig.11Fabricated tweet 

Stage 2 of the experiment– Survey 

The purpose of conducting the survey was to answer the question- “How genuine can the 

fabricated evidence be made to look?”. For the survey, three genuine evidences were 

downloaded from the internet. They consisted of a digital certificate, a shipping bill and a 

passport. Putting the three fake and three real evidences together, a total of six evidences were 

obtained. In the survey, which was conducted via Google Docs, subjects were asked to identify 

whether each of the six evidences was genuine or not.  

 

Results of the Survey 

A total of 78 people took part in the survey. No personal information was asked for in the survey, 

because it wasn’t relevant to the research. 

Results for genuine evidences- 53.8% of people incorrectly guessed the real passport to be 

faked, 83.1% of people incorrectly guessed the real shipping bill to be fake, and 51.3% of people 

incorrectly guessed the real digital certificate to be fake. These results are graphically presented 

in Figures 12 to 14 (next page): 

 

 

 
Fig.12 Response for Passport             Fig.13 Response for Bill          Fig.14 Response for 

Certificate 

 

 

46% 54% 

Response for 

Passport 

Real Fake

[VALUE

] 

83.1% 

Response for 

Shipping Bill 

Real Fake

49% 51% 

Response for 

Certificate 

Real Fake
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Fig.15 Response for Tweet             Fig.16 Response for Chat          Fig.16 Response for 

LicenDiscussion and Conclusion 

 

Results for fabricated evidences- 39% of people correctly guessed that the tweet was fake, 

19.2% of people correctly guessed that the chat was fake, and 50% of people correctly guessed 

that the license was fake. These results are displayed graphically in figures 15 to 17 below. 

The discussion sector will be divided into two sections: The interpretation of the experimental 

results, and the discussion of the theoretical aspect to this paper. 

 

Section I – Experimental results 

It is found that only 36.07% of all people were able to successfully guess that the fabricated 

evidences were, indeed, fake. Also, according to the results of the survey, 62.73%of individuals 

incorrectly guessed the genuine evidences to be fake. The latter statistic was especially alarming, 

because it wasn’t expected that the real evidences would be voted to be fake more frequently 

than the fabricated evidences themselves. A fairly unbiased sample of subjects was taken in this 

survey, so it is safe to say that the majority of people are unable to differentiate between genuine 

and fabricated evidences. 

All the fake evidences were fabricated by the use of basic and free software, and without 

the help of an expert. If data can be made to seem so genuine with such ease, it is a definite area 

of concern for cyber-crime authorities. If such evidence could be created using basic software 

and little equipment, one fabricated by someone with superior editing skills and/or more 

advanced equipment could potentially pass through the authorities undetected as a fake. One 

might argue that the DF authorities could hire ethical hackers to hack into the fabricator’s 

system, but it is easier said than done. With facilities that allow offenders to hide their IP address 

and browse the internet without leaving any footprints whatsoever, a hacker’s job has become 

more difficult than ever. The advancement of technology has skyrocketed to say the least, and it 

favors the offenders much more than it does the legal authorities. It can, hence, be concluded that 

the reliability of digital evidence in court is fairly low, and it is best if digital evidence is used as 

more of a supporting material than a key factor in deciding the outcome of the case. 
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 To increase the reliability of the digital evidence, it is vital for it to somehow be linked to a more 

solid physical evidence (more about this in Section II). 

 

Section II – DF Models 

Three models were discussed previously in the theoretical section of the paper– The Kruse and 

Heiser Model, USDOJ Model and the IDIP Model.  

The major advantage of using the Krus and Heiser model is that it is easier, less time 

consuming and cheaper to implement than the other two models. However, the efficiency of the 

authentication process can be questioned, because it involves only “checking whether the 

recovered evidence is consistent with the data originally seized” [8]. In technical terms, this is a 

verification process (i.e, checking whether the data stored in two different locations are 

consistent with one another) rather than the equally essential validation process, which involves 

determining whether the data is factually correct. In other words, If the data from which the 

evidence had been collected was fabricated or tampered with in the first place, there is no way to 

identify the same. 

 

The advantage of the USDOJ model over Krus and Heiser model is that it has the “Examination” 

step in the process, which involves digging deep into the evidence and attempting to find implicit 

details. Also, USDOJ accommodates a stage (Report) which involves presentation of the results 

before the court of law. This was absent in the Kruse and Heiser model. However, USDOJ does 

not attempt to correlate the digital evidence with physical evidence of any kind. As mentioned in 

Section I of the discussion, it is vital for the digital evidence to be interpreted in relevance of 

some physical evidence, for it to be of greater reliability. This aspect is present in none of the 

two models discussed above. 

The third model, IDIP, does take the physical evidence into consideration. Linking the 

Physical Evidence with the Digital Evidence provides a stronger link between two possibly 

related scenario and proves to be more helpful in the court of law. Even though it is undoubtedly 

the most time consuming and expensive (due to equipment and training costs) to implement of 

the three, Government-funded investigative authorities already equipped with fairly advanced 

technology can comfortably afford to make use of this model. Keeping in mind also the fact that 

relating digital and physical evidences will be key to improving the reliability of the digital 

proof, it is conclusive that IDIP is the most optimum model to use in modern day DF 

investigations. 
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Abstract 
This research paper briefly summarises what Neural Networks and Deep Learning 

is and how its applications are improving today’s life.  I have taken help of 

information available in various research papers on different websites. This spans 

from theory behind the Neural Network, Advantages, disadvantages to the uses of 

Deep Learning. 

KEYWORDS 

Artificial Intelligence:Artificial intelligence (AI) refers to the simulation of human 

intelligence in machines that are programmed to think like humans and mimic 

their actions. 

Machine Learning: Machine learning is a branch of artificial intelligence (AI) and 

computer science which focuses on the use of data and algorithms to imitate the 

way that humans learn, gradually improving its accuracy. 

Neuron: Neurons are the fundamental units of the brain and nervous system, the 

cells responsible for receiving sensory input from the external world, for sending 

motor commands to our muscles, and for transforming and relaying the electrical 

signals at every step in between 

Normalisation: Normalization is an approach which is applied during the 

preparation of data in order to change the values of numeric columns in a dataset 

to use a common scale when the features in the data have different ranges. 

Autoencoder: An autoencoder is a type of artificial neural network used to learn 

efficient codings of unlabelled data 

 

 

 

INTRODUCTION 

We keep hearing words like Neural Network and Deep Learning from computer scientists and 

software professionals. What do they really mean? In what context they are used? These were 

some of the questions I had and it actually created interest in my mind due to its similarities with 

terminologies used in reference of Brain taught in Biology. Is it similar or is it totally different? 

If it is similar in what way it is similar and if different, how it is different?  

So, this paper is the follow up on my enthusiasm to understand these concepts and understand 

why these concepts are being discussed by these professionals in today’s world.     
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THEORY 

The formula given above is to determine the output at every node in a neural network. 

Y= Σ (input * weights) + bias  
WHAT IS DEEP LEARNING AND NEURAL NETWORKS? 

Deep Learning (DL) is a part of machine learning where in there is a system of artificial neural 

networks with a large number of hidden artificial neural network layers. The artificial neural 

networks try to simulate the functioning of the human brain. This allows the artificial neural 

networks to “learn” similar to human brain learning. If the artificial neural networks can process 

information on their own then why would we use Deep Learning? This is because an artificial 

neural network is a single layer which can make approximate predictions, however, if we want 

accuracy in predictions, we would need to use hidden layers which are present in Deep Learning. 

 

HOW DOES IT WORK? 

 
Fig.1 Two Neurons Connected                                           Fig.2 Neural Network present in DL 

Artificial Neural Networks try to simulate the function of brains therefore they will have similar 

structure to neurons, which are present in the human brain, connected to each other. At the one 

end of a Neuron there are many dendrites which are connected to the axon of another Neuron (as 

shown in Fig.1). The dendrites receive signals from the axon. The signal travels through the 

neuron and passes onto another neuron. 

Such Artificial neural network can be created in software or hardware of computer. The network 

can be represented as shown in Fig.2. The circles are nodes which act as artificial neurons. The 

Neural Network mentioned above can be grouped into three different layers:  

I. Input Layer 

II. Hidden Layer 

III. Output Layer 
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The Input layer receives data. The Output layer provides the output. Between these two layers, 

there is hidden layer. The hidden layer can be made up of one layer or multiple layers. The 

hidden layer does mathematical calculations on the inputs that we have provided in Input Layer.   

There are two steps in which all neural networks work and those are called forward propagation 

and backward propagation. Forward propagation is where we calculate the output by initializing 

parameters and using functions starting from Input Layer. Such functions and parameters are 

applied subsequently at every Node. When we get the output, it is compared to the expected 

output. If the output has an error in it so that it is not as per our expectations, we try to minimize 

this error by updating the parameters. This updating of parameters is called backward 

propagation. 

To explain in detail how forward propagation works we will consider a neural network with two 

hidden layers. Then let the inputs be x1 and x2. To calculate the output at every node we are 

going to use the equation mentioned under ‘Theory’ as given below.  
Y= Σ (input * weights) + bias 

For this equation to work, we will need parameters weight and bias and function ‘Activation 

function’. Weights are the co-efficient of the equation which you are trying to resolve. Bias is a 

constant value which is used to shift the result of the ‘Activation function’ towards the positive 

or negative side. The Activation function is a mathematical function which normalizes the 

output. Thus, let the weights be w1 and w2. So, equation would become: 

Y= activation function(x1 w1 + x2 w2 + bias) 

This is how the final output ‘Y’ is achieved. The Neural Network that was explained here is a 

basic one. There are so many other types of neural networks to solve different types of problems. 

The Neural Networks listed below are few of the top Networks. 

 

Types of Neural Networks: 

1. Feed-Forward Neural Networks 

2. Radial Basis Function Neural Network 

3. Multilayer Perceptron 

4. Convolutional Neural Network 

5. Recurrent Neural Network 

6. Modular Neural Network 

7.  

ADVANTAGES OF NEURAL NETWORKS 

 In this digital age the amount of data found on the internet is enormous and disorganized. 

If a normal Machine learning algorithm is used you would first need to organize the data. 

However, this is where Deep learning algorithms are at its best. Data of different formats 

can be used to train Deep learning algorithms. 

 After training the deep learning algorithms perfectly, the algorithm can perform complex 

tasks in a matter of minutes with accuracy and precision. 

 Deep learnings also can identify the features of a dataset without the researchers’ help 

and therefore saves a lot of time and cost for the researchers. 

 It also eliminates the need to label the data because the Deep Learning algorithm does not 

need any guidelines. 
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 Deep learning algorithm can detect error by itself which is very difficult to identify for 

humans. 

 Deep learning algorithm’s structure can be altered to a specific problem. 

 

DISADVANTAGES OF NEURAL NETWORKS 

 Deep learning algorithms require a large dataset to give accurate results. So, if 

sufficiently large data is not provided the algorithm may fail. 

 If the deep learning algorithm has a lot hidden layers in it, it will require processors of 

high power which increases the cost. 

 The Deep learning algorithm can be prone to bias which exist in input data, such as racial 

bias. 

 If there are a lot of layers, the training process will consume lot of time. 

 There is no fixed theory on how you can structure a deep learning algorithm so the 

researcher has to have understanding of the topology and the parameters.  

 

APPLICATIONS 

There is a difference between machine learning and deep learning where machine learning is 

often just used for specific tasks and deep learning, on the other hand, is helping solve the most 

complex problems of the human race. Some of the applications are as follows: 

 Healthcare  

According to NVIDIA, the multinational company designing graphics processing units, 

“From medical imaging to analysing genomes to discovering new drugs, the entire 

healthcare industry is in a state of transformation and GPU computing is at the heart. 

GPU-accelerated applications and systems are delivering new efficiencies and 

possibilities, empowering physicians, clinicians, and researchers passionate about 

improving the lives of others to do their best work.”  

Thus, there can be several deep learning projects like helping early, accurate and speedy 

diagnosis of life-threatening diseases, pathology results and treatment course 

standardization, understanding genetics to predict future risk of diseases and negative 

health episodes in the Healthcare domain. Readmissions in health care facility is a huge 

problem for the healthcare sector as it costs tens of millions of dollars in cost. But with 

the use of deep learning and neural networks, healthcare giants are reducing health risks 

associated with readmissions while bringing down the overall costs. Deep Learning is 

also being excessively used in clinical researches by regulatory agencies to find cures to 

untreatable diseases. However, physicians' disbelief and lack of a humongous dataset are 

still creating challenges to the use of deep learning in medicine. 

 Stock Analysis  

Quantitative Equity Analysts are getting more benefits, to find the trends for a particular 

stock whether it will be bullish or bearish and they can use many more factors like 

number of transactions made, number of buyers, number of sellers, previous day closing 

balance, etc. when training the deep learning layers. Qualitative Equity Analysts use 

economic factors like return on equity, P/E ratio, Return on Asset, Dividend, Return on 

Capital Employed, Profit per Employee, Total Cash, etc. when training the deep learning 

layers. 
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 Fraud Detection 

Another area where Deep Learning is useful is the banking and financial sector that is 

suffering with the task of fraud detection with money transactions going digital. 

Autoencoders in free and open-source software libraries like Keras and TensorFlow are 

being developed to detect credit card frauds saving billions of dollars of cost in recovery 

and insurance for financial institutions. Fraud detection and prevention are carried on 

based on identifying patterns in customer transactions and credit scores, identifying 

anomalous behaviour and outliers. Machine learning is widely used in fraud detection 

however its downside is that it requires human deliberation. This is where deep learning 

is trying minimize human deliberation by scaling efforts. 

 

 Image Recognition 

Can you imagine yourself going through a plethora of old images taking you down the 

nostalgia lane? You decide to get a few of them framed but first, you would like to sort 

them out. The maximum you could do was to sort them out based on dates but 

downloaded images lack that metadata sometimes. Due to Deep Learning now images 

can be sorted based on locations detected in photographs, faces, a combination of people, 

or according to events, dates, etc. Searching for a particular photo from a library (e.g., 

dataset as large as Google’s picture library) requires high level visual recognition systems 

consisting of several layers from basic to advanced, to recognize elements. Large-scale 

image Visual recognition through deep neural networks is increasing growth in this 

segment of digital media management by using convolutional neural networks. 

 News Analysis 

Now there is a way to filter out all the bad and ugly news from your news feed. Extensive 

use of deep learning in news aggregation is planned to customize news as per readers. 

While this may not seem new, recent levels of sophistication to define reader personas 

are being met to filter out news as per geographical, social, economic parameters along 

with the individual preferences of a reader. Further, detection of Fraud news is an 

important asset in today’s world where the internet has become the primary source of all 

genuine and fake information. It is very difficult to distinguish fake news as bots replicate 

it across various channels automatically. The Cambridge Analytica is the best example of 

how fake news, personal information, and statistics can influence reader’s perception 

(Bhartiya Janta Party vs Indian National Congress), elections (e.g., Donald Trump Digital 

Campaigns), and exploit personal data (compromising Facebook data for approximately 

87 million people). Deep Learning helps develop classifiers that can detect fake or biased 

news and remove it from your feed and warn you of possible privacy breaches. Training 

and validating a deep learning neural network for news detection is really hard as the data 

is filled with opinions and no one can ever decide if the news is neutral or biased. 

 

 Self-driving Cars 

Deep Learning is also spreading fast to bring life to autonomous driving. To train the 

machines to learn and then test the results in a safe environment, a million sets of data are 

fed to a system to build a model. The Artificial Intelligence Labs for Uber at Pittsburg is 

not only working on making driverless cars popular but also integrating several smart 
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features such as food delivery options with the use of driverless cars. The major concern 

for autonomous car developers is handling unprecedented scenarios. A regular cycle of 

testing and implementation typical to deep learning algorithms is ensuring safe driving 

with more and more exposure to millions of scenarios. Data from cameras, sensors, geo-

mapping is helping to create concise and sophisticated models to navigate through traffic, 

identify paths, signage, pedestrian-only routes, and real-time elements like traffic volume 

and road blockages. MIT is currently trying to develop a new system that will allow 

autonomous cars to navigate without a map to handle roads beyond the small number of 

roads that tech companies have already mapped. However, this is challenging because it 

is much harder to reach the same accuracy and reliability as with detailed maps.  

 Natural Language Processing 

Understanding the complexities associated with language whether it is syntax, semantics, 

tonal nuances, expressions, or even sarcasm, is one of the difficult tasks for humans to 

learn. Regular training since birth and continuous exposure to different social settings 

help humans develop appropriate responses and a personalized form of expression to 

every scenario. Natural Language Processing (NLP) through Deep Learning is trying to 

achieve this by training machines to learn linguistic details and frame appropriate 

responses. The subsets in NLP where Deep Learning is gaining momentum are answering 

questions, language modelling, classifying text, twitter analysis. Before Machine 

Learning algorithms were used to build time-consuming complex models but now 

distributed representations, convolutional neural networks, recurrent and recursive neural 

networks, reinforcement learning, and memory augmenting strategies are helping achieve 

greater growth in NLP.  

 

 Virtual Assistants 

The most recognised application of deep learning is virtual assistants such as Alexa. The 

Virtual assistants learn more about your voice and accent when you interact with them. 

Virtual assistants use deep learning to know more about their subjects ranging from your 

most visited spots to your dine-out preferences to your favourite songs. They learn to 

understand your commands by evaluating natural human language to execute them. 

Another capability virtual assistants are showing is to translate your speech to text, make 

notes for you, and book appointments. Virtual assistants can do everything from running 

errands to auto-responding to your specific calls to coordinating tasks between you and 

your team members. Using deep learning applications such as text generation and 

document summarizations, virtual assistants can assist you in creating or sending 

appropriate email copy as well. 

 Language Translations  

One of the fascinating applications of Deep Learning includes the Image – Language 

translations. With the Google Translate app we can in real time automatically translate 

photographic images with text into language of your choice. All one needs to do is to 

hold the camera on top of the object and your phone runs a deep learning network to read 

the image, Optical Character Recognition takes place (i.e., convert it to text) and then 

translate it into a text in the preferred language. This is an extremely useful application in 

the current world where many languages are spoken from region to region and country to 
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country. With this application, languages will gradually stop being a barrier, allowing 

universal human communication.  

 Pixel Restoration 

In chemical photography, since the original film is analogue, the zooming in limited by 

the molecules on the photo film. Since molecules are very tiny, one can zoom deeply in a 

good quality chemical photo film. However, now, digital photography has replaced 

chemical photography due to other advantages. The side effect of this change is that 

zooming in is now limited by the digital pixels of original digital image. Deep learning is 

able to overcome this challenge by creating additional virtual pixels when one tries to 

zoom. The advantage of these deep learning based is that the zoom seems smooth to 

human eyes, while providing zoomed details. Companies like Google are working in this 

area. 

 Demographic Predictions 

Deep learning is able to identify makes & models of the cars it sees. At the same time, 

deep learning also has created correlation between types of cars owned by people of 

various income strata of society. Combining the two, companies like Google are able to 

make predictions of income levels of a particular location based on cars seen in that 

location.   

 Mass customisation and real time analytics in Entertainment 

Wimbledon 2018 used IBM Watson to analyse player’s emotions and expressions 

through hundreds of hours of footage to auto-generate highlights for telecast. This saved 

a lot of effort and cost. Due to Deep Learning, they were able to factor in audience 

response and match or player popularity to come up with a more accurate model, 

otherwise it would just have highlights of the most expressive or aggressive players.  

Netflix and Amazon are enhancing their deep learning capabilities to provide a 

personalized experience so that the viewers are recommended entertainment shows of 

their liking. To generate insights based on performance and popularity, VEVO has been 

using deep learning to create the advanced data services for not only personalized 

experiences for its users and subscribers, but also artists, companies, record labels, and 

internal business groups. Deep video analysis can save hours of manual effort required 

for audio/video sync and its testing, transcriptions, and tagging. Content editing and auto-

content creation are now possible due to Deep Learning. Deep Learning AI is also 

bringing new revolution in the filmmaking process as cameras learn to study human body 

language to imbibe in virtual characters. 

 

 Detecting Developmental delay in Children 

Children suffering from Speech disorders, autism, and developmental disorders can deny 

a good quality of life to them due to any of these problems. An early diagnosis and 

treatment of differently-abled children can allow them live a life without any problems in 

physical, mental, and emotional health. Therefore, one of the noblest applications of deep 

learning is in the early detection and course-correction of these problems associated with 

infants and children.  Researchers at the Computer Science and Artificial Intelligence 

Laboratory at MIT and Massachusetts General Hospital’s Institute of Health Professions 

have developed a computer system that can identify language and speech disorders even 
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before kindergarten when most of these cases traditionally start emerging. In this deep 

learning, disorders can be detected when combined with cofactors such as low birth 

weight, age, etc.  

 

CONCLUSION 

We humans have been using electronic computers for last seventy years now. They have had 

given us great benefits by automating Yes/no or 0/1 rules. Now, with deep learning, computers 

can help us solve problems which do not have clear cut Yes/no rules, for example face 

recognition has no set of yes/no rules that can be implemented. But deep learning can help us 

solve these types of problems with confidence and low cost. Human welfare will definitely 

improve significantly if we implement deep learning responsibly.  

A project using deep learning is to determine if a person is economically challenged based on the 

photographs of the condition of their house, so that the banks can identify how much loan to give 

to a person. I have done similar project in grade XI using machine learning and by manually 

tagging images of houses to estimated incomes of houseowners. This project can be expanded 

into deep learning so that society can benefit from it.  
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Fig.2 http://www.marktorr.com/deep-learning/ (Accessed May. 29, 2021) 
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Abstract 

The rise of nutritional genomics is ushering in a new era, where ordinary 

people can obtain detailed information about the makeup of their genes 

and therefore their ideal diet, which not only reduces significantly the 

chances of contracting allergy/diet related conditions, but also maximizes 

the health of the individual. A single letter change in the DNA of an 

individual could well dictate the types of food that suit you the best, and 

nutrigenomics can figure it all out for you. 

Keywords: nutrigenetics, nutrigenomics, personalized diets, 

bioinformatics 

 

 

INTRODUCTION 

Nutrigenomics (nutritional genomics) is “the study of nutrition and its relationship with the 

genome.” Post the culmination of the Human Genome Project in April 2003[1], research projects 

on the dynamic between the diet and the genome have grown exponentially in number. It was 

soon discovered that nutritional intake can both affect and be affected by the genome. This 

revelation has incited a flurry of endeavors to find out how and why. The body’s ability to take 

nutrition in, use it efficiently and burn energy in an effective manner varies a lot between people. 

Therefore, studying an individual’s DNAcan help create a personalized dietary plan.Although 

nutrigenomics can have remarkable effects in everyday life, very few people can claim to have 

benefitted from it, mainly due to a lack of awareness. In this paper, I look at the various effects 

and implications the DNA of an individual can have on their ideal diet. 

 

Theory 

The Human Genome in Numbers 

The human genome comprises of approximately 2.9 billion nucleotides, or 30,000 genes [2], a 

lot of which are involved in metabolic pathways, composed of simply four chemical units, the 

base pairs- Adenine, Thymine, Guanine, and Cytosine ( A,T,G and C). Though most genes do 

not directly cause complex diseases, they can enhance our receptiveness to them. The 21
st
 

century’s genomic revolution [1] facilitated the study of these genes, thus creating nutrigenomics 

as a field. 
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Personalized Nutrition 

Personalized nutrition and nutrigenomics are not the same thing. Personalized nutrition, which 

does not involve the consideration of specific genes, has been around for ages[3]- when we tailor 

a person’s nutritional intake to their preferences, nutrition, disease state, age, and sex, for 

example. The very act of omitting a particular fruit or vegetable from your diet due to personal 

preferences and/or allergic conditions can be termed personalized nutrition.When the 

personalized nutrition is gene-based, it can be termed nutritional genomics ( to reduce health 

problems and delay the onset of diseases). 

 

Nutrigenetic tests 

On their own, our genes do not dictate the state of our health. The newly-emerging science 

of epigenetics -“The study of how your behaviours and environment can cause changes that 

affect the way your genes work“-informs us how our biochemical environment decideswhich of 

our genes are turned on and which of them are turned off. Our modern diet, lifestyle and 

environment is actually responsible for the majority of all health problems, as opposed to our 

inherent genetic traits. Genetic profiles, together with functional testing[6],provide information 

that can raptly and concisely procure the finest ways to optimize your well-being. They could 

show patterns and behaviours that may result in health conditionsthat do not lessen in severity, in 

spite of following dietary and lifestyle advice that can be generally beneficial to most other 

people( A one-size-fits-all approach).Getting your genetic makeup tested is thus the first step to 

understanding what you can do to benefit and support your health, and is a very beneficiary 

process through the knowledge it can bestow you with, which may motivate you to change your 

lifestyle for the better. Nutrigenetics tests involve collecting DNA samples from individuals and 

analyzing it using complex bioinformatics tools in order gauge information, such as that 

mentioned in the following points about the individual: 

 

 Tendency for inflammation 

 Optimum methods of weight loss 

 The strength of your biochemical pathways, what you can do to enhance it and its effect on 

you. 

 Yourdetoxification capability for various toxins that you in everyday modern life. 

 your natural caffeine and lactose intolerance, and your body’s ability to create vitamin A 

from carotenoids like beta-carotene. 

 your ability to break down oestrogen, and therefore your risk for several diseases that are 

common to both men and women. 

 Antioxidant potential 

 how your genes have an effect on your mood normally and your overall ability to wear down 

stress. 

 risk factors for insulin resistance, obesity, addiction, cognitive decline, cardiovascular 

disease[5], osteoporosis, IBD (Inflammatory Bowel Disease such as Crohn’s disease and 

ulcerative colitis) 

 what types of functional tests you should take into account for preventative health measures. 
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Nutrigenomics vs Nutrigenetics  

 

 
Fig.1 

 

Figure 1 depicts the differences between nutrigenetics and nutrigenomics. The investigation of 

how food components dictate changes in gene expression profile or transcriptome is outlined as 

nutrigenomics, while nutrigenetics can be defined as the study of how genetic variations such as 

single nucleotide polymorphism (SNP)[4] among people affect their response to a specific food 

component. The two branches are often referred to as two different sides of the same coin – they 

face opposite directions, but are also joined together at the same time. 

 

Genes and Food Preferences 

The types of food that we enjoy and the ones that we don’t have been associated with our genes. 

Taste receptors like T2Rs and T1R[7]may partially influence preferences for bitter or sweet 

foods,which can lead to overeating sweet, sugar-rich foods, while variation in ankyrin-B 

gene[8]can induce fat cells to store glucose at a much higher rate than normal. 

A number of signals, such as blood sugar levels, the presence of certain nutrients, signals form 

the gastrointestinal tract (the brain-gut-microbiome axis is an imperative factor) and other 

sources all influence our desire to consume foods.Eating more or less than is necessary is often 

due to genetic factors that affect these signals. 

 

Questionnaire 

In lieu of an experiment, an online questionnaire (primary research) was conducted in an attempt 

to gather information about the public about nutrition and their diet. A total of 220 responses 

were collected over a period of two days, from which the results of the study were based on. The 

following questions were asked in the questionnaire : 
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1) Do you have any known food-related allergies? 

2) If yes, the reactions are : (severe/moderate/mild)  

3) Are you currently on a diet? 

4) If yes, how long have you been on a diet? 

5) If you have been on a diet for more than a month, would you say that it has been 

effective? 

6) Have you ever taken a nutrigenetics test? 

7) Last Question. Do you like pineapple on pizza? 

 

 RESULT 

 

1) 30.9% of respondents stated that they have food-related allergies. 

2) Of that 30.9 percent, 14.7% have severe reactions, 33.8% have moderate reactions, and the 

most, 51.5% have only mild reactions. 

3) 28.2% of all respondents state that they are on a diet. 

4) Of those on a diet, 

 

 16.1% have been on a diet for more than a year 

 24.2% have been on a diet for between 6 and 12 months 

 27.4% have been on a diet for between 1 and 6 months 

 27.4% have been on a diet for more than 2 weeks 

 3.23% have been on a diet for one week 

 1.61% have just started their diet 

 

5) Of those who have been on a diet for more than one month, 83.9% feel their diet has been 

effective, while 16.1% feel little to no change. 

6) Only 2.3% of all people questioned stated that they have taken a nutrigenetics test 

previously, 215 people out of 220 having never undergone one. 

7) Only 17.7% of all respondent stated that they like pineapple on pizza, while 40.9% of the 

82.2% that did not like pineapple in pizza felt very strongly about it, clicking the option 

“never in a million years” 
 

DISCUSSION 
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1) This question was asked to gauge the percentage of people who suffer from food-

related allergies. Roughly 31% do, indicating that approximately 1 in 3 people have a 

food-related allergy. Allergies can also be discovered through the use of bioinformatics, 

in nutrigenetic or genetic tests. 

 

 

 
 

 

 

2) Asked to find out the average severity of allergic reactions - 15% of all people with 

allergies have severe reactions, which is an alarming health condition that could be 

predicted through the use of nutrigenetic tests as well. 
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3) 28% of people asked stated that they are on a diet, this is an example of personalized 

nutrition. 

 

 

 
4) The majority of people who are on a diet have been dieting for between 2 weeks and 6 

months, while 17.5% have been dieting for over a year. This group of people have 

probably seen success in their diets, as seen in the next question, and have therefore 

decided to continue for a long period of time. A nutrigenetics test could inform people 

of a diet that they could follow in an optimum period of time, as well as the chances of 

a particular diet being successful 
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5) 84% of all respondents who are following a diet have stated that they feel their diet has 

been effective, which leaves 16% who felt it has made no difference. This could also 

have been  

 

6) Avoided with a nutrigenetic test, as a personalized optimum diet would have been 

recommended. The peoples who feel little to no difference are likely following a 

standard diet, which is not having an effect on their body due to the individual’s 

specific genes. 

 

 

 
7) Only 2.3% of all people asked had ever taken a nutrigenetics test, proving how little 

known the sciences of nutrigenomics and nutrigenetics are. With more awareness of the 

same, a greater percentage of people on a diet would have been able to claim that their 

diet has been effective, as well as figure out any possible allergies without triggering 

them first. 
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8) The last question had a humorous spin, but it was also asked for the purpose of gauging 

the wide variety of tastes of the public. A whole 82% of people stated that they do not 

like pineapple on pizza, with 41% of them vehemently dismissing the idea (“Never in a 

million years”) On the other hand, 18% of all respondents actually state that they like 

pineapple on pizza, which goes to show how far apart people’s tastes may be. Tastes 

like these have customized many people’s diets to include foods that they like, and 

exclude foods that they do not, and can also constitute a personalized diet. 

 

Conclusion 

All of this just goes to show how bioinformatics could impact everyday life in profound and 

meaningful manners, and its effects will soon become much more prominent once the 

technology spreads more and more awareness has been raised. Problems such as inefficient 

dieting, surprising allergies, and unexpected health conditions can stop being the plague that 

they currently are on society, as health and fitness become the norm. 
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Abstract 

Bioinformatics is an interdisciplinary field of biology and computer 

science concerning biological data and understanding its methods of 

collection, classification, storage and analysis. Large and complex data 

sets,revolving often around DNA and amino acid sequences, are viewed 

from computational point of view. Molecular biologists make use of 

bioinformatics when analysing various protein sequences, biomolecules 

and biologic systems, etc. There are several disciplines under 

bioinformatics that are raised as research and thesis issues and problems, 

but the most significant ones are the fusion of computer science and 

molecular biology. Due to production of huge amounts of biological data, 

bioinformatics has a high scope of setting trends in machine learning in 

future. 

Keywords: Bioinformatics ∙ Applications ∙ Research Challenges ∙ Future 
of bioinformatics ∙ Biological Data Set 

 

INTRODUCTION: 

Bioinformatics is an intriguing fusion of biology, computer science, information engineering, 

mathematics and statistics. It conceptualises around biological data and queries which are 

analysed and solved using mathematical and statistical techniques, software tools and particular 

algorithms. This idea of modelling of biological systems is the reason why bioinformatics is also 

termed as “computational biology”.Most often, the biological data that is input is the form of 

molecular biology that is macromolecular structures, genome sequences, and the results of 

genomic experiments. The computational techniques that are made use of, to resolve this data, 

include sequence and structural alignment, database design and data mining, macromolecular 

geometry, etc. In other words, the first and foremost aim of bioinformatics is to make use of 

machine learning and data science to solve and simplify the issues and challenges noticed in 

biological systems and processes. With constant generation of tremendous amounts of biological 

data, machine learning has made it easier to predict sequences of DNA and RNA strands, count 

the number of nucleotides in a single human genome, and several other complex tasks which 

seem nearly impossible to accomplish if meant to do manually.With rapid advancements in 

development of drugs, diagnostic tools and vaccines, bioinformatics is definitely set to make new 

trends in future encouraged by the introduction of Artificial Intelligence. 
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Artificial Intelligence is an approach of replicating how a human brain thinks, learns, decides and 

works when analysing complex data. The objective of this intelligence is to be able to 

successfully make a computer, or a robot, imitate a human’s way of reasoning, learning, 

problem-solving, perception and the ability to move and manipulate objects. AI in the field of 

Bioinformatics is a recently induced art and has already set a few recent trends. The two major 

categories of AI are 1) Machine Learning and 2) Deep Learning. With the use of these extensive 

and advanced learning, it is easier to analyse, process and categorise the huge amount of 

biological data to produce a logical conclusion, in a considerably less time. Several AI 

algorithms are generated which help in discovery of vaccines for diseases, silicon structure 

prediction for cancer (in silico), molecular dynamic simulations, design of active novel 

compounds for neurological disorders, and many more. These methods have shown a 

comprehensive impact on not just the present and future of bioinformatics, but also on 

biotechnology, pharmacology and medicine. The advanced algorithms of AI have helped in drug 

discovery and vaccine development for the increasing rate of mutations in microbes and viruses. 

AI also played a major role in the development of the Covid-19 vaccine. The in silico 

methodology was used to carry out a breakthrough on the corona virus’ biological sequence 

which later on helped in the development of diagnostic tool with the help of reverse transcription 

polymerase chain reaction (RT-PCR). This research paper focuses on how Artificial Intelligence 

(AI) was involved with Bioinformatics in the making of the Covid-19 vaccine. 

 

THEORY: 

6.3% of the people living in India have already been vaccinated for the deadly virus that has 

infiltrated the world since 2019 and 13.1% people across the globe. David Smith, an associate 

VP of virtual medicine at UMass Memorial Health Care explained that Artificial Intelligence can 

be used to study and learn about the mutating patterns of the virus in a more real time which will 

help to understand where the curve of the pandemic growth needs to curbed first and also the 

distribution logistics of the vaccine so that most people are vaccinated in the least time. Matthew 

Putman, an AI expert and CEO of Nanotronics, pointed out that with new types of variants 

gradually coming to light, it is difficult for humans to do reprogramming as quick as possible 

with the tremendous amount of data. Hence, artificial intelligence agents are brought in to deal 

with this to keep up with pace, which is required. With people being more open to AI, it has been 

used from diagnosis to drug development, from forecasting the disease's spread to monitoring 

and surveillance of the population. Using AI was vaccine rollout, Putman said that it will 

definitely come handy in the near future after the first round of dosing since the blueprints would 

have been created which will be useful for mass inoculation. Researchers can use Artificial 

Intelligence to grasp data about how the Covid-19 virus is mutating time to time and how 

effective each vaccine to be able refine vaccines regularly and develop new ones before complete 

development of additional strains.  
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RESULT: 

 

 
 

Fig 1. The pipeline of AI-based drug discovery and vaccine development for Covid-19 
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Several applications and techniques of Artificial Intelligence have been harnessed ever since the 

identification of the disease clusters, to monitoring of the cases, prediction of future outbreaks, 

diagnosis of Covid-19, lastly to drug discovery and vaccine development. AI was used to study 

the spread of the virus and develop early warning systems by extracting information from social 

media platforms, calls and news sites and provide useful information about the most likeable 

vulnerable regions. Using the approach of machine learning (ML), Bluedot was successful in 

tracking and giving a specific geographical location of the first Covid-19 outbreak. Then several 

mobile health applications had been created and introduced where a range of wearable devices 

including mobile phone and cameras were utilized to detect a possible occurrence of the corona 

virus by contact-tracing and efficient monitoring. Based on the data derived from monitoring the 

vital statistics and clinical parameters of a patient, AI techniques were used to obtain critical 

information which then helped in decision-making of prioritizing the need of the diagnostic tools 

like respiratory supports and ventilators. AI was employed to provide daily updates, store data 

and mark the trend analysis and chartthe course of treatment, thus giving an idea about the 

chances of recovery or the mortality in Covid-19.  

The approach of deep learning (DL) was harnessed to make a model named COVID-19 

Detection Neutral Network, which was helpful in differentiating between Covid-19 and the 

community-acquired pneumonia. The RT-PCR results of COVID-19 were predicted using AI-

based classifiers and the data was derived from the 16 simple parameters of complete blood 

profiles. The methodology of Vaxign reverse vaccinology was used to develop vaccines for the 

COVID-19. This machine learning platform depended on supervised classification models to 

create vaccine the fastest against a pathogen, something which the world has never witnessed 

before. Machine Learning was applied on identified genomic structures for fast and an accurate 

identification of SARS-CoV-2 genomes, which led to the first wave of Covid-19 in 2019.  

To sum it up, there are seven significant applications of Artificial Intelligence that were 

helpful in the Covid-19 pandemic. All these are used to detect the cluster of cases and where in 

the future will the virus affect the most, based on the data collected and analysed from the 

previous batch of data. 
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Fig 2. The seven significant applications of Artificial Intelligence (AI) used for  

COVID-19 pandemic 
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DISCUSSION: 

Covid-19 pandemic has become a global challenge affecting thousands of lives, healthcare 

centres and economy as well. As of lately, an average of 450 million samples were tested in 

India for the fight against corona virus, with an average of 410 million vaccines that were 

administered lately. With a spur in AI craze, AI techniques and tools have time and again helped 

on research of treatment rapidly analysing large volumes of research data. AI text and data 

mining tools can uncover the virus’ history, transmission, and diagnostics, management 

measures, and lessons from previous epidemics. Several institutions have employed the deep 

learning approach to analyse old drugs and discover new ones that might help in Covid-19 

treatment. Employing artificial neural networks and supervised learning methods has proven to 

be a vital game-changer when used for the purpose of virtual filtering and de novo design. AI 

technologies have proved to be a better alternative to infer epidemiological data at a faster rate 

than traditional methods of reporting health data. Dedicated platforms, news channels, social 

media trends study and analyse the real-time data on confirmed coronavirus cases, recoveries, 

and deaths, thus also making sure to find the origin of any false news of the same or rumours that 

might cause misunderstandings about the same, if any. Rapid diagnosis is harnessed to 

understand the spread of the disease at a rapid speed with the involvement of Artificial 

Intelligence. Population surveillance is being used to limit contagion in many countries and 

prevent the spread of the disease. Austria, China, Israel, Poland, Singapore and Korea have 

employed to using the Contact Tracing approach to make people aware of the approaching 

contact with the virus carriers and notify them immediately. Robots and drones are being 

positioned to be available for immediate help in the time of need in hospitals or healthcare 

centres for delivering food and medications, cleaning and sterilisation, aiding doctors and nurses, 

and performing deliveries of equipment. In general, Artificial Intelligence is the simulation of 

human intelligence that replicate human’s tasks at a quicker pace and in a more accurate manner. 

It can read CT scans and identify clusters of pneumonia virus and rapidly comb through 

thousands of chemical compounds to identify promising drug candidates.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     

Fig 3. Using Artificial Intelligence to help combat COVID-19 
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CONCLUSION: 

The four-pronged approach based on Detection, Prevention, Response and Recovery is 

guaranteed to help in getting rid of the Covid-19 virus. Due to its proficient way to replicate 

human intelligence, AI is in immediate need for handling the coronavirus and finding all possible 

ways to avoid its spread in real-time before it proceeds to bring a new Phase 3. It is urgent to 

update the progress in all fronts from surveillance and monitoring to prevention and treatment 

before the third outbreak. As the SARS-CoV-2 mutates yet again, it is extremely necessary to 

decrypt the molecular mechanism of this variant. In recent times, many coronaviruses are being 

speculated to most likely be found in animal reservoirs. As of now AI is way ahead of the human 

methodology in COVID-19 diagnosis and drug discovery and development. But before the 

situation worsens to the third phase, it is very important to bring in bigger datasets for AI model 

training to bring them to their full potential to be able to work efficiently for clinical and 

epidemiological data, computational resources, scalability, privacy and ethical concerns. 
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Abstract 

Telemedicine has been used in Indian health care earlier, however the 
COVID-19 pandemic has provided the nation an enormous opportunity to 
increase its access and coverage with an added dimension. It gives health-
care providers an opportunity to incorporate a telemedicine system to 
reduce doctor-patient physical contact and help in breaking the chain of 
transmission of infection and at the same time not neglecting the 
healthcare of patients. Various measures have been taken in India along 
with the guidelines provided by the Medical Council of India for the 
Registered Medical Practitioner (RMP). In this article, the literature 
pertinent to telemedicine with special reference to recently released 
practice guidelines were reviewed and summarised along with providing 
awareness about different types of telemedicine.  
Keywords: Telemedicine, COVID-19, E-health 

 

Introduction 

Today, in the 21st Century though the technological and scientific domain advancements are 
magnificent, the present Covid-19 pandemic situation has proved us incompetent in various 
fields. The losses impact not only physical health but mental health, the economy, and the overall 
existence of humanity. 
With India being the second-most populous country in the world with a population of 1.21 
billion, the challenges are manifold. Firstly, the disparate ratio of doctors to patients increases the 
challenges. In addition to this, 69% of the total population lives in rural parts, so adequate and 
equitable distribution of health services has always been a matter of high concern.Telemedicine 
is an important tool that uses information and communication technologies to combat 
geographical barriers and improve health care services. 
 

Overview of Telemedicine 

In 1970, a term coined as telemedicine, which literally means “healing at a distance” came into 
existence. Based on various studies of peer review, the World Health Organization adopted the 
following description: 
“The delivery of health care services, where distance is a critical factor, by all health care 
professionals using information and communication technologies for the exchange of valid 
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information for diagnosis, treatment, and prevention of disease and injuries, research and 
evaluation, and for the continuing education of health care providers, all in the interests of 
advancing the health of individuals and their communities.” 
Telemedicine claims its roots way back in the year 1959 when the first real-time video 
consultation by the doctors at the University of Nebraska used interactive telemedicine for 
neurological examination. Telemedicine also proved substantial in disaster management when 
NASA first used telemedicine services during the 1985 Mexico city earthquake in 1985 and the 
Soviet Armenian earthquake in 1988. 
Substantial milestone in public health management using telemedicine was the establishment of a 
space centrenamed Medical Informatics and Technology Applications Consortium at Yale 
University in the year 1997 by NASA. The advancement in technology resulted in the transfer of 
images, sharing of medical files including X-rays and scans, audio and video consultation made 
telemedicine an effective tool. 
 
Telemedicine can be classified into four types 

1On the basis of the timing of the information transmitted and people involved. 
a.Real-time telemedicine or synchronous: In this method, the individuals involved need to be 
simultaneously present for the transmission of information which can be either in the form of 
telephone calls or video conferencing.  
b.Store-and-forward telemedicine or asynchronous:  In this method, the exchange of pre-
recorded data between two or more people at different times takes place. It is an easier and 
simpler method as doctors can see the patient investigation sheets, USG or X-ray reports later at 
a convenient time. 
2 On the basis of mode of communication- 
a.Videosb.Audioc.Text-based   
3On the basis of the purpose of the consultation- 
a.First time consult- the patient may consult with the doctor for diagnosis and treatment 
b.Follow-up-Patient use the service for follow-up consultation on the ongoing treatment. 
4.On the basis of the individuals involved- 
A. Patient to Doctor.   B.  Caregiver to Doctor 
C.  Doctor to Doctor.   D. Health Worker to Doctor 
 
Application of telemedicine in the various sectors 

1.Tele-education: Telemedicine has great prospects for medical education. The incorporation of 
telemedicine can provide positive and promising results in comparison to the traditional 
educational approach. With the help of telecommunication technologies, distance learning is 
possible which allow students to contact real patients and qualified specialists resulting in better 
knowledge and improved clinical skills. Also, it is flexible and interactive too.  
 
2.Telehealthcare: One of the biggest challenges in rural healthcare is easy access to various 
health services. Telemedicine helps to solve these problems by providing medical services to the 
patient regardless of the location. The patient can be remotely examined about key vital signs 
and medical history; evaluated; diagnosed; and prescribed the drugs. It significantly reduces the 
need for unnecessary commuting to a place, saving time, money, and effort. 
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3.Disaster Management: Telemedicine can play a pivotal role in providing healthcare assistance 
to the victims of natural disasters such as earthquakes and tsunamis; and man-made disasters like 
wars and civil unrest among others. Telemedicine helps the victim to access medical services 
after any disaster. If communication links don’t work during a disaster, satellite connectivity and 
customized telemedicine software work well during that time. Likewise, telemedicine also 
provides opportunities to remote contact patients who are in the quarantine phase. The patient's 
condition like temperature and oxygen level can be monitored through smart devices which are 
wearable. This feature really helped prevent the situation from getting worse during the COVID 
19 pandemic worldwide. 
 
4.Tele-home health care: Telemedicine technology can be applied to provide health care for 
prison inmates, elderly people, or homebound patients with chronic illnesses. To monitor 
patients for twenty-four hours, a Computer Telephone Integrated (CTI) system is used to provide 
substantial readings and give immediate warnings in case of emergencies. So, the patient is 
monitored remotely from a central station rather than traveling to remote areas for routine check-
ups. Tele home care improves health care quality at reduced costs, and increased access to health 
care providers. It is less expensive, saves time, and efficient method. 
 
Telemedicine in India 

Telemedicine of India is growing  steadily as Indian Space Research Organization (ISRO), 
Department of Information Technology (DIT), Ministry of External Affairs, Ministry of Health 
and Family Welfare, along with the state governments are substantial in its development. 
Indian Space Research Organizationis the pioneer of telemedicine in India with a Telemedicine 
Pilot Project in 2001, linking Chennai's Apollo Hospital with the Apollo Rural Hospital. Over 
the past few years, Indian Space Research Organization telemedicine network has expanded to 
connect 45 remote and rural hospitals and 15 super-specialty hospitalshas been successful in 
covering the remote areas like the islands of Andaman and Nicobar and Lakshadweep, the hilly 
regions of Jammu and Kashmir, and some of the rural hospitals in other states also. 

In past few years, the Ministry of Health in the Government of India has taken up several 
projects  which has been substantial like Integrated Disease Surveillance Project and National 
Cancer Network,  National Rural Telemedicine Network, National Medical College Network, 
etc. Few major milestones in making telemedicine become the future for tomorrow, standard 
telemedicine practice guidelines by the DIT in the Government of India, and the setting up of a 
National Telemedicine Task Force by the Health Ministry play a substantial role. For placing 
Indian telemedicine in the global scenario, various initiatives by the External Affairs Ministry are 
beingnurtured like the Pan-African eNetwork project and the South Asian Association for 
Regional Co-operation Telemedicine Network Projects. 

Few success stories of telemedicine in India include oncology at Regional Cancer Centre, 
Trivandrum; mammography services at Sri Ganga Ram Hospital, Delhi; and many more. Even 
during the Maha Kumbha Melas, the Government of Uttar Pradesh practices telemedicine 
through Mobile Telemedicine system vans equipped with videoconferencing systems enabling 
doctors in remote places to connect to any of the telemedicine-enabled medical hospitals for 
expert opinion. Even a few private sector organisations likeApollo Telemedicine Enterprises, 
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Asia Heart Foundation, Amrita Institute of Medical Sciences, and Aravind Eye Care along with 
the support of central and state governments are playing a pivotal role in making telemedicine a 
reality in India. 

At present many gadgets like mobile phones, cameras, and wearable biosensors for 
clinical information are in use. Many useful telemedicine applications like Practo 
(https://www.practo.com/health-app),mfine (https://www.mfine.co/), and DocsApp 
(https://www.docsapp.in/), among others, are being tried to have a patient-specialist interface for 
smooth access and sharing of clinical information. Although, telemedicine has so much potential 
still it hasn’t received an overwhelming response from the people because of various reasons 
including lack of awareness and acceptance of new technology among the main reasons. 
 
Telemedicine in India during COVID -19 Pandemic 

The entire world is at a standstill with the current situation of Coronavirus disease (COVID-19) 
and humanity is facing a novel viral pandemic. Despite all the advancements made by humans in 
various sectors, battling this deadly virus still seems challenging in many ways. However, the 
primary challenge is to contain the contamination from spreading along with adequate healthcare 
facilities being provided to the infected people. 

Numerous nations, including India, have been following various measures like social 
distancing and wearing of masks to contain the spread of infection. Even the lockdown has 
helped to delay the spread of infection and given ample amount of time to deal with the current 
emergent situation. But, at the same time the lockdown also brought about an enormous loss of 
livelihood. So, though with the lockdown security can be taken care of, but it puts at risk the 
livelihood and security of millions of people of the country. Along with this, the population size 
and inadequate infrastructure also pose the biggest challenges to cope with the situation.  
In this pandemic, fast progression in innovation will help in accomplishing the objective of 
providing accessible, cost-effective, and quality health service. And so, in the wake of the 
COVID-19 outbreak, telemedicine holds the answers to many of the problems. Technology 
should be the heart of the stimulus plan and telemedicine can act like a frontline weapon to deal 
with the current pandemic situation. 

Telemedicine is the future of healthcare and its efficacy in the present situation is the 
proof of its impact.  It is expected that by the year 2025, the telemedicine market in India is 
expected to reach $5.4 billion. To strengthen the "Make in India" initiative in the health sector, 
we must use information technology-related tools. Along with it, the Ayushman Bharat Scheme 
launched by the Indian government is empowering telemedicine to a great extent for the 
advancement of the health sector in the country.  

 
Telemedicine is definitely a promising tool providing benefits to health care professionals as 
well as patients. 
•As telemedicine consultation is possible from any part of the world, it provides a tremendous 
opportunity for health care professionals to be connected to the patient regardless of where the 
patient is located. Thus, it is cost-effective, saves time, and provides prompt professional access 
to the patient in need. 
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•With the ongoing situation of COVID-19 and following social distancing norms, telemedicine 
proves to be an answer to various problems and situations. It is a safe and effective alternative to 
in-person care. 
•Telemedicine can be effectively used for patients with various chronic diseases like 
hypertension, diabetes, and old-age complications that need to be constantly monitored with their 
medical conditions as they are more susceptible to COVID-19. 
•Telemedicine can be used for providing useful information and making the patient as well as 
other family members aware of the contagious disease and its precautionary measures. 
•Telemedicine can also provide psychological support during these times when patients are 
confined to their homes and coping with the disease can bring a lot of trauma to the patient as 
well as family members. 
•With the current pandemic situation while being home quarantined, the patient can be 
monitored round the clock, thereby reducing the exposure of the patient, and at the same time 
hospital footfalls can be reduced to a great extent, and only the patients with critical conditions 
can be hospitalized. Especially in India with its over exploding population, one of the reasons for 
the situation not turning into a horrible state and out of control is the gift of telemedicine. 

Realizing telemedicine’s potential in healthcare delivery, the Board of Governors of 
Medical Council of India (MCI) on 25 March 2020 along with the partnership with NITI Aayog 
has adopted the “Telemedicine Practice Guidelines” which includesits principles and a practical 
framework of telemedicine.  
 
The guidelines proposed by the Medical Council of India 2020 

a. Scope- These guidelines are designed to act as a tool to enhance healthcare services to a great 
extent. These guidelines are specifically designed for the Registered Medical Practitioner (RMP) 
under the Indian Medical Council Act (IMC) 1956. It provides the standards and norms for the 
RMP to consult patients through telemedicine, and information on all channels of 
communication with the patient like audio, video, or text messages. 
b. Guidelines having few exclusions : 
•No provision for consultation of the patient outside the jurisdiction of India 
•Any specification details for hardware and software, infrastructure building, and maintenance. 
•Usage of digital technology to perform any surgical procedure remotely 
c.Online course of the practice of telemedicine: In order to make the RMP familiar with the 
process along with the limitations of telemedicine practice- 
•An online program to be developed 
•All registered RMPs need to complete a mandatory online course within three years of its 
notification to provide consultation via telemedicine 
•Qualifying the course as prescribed will be essential prior to starting practicing telemedicine. 
d.Telemedicine application 
•Tools  are the backbone of telemedicine and are used extensively  in telemedicine for carrying 
outpatient consultation e.g. telephones, videos, internet, devices connected over LAN, WAN or 
mobile phones, chat platforms include WhatsApp, Facebook, etc. or Internet-based platform like 
skype, email or fax, etc. 
•Telemedicine application can be classified into four types- mode of communication, timing of 
the information, purpose of communication and interaction between the individuals 
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e. Seven elements necessary for any telemedicine consultation- 
1. Context – 
•The RMP should use their judgment to decide whether a telemedicine consultation or an in-
person consultation is needed  
•The RMP shall follow the same standard of care within the intrinsic limits of telemedicine like 
an in-person consultation. 
2Identification of RMP and Patient – 
•Patient and the RMP should not be anonymous. 
•The patient's details, registered ID, and the RMP credentials and contact details should be 
known to each other. 
•The RMP in order to issue a prescription.should know the age of the patient and can seek age 
proof. 
•The RMP needs to disclose his name and qualifications before the beginning of the consultation. 
•The RMP shall display State Medical Council registration numbers on prescriptions, websites, 
or other modes of communication. 
3Mode of Communication – 
•In order to deliver proper care multiple options of technologies can be used to deliver 
telemedicine consultation. 
•Primary modes of communication can be video, audio, or text. 
•Based on the situation necessity, the RMP can use professional judgment to decide the best 
technology to use to diagnose and treat the patient. 
4Consent – 
•For any telemedicine consultation patient consent is necessary. 
•The consent is implied if the patient initiates the telemedicine consultation. 
•If a health worker or a caregiver initiates a telemedicine consultation, explicit patient consent is 
necessary. 
•Patient consent can be in the form of email, text, or audio and the RMP must record it in the 
patient record. 
 
5Type of Consultation – 
•First consult-it means, the patient is consulting with the RMP for the first time, or more than six 
months have elapsed since the previous consultation or the patient has consulted for a different 
health condition earlier. 
•Follow up-it means the patient is consulting with the same RMP for the same health condition. 
However, if the RMP doesn’t recall the context of previous health treatment or some new 
symptoms which are not in the spectrum of the same health condition, then it will not be 
considered as a follow-up. 
6Patient Evaluation –The RMP before making any professional judgment should collect all the 
required medical information about the patient. 
•The RMP should gather patient information in the form of investigation reports, history, 
examination findings, etc. to reach a proper judgment. 
•The RMP can collect the information with the healthcare worker or provider by technology-
based tools. 
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•If the RMP feels the information provide is inadequate, then he can request additional 
information from the patient. 
•Depending upon the necessity, the RMP shall recommend video consultation or examination by 
another RMP or whether In-person consultation. 
•The information required by one RMP may vary from another based on professional 
experiences and for different medical conditions 
•The RMP shall keep a patient record in the form of case history, images, investigation reports, 
etc as appropriate. 
7Patient Management 
•Based on the RMP professional judgment, he can  provide health education or provide 
counselling or can prescribe medicines 
•The RMP can impart health education which could be related to diet, physical exercise, hygiene 
practices or contagious infections, etc. 
•The RMP can counsel patients with specific advice related to food restrictions, do’s and don’ts 
for a patient or physiotherapy, etc. 
•The RMP may prescribe medicine via telemedicine only when RMP is satisfied with the amount 
of information gathered about the patient. It will be considered professional misconduct if the 
RMP prescribes medicine without an appropriate diagnosis. 
•Few specific restrictions for prescribing medicines- 
List O: Those medicines which are safe to be prescribed through any mode of teleconsultation 
like paracetamol, cough syrup, ORS solution, etc. 
List A: those medicines which can be prescribed during the first consult which is a video 
consultation and are relatively safe medicine with low potential. 
List B: those medicines which RMP prescribes during in-person consultation for the same 
medical condition, can be prescribed who are undergoing follow-up consultation. 
Prohibited list: those medicines which have a high potential of abuse and could harm the patient 
or society at large or the medicines listed in Schedule X OF Drug and Cosmetic Act or any 
Narcotic and Psychotropic substance listed in the Narcotic Drugs and Psychotropic Substances, 
Act, 1985. 
f.  General Duties and responsibilities of an RMP- 
•Protecting patient privacy and confidentiality as per IMC ACT and binding by the principles of 
medical ethics is required. 
•All RMPs would be required to abide by IMC Regulations 2002 and with relevant provisions of 
the IT Act. 
•All RMP should make sure to take utmost care for patient privacy and confidentiality. 
•All actions of RMP which violate the patient care or privacy and confidentiality are not 
permissible, for example, misusing patient image and data, uploading an explicit picture of the 
patient on social media, etc. 
•Penalties for the RMP are as per IMC Act, ethics, and other prevailing laws. 
g. Documentation of consultation- 
•Record of telemedicine interactions 
•Patients reports, images, investigation reports, etc 
•Prescription records to be maintained. 
h. Telemedicine consultation fees- 
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•The treatment given to it is the same way as in-person consultation. 
•Patient should be provided with the receipt for the charged consultation. 
 
Barriers in telemedicine 

1.Patient privacy and confidentiality-In comparison to face to face consultation, telemedicine 
faces a high risk in terms of privacy and security. No platform is completely safe from hackers, 
several laws should need to be well in place in order to build trust between the providers and 
patients in terms of privacy and confidentiality being maintained. 
2.Data accuracy and misdiagnosis- the internet bandwidth affects the validity and reliability 
which can impact the health care practitioner making decisions and recommendations based on 
potentially inaccurate data. 
3.Medical liability-simply applying existing principles of malpractice liability is not enough, 
special attention should be given to prevent errors, breaches of privacy, or technology failures. 
4.Reimbursement- a proper process needs to be developed for the reimbursement provided by the 
health-care providers through telemedicine. 
5.Technical requirements-for successful implementation of any telemedicine program require 
secure, high internet connection and software to be functional. 
6.Training- in order to have a proper system of telemedicine to function, proper training to the 
support staff is required along with technical skills needed to set up and use equipment, 
professional knowledge, and professional development, etc. 
7. Fear of change- resistance is seen amongst the health care providers as well as the patients. 
Patients mostly feel that face-to-face meetings and consulting the health care providers is more 
reliable. Even the health care providers doubt the quality of images and fear misdiagnosis. 
8.Poor infrastructure and lack of facilities- despite various efforts to make telemedicine an 
effective way, the reality is that rural parts are still lacking in the basic facilities and proper 
infrastructure needed for the proper functioning of telemedicine. 
 
Conclusion 

Telemedicine seems essentially an effective and versatile product of the twenty-first century and 
has the potential to change the scenario of healthcare. It was anticipated that telemedicine will 
significantly change the healthcare service delivery from hospitals to homes. Though, due to 
various reasons telemedicine could not reach its true potential due to a lack of awareness and 
acceptance of new technology both by the public and by the processionals. Now, with the current 
pandemic situation telemedicine will continue to grow and be adopted by more healthcare 
practitioners and patients soon. Telemedicine applications are surely bringing the world closer, 
and distance no longer seems to be a barrier to the attainment of quality health care. 
Governments are taking a keen interest in developing telemedicine guidelines resulting in a slow 
and steady increase in its utilization in public health services. 
Telemedicine cannot answer all problems and at the same time has its own limitations and 
barriers in terms of in-person consultation or emergency medical situations. Still, telemedicine 
has contributed to a great extent during the current pandemic of COVID-19 and with its wider 
acceptance and implementation due to its ease and availability will attain its true potential in the 
years to come. 
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Abstract 

Many scientists have researched day and night to prove that Parkinson’s 

disease is a hereditary disease but have been unsuccessful. However, there 

are many different forms that have shown Parkinson’s disease to be 

established in patients with relatively rare type of Parkinson’s; this is the 

monogenic form of Parkinson’s disease. This research paper covers the 

main genes that affect Parkinson’s disease, why and how gene mutations 

affect Parkinson’s and statistics related to the same.Familial Parkinsonism 

has been seen to be established when there are certain mutations in 5 

specific genes that are taken into consideration in this research paper. 

Those 5 include SNCA, PARK2, DJ-1/PARK7, PINK1, LAARK2. 

However, functions of these genes and their mutations leading to 

Parkinson still remain to be fully elucidated. 

Keywords:SNCA, PARK2, DJ-1/PARK7, PINK1, LAARK2, Mutation, 

Hereditary. 

 

 

INTRODUCTION 

The domain that this research paper comes under is “Bioinformatics and scientific 

computing”.Bioinformatics aims to include representing data, communication of data, and in the 

end processing of data. Analysis can be done by the use of informatics. Bioinformatics together 

means studying and representing the biological analytical data to give the required output. This 

research paper is aims to understand the current scenario based on Parkinson’s disease and its 

relation with genetics; Investigations that have taken place for the same have also been taken into 

consideration. Parkinson’s disease is one of themost common diseases which includes nerves and 

neurons just after Alzheimer’s disease. Parkinson’s disease is a brain disorder that makes the 

body vibrate or shake in its own way without any control of the human being. Basically, the 

body now becomes involuntary in movement. The causes for this disease are when the neurons 

in the brain that control movement gets impaired or die. This results in dopamine reduction 

which intake causes all types of moving disorders. Moreover, the nerve endings that produce 

norepinephrine (a chemical messenger) are also lost. 
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Theory 

When considering Parkinson’s diseaseit’s necessary to talk about Gene mutations. Firstly, 

Mutations are sudden changes in any genetic material of an organism or living being. When 

mutations are taken into consideration; Specific DNA bases are changed and are affected. 

Mutations are subjective and can have extensively different consequences based on what gene is 

affected when and where. This can also be caused by several environmental factors; examples 

include radiation or extreme weather conditions. Seeing whether Parkinson’s disease is heritable; 

mutations have to studied to be passed on to the next offspring. Sometimes some mutations can 

only affect the next generation or the next individual that carries them. However, some mutations 

can affect all the offspringthat are mated by the carrier. Carriers are those individuals that are 

capable and vulnerable to pass a mutation or a genetic mutation to the next generation. They can 

carry gene mutations of diseases that may or may not show symptoms. These are usually those 

who show recessive traits. So what is recessive and what does apply to?  

There are alleles in all our bodies that are alternative forms of genes that can either form from 

mutations or are naturally affected. Alleles can also be called gene variants that pass a trait to the 

next generation. Alleles are made of two types recessive and dominant. The allele that shows and 

has an effect on the hybrid or heterozygous organism is said to be Dominant and on the other 

hand, the allele which has no effect is said to be Recessive. The extensively varied alleles contain 

varied sequences of bases. This is aroused from mutation.  

Mutations can also cause a change in the number of whole chromosomes. The broad gene 

mutations can affect or change sequences of bases in three different types; which are base 

substitution, base addition, and base deletion. Base substitution as the name suggests; is when 

one base is replaced by another base. Base addition is when one base or more bases are added to 

the sequence. Finally, Base deletion is when one or more bases are deleted from the sequence. 

Each gene that codes for Parkinson’s disease when gets mutated; goes through one of the three 

processes mentioned of base editing. When Parkinson’s disease is considered to be hereditary it 

is usually from one parent and is known as autosomal dominant. This means that whenever only 

one part of the gene is altered the parent is a carrier to the next generation causing a vulnerability 

of Parkinson’s disease. 

The first gene that is involved and gets depleted in Parkinson’s disease is the SNCA gene. The 

SNCA gene supplies adequate commands in need of the creation of a small protein that is known 

as alpha-synuclein. At the ends of neurons there are small, tiny gaps called synapse or the 

synaptic cleft. At the ends or the tips of these neurons are small specific structures called 

presynaptic terminals. This is where alpha-synuclein protein is found in abundance. In the gaps 

between the neurons (synapse); the body releases neurotransmitters in small vesicles. The role of 

alpha-synuclein is that it maintains regulation and a good amount of synaptic vesicles in these 

gaps. As mentioned earlier that Dopamine depletion plays an important role in Parkinson’s 

disease. What can be the relation between Dopamine and SNCA gene?  

The vesicles in the synapse have a specific amount of Dopamine intending to maintain and 

function the passing of neurotransmitters. The alpha-synuclein protein has a function in the 

genesis (formation or creation) of the dopamine vesicle. Therefore when there is a mutation in 

the SNCA gene which is located on the fourth chromosome on the human genome; there is a 

depletion or shift in levels of alpha-synuclein. Intake affecting dopamine levels and making the 

human being more vulnerable to Parkinson’s disease. This mutation can be base substitution 
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which is a missense mutation. When more than one allele inhabits a specific gene’s, location 

restricted to a specific population it is known as gene polymorphism. There is a particular single-

nucleotide polymorphism in the SNCA gene that can lead to specific and particular mutations 

which in intake leads to vulnerability of Parkinson’s disease. This development of Parkinson’s 

disease can either be autosomal recessive or by the risk of specific dominant mutations.  

After looking at mutations and the first gene of Parkinson’s disease; the effects of mutations on 

random genes should also be looked at. Mutations are particularly random and can happen in any 

given situation given the circumstances. Sometimes one specific mutation can have an enormous 

effect; However, sometimes many mutations can sum up to a big transformation which each 

hassmall effects. The more the bases of the gene are affected the more the chance of each being 

mutated.  This intake causes a larger probability of damage to one’s genes. This same applies to 

Parkinson’s disease. There is something known as distributions of mutational effects that show 

how many mutations occur in a given amount of population. Scientists use that to calculate the 

probability for the same. 

The second and one of the most important gene is the PARK2 which helps in the creation and 

formation of the Parkin protein. This is a particular protein that helps in the recycling of other 

proteins. As mentioned earlier the autosomal recessive disorder of Parkinson’s disease can also 

be caused by gene mutations. This form of Parkinson’s disease which includes autosomal 

recessive can be caused by what is called as germline mutation on the PARK2 gene. Germline 

mutation, basically when mutations occur on the germ cells. These are the cells in humans which 

can be passed onto the next generation. There are two germ cells sperm and ovule. When 

mutations occur on these they are called germline mutations. For example there is cancer caused 

by germline mutation which is known as hereditary cancer.  

When PARK2 gene gets mutated it can cause a rapid decrease in the dopaminergic neurons in a 

certain part of the brain called the substantia nigra. Dopaminergic neurons are those same 

neurons or neurotransmitters that contain or make dopamine. Substantia nigra is a part in the 

midbrain posterior which has two fixed segments. One of which is very important in containing 

dopaminergic neurons called the pars compacta. Basically, when PARK2 gets mutated it results 

in loss of Dopamine in this certain part of the brain. As discussed before intake this would result 

in an early onset of Parkinson’s disease. The gene is located on the Chromosome 6q26 which is 

also responsible for cancer and can make the body vulnerable. When the gene PARK2 gets 

mutated to cause Parkinson’s disease it disturbs of shifts the ubiquitin-proteasome enhancing 

system of the body, this makes the body vulnerable to accumulate unnecessary proteins and 

cause disruptions.  

Dopamine has been mentioned many times in this research paper and is an important factor in 

Parkinson’s disease. The other name of Dopamine is hydroxytyramine, it is organic compound 

formed by involvement of a nitrogen group. Dopamine is the forerunner of the hormone 

norepinephrine. When nerve impulses are inhibited for transmission in certain parts for the brain 

such as the substantia nigra and basal ganglia; the dopamine now functions as a neurotransmitter. 

As mentioned before when there is a decrease in dopamine in the substantia nigra which intake 

leads to cellular death it causes Parkinson’s disease. Norepinephrine which is released at the end 

of sympathetic nerve fibers; it has the function that helps to increase the muscle contraction of 

the skeletal which is therefore directly linked to Parkinson’s disease.  
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The next gene that affects Parkinson’s disease is the PARK7 gene or DJ-1 gene. DJ-1 protein 

reacts to oxidative stress conditions in the body when proteins need to be regulated in redox 

reactions. The body needs molecular chaperones. Briefly, the proteins helps in protecting cells 

from oxidative stress. What is this oxidative stress? When free radicals which are any molecules 

of oxygen that have uneven number of electrons which makes easily react with other molecules 

this causes oxidative stress. Moreover, DJ-1 helps in binding of proteins in 3-dimensional shape 

and can also help in refolding of damaged proteins. PARK7 gene mutations make the DJ-1 

protein very small and ineffective; This can also change how the amino acid functions disrupting 

the making of the protein.  

DJ-1 causes early onset of Parkinson’s disease when it has just started at a tender age. The gene 

if found on chromosome 1p36. DJ-1 is also very important in homeostasis of mitochondrial 

calcium and regulation as well as protection of the mitochondrial structure. DJ-1 is very small of 

only about 20 amino acids and therefore when a change is occurred in such a small structure is 

causes a lot of harm to the body. An amino acid that makes two disulfide bonds when it pairs 

with itself it cysteine and DJ-1 needs perfect, conserved activity of this amino acid for all its 

function. Oxidation of this specific cysteine amino acid occurs in oxidation stress conditions. In 

all DJ-1 also has many cytoprotective functions that can be proven from the same.  

Another gene that’s directly linked to the control of the mitochondria and therefore has some 

relation with DJ-1 or PARK2 is PINK1. A kinase is a certain enzyme that specifically transfers 

phosphate groups to substrates. PINIK1 as all the other Parkinson’s genes supplies specific 

commands to genesis or making of a protein known as PTEN which is a putative kinase 1. PTEN 

is a protein which is almost found everywhere in the body inside the cells in the mitochondria. 

Mitochondria is a cell organelle that help providing energy to all the biochemical reactions that 

are within the cell. During cellular stress for example oxidation stress the PTEN protein is said to 

help the mitochondria. PTEN is phosphate and tension which can be really vulnerable in cancer 

is known to be mutated during the same. Among Parkinson’s disease PTEN decrease or 

insufficiency causes severe mitochondrial abnormalities.  

 There are two specific regions of the PTEN protein: The first region is called the mitochondrial 

targeting motif. The second region is known as kinase domain. The mitochondrial targeting 

motif helps in being the target address for the PTEN protein; it helps it reach the mitochondria 

and ensures the delivery of the protein. The kinase domain aids the functions of the protein for 

example it helps in its protective functions of the protein. PINK1 gene mutations causes a drastic 

change in this kinase domain causing the proteins protective functions. Moreover, if mutations 

are caused on the mitochondrial targeting motif same would happen to the delivery of the protein 

to the mitochondria. Therefore when cells are stressed the mitochondria cant do anything except 

because of the mutations on PINK1 gene. This causes many cells in the brain and the muscles to 

be affected and in the end many nerve cells are also affected causing Parkinson’s disease.  

The next gene is the LRRK2; leucine-rich repeat kinase 2. LRRK2 is also a protein like many of 

the genes that affect Parkinson’s disease are proteins. There was Alpha-synuclein mentioned 

before in this research paper and that is again linked to the LRRK2. This gene also give 

commands on the genesis or making of the protein dardarin. Some parts of the dardarin protein is 

associated with leucine-rich regions which help in interactions of proteins with other proteins for 

example assembling of amino acids or signal transmission over all the proteins together. 

Dardarin is known for its kinase activity which specifically helps the phosphate group to transfer 
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to amino acids from the ATP generating energy molecule. LRRK2 is certainly associated with 

the late-onset of Parkinson’s disease and its mutations are studied extensively.  

Mutations that occur in the LARRK2 affect the specific amino acids that are replaced by these 

mutations and therefore affect the analogy and structure of the protein dardarin. Certain 

mutations that replace amino acids can cause severe damages. For example there is a mutation 

which replaces the amino acid arginine with amino acid glycine which is a very common form of 

Parkinson’s disease that is specifically originated from the Basque region that is located between 

Spain and France. Around 7% of the world population show that LRRK2 gene casues familial 

Parkinson’s disease and is directly affected to it. There is also proof of sporadic Parkinson’s 

disease by mutations of the LARRK2. In the protein coding of the exons of the gene LARRk2 at 

least 128 mutations have found to be occurred which majority of all are said to be base 

substitutions.  

 

DISCUSSION 

The main genes that affect Parkinson’s disease have been discussed. Investigations and 

analytical data of the same has to be discussed and the theory relating to that will also be 

discussed further in the research paper. The age places an important factor in a person being 

diagnosed with Parkinson’s disease. The risk of getting the disease increase with age. 

Considering any disease crude prevalence rate (CPR) is taken into account which is basically the 

new cases per 100,000 of population which gives an approximate number for the new cases. For 

example if we take 100,000 people. Only 41 of them will get diagnosed with Parkinson’s disease 

in their fourth decade of their life which is in their 40s. However, there will be more than 1900 

people out of those 100,000 getting diagnosed with Parkinson’s disease. Only about 4 percent of 

people get diagnosed before the age of 50 which shows its relevance with age and how age plays 

an important factor in it. Moreover, as the statistics show men are 1.5 times more likely to get 

diagnosed with Parkinson’s disease then women. Statistics show that about 7-10 million people 

worldwide are currently diagnosed with Parkinson’s disease. 

America has seen many Parkinson’s disease cases overtime and still many are diagnosed with the 

same. Each year there are approximately 60000 cases of Parkinson’s disease that are diagnosed 

in America. Currently about a million people in the US are said to be living with Parkinson’s 

disease, this is said to rise to about 1.2 million by 2030. America has taken up a project called the 

Parkinson’s prevalence project which ensures resources for each and every citizen having 

Parkinson’s disease. A countries government needs to have data and accurate statistics to know 

where each Parkinson’s disease patient lives, how many people have the disease and what are the 

required resources needed for the same. This ensures equality between all Parkinson’s disease 

patients. There are two important words that need to be addressed when talking about the same. 

These are incidence and prevalence. Incidence is basically how many new cases are diagnosed in 

a given amount of time; this is almost always taken over a year. However, prevalence is not only 

knowing how many individuals have the disease but also obtaining a measurement of all the 

individuals.   

In our country India; which has the second highest population in the whole world showed a low 

crude prevalence rate of about only 53 out of 100000 population getting diagnosed with 

Parkinson’s disease. However, in the city of Bangalore; it was seen that the rate was three times 

in rural areas as compared to urban areas. The CPR of only the city was 41 in rural areas but it 
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was only 14 in the urban areas.  If we look at the statistics of a specific community in India. The 

Parsis; we see that it has an CPR of 328 which is higher than most developing countries and 

developed countries. Age specific CPR for Parkinson’s disease go upto 247 above the age of 60 

for the generic population. Most sex related CPR studies showed men were more prone to get 

diagnosed with Parkinson’s disease than women. This had an exception of eastern India which 

showed women were more commonly affected then men in that region. In India mostly the 

prevalence rate of Parkinson’s disease is very low.  

If United Kingdom is taken into consideration, every hour one patient is diagnosed with 

Parkinson’s disease. By 2025 the expected prevalence is said to rise by 18% and by 2065 they 

are said to be almost doubled. The prevalence for idiopathic Parkinson’s disease is 

approximately 128 in the London only; making it one of the highest in the world.  Seeing about 

10-20% community patients go undiagnosed the idiopathic Parkinson’s disease is 200 for every 

100000. As discussed before in the document as the age increase the risk of Parkinson’s disease 

increases even more. Therefore in the UK people above the age of 70 have the prevalence of 

1500-2000 in every 100000 which is massive. The crude prevalence is about 193 in total of only 

the city London. If we take the whole UK its about 500 people; there are about 127000 people 

with the disease currently living over there.  

Dr. Rajendra Jhanwar. With MBBS, MD-General Medicine, DM-Neurology. Having experience 

of 16 years; he is one of Mumbai’s top-rated neurologist. He sees patients with severe headache, 

migraines, epilepsy vertigo, Parkinson’s disease, dementia, memory loss etc. Established in the 

year 2014, he performs nerve conduction study, electromyography tests and special tests 

regarding Parkinson’s disease. I took an interview of him to know more about Parkinson’s 

disease and his say on it.  

There were a total of 15 questions asked and the interview went as follows: 

I am writing a research paper on investigation in the link between genetics and Parkinson’s 

disease. This is a project for MISA competition. The domain that covers this is Bioinformatics 

and scientific computing therefore statistics is something that we are looking at. These are the 

survey questions for Dr. Rajendra Jhanwar, questioned orally by Mohammad Petiwala. Writer of 

this research paper and orally answered by the doctor:  

 

1. Since how long have you been practicing as a Neurosurgeon? 

I have been in this field for quite sometime meeting different patients almost half of my life. I 

have a total experience of 16 years with 15 years as a specialist where I could treat them on 

my own.  

2. In these many years approximately how many Parkinson’s disease patients have you met and 

treated? 

It’s hard to say there were so many patients I have met that I myself have left track of the 

same. I have treated Parkinson’s disease for a long time seeing people from all age groups 

having the disease. I would say about 5000 plus or minus 500 patients are approximately the 

number of Parkinson’s patients I have met and treated.  

3. Do you think it’s a common neurodegenerative disease among Indians? 

Yes absolutely, If I have only seen 5000 patients then its one of the most common 

neurodegenerative disease in India. Just think how many neurologists are in India and if each 
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might have approximately seen 5000 patients then this disease is very common. However, I 

might say the therapy is difficult and patients need a lot of attention.  

4. Which age group have the majority of people affected by this disease? 

By the fourth decade of ones life; A person starts being more prone to the disease and as the 

age increases the crude prevalence rate and number of people having the disease also 

increases. If you tell me to give a range then it would be 55-70 years. That will be the range 

that I have seen maximum patients from. 

5. Therefore which age group gets treated to the highest extent? 

I would say this question is too subjective to the patient and truly what’s the will power of 

the patient. However, yes I would say that if its diagnosed at a later stage in the life then it’s 

tougher to treat it fully. Therefore I would say if a patient is diagnosed in his/her 50s then the 

treating extent is the highest.  

6. What are the different stages of this disease? 

I would simply say Mild moderate and very advanced.  

7. Is treatment possible for all these stages? 

Absolutely, if the patient has the will power then yes treatment is possible.  

8. What are the most common treatments, and which ones do you prefer? 

Dopamine agonists is one of the most common treatments as its drug based and easier to 

perform on the patient. Many doctors prefer it as they don’t have to put a lot of effort and 

have to wait for the drug to do its work.However, I prefer the Syndopa Plus tablet treatment 

which comprises of Levodopa and Carbidopa. 

9. What has been your experience with the trauma of this disease?  

Very severe as it affects the patient physically, emotionally and financially. 

10. Are there any demographics specifically more vulnerable to this disease? 

Debatable question but according to me no there are no demographics more vulnerable.  

11. Is physical therapy just as important as medicinal drug treatment? 

Absolutely! 

12. Would you say the disease is still to be well understood? 

True, we still don’t know exact cause of this disease. All research doctors have tried their 

best to give an explanation but none have been successful with the same.  

13. What are the genes that are mutated and can cause Parkinson’s disease? 

PARK gene and LRRK gene. PARK gene mostly causes the dopamine problem; I wont go 

deep in it as there is a lot to understand. However, I would say the dopamine inefficiency 

which specifically causes the movement disorders as it affects the specific nerve impulses in 

the brain. 

14. Research has been going on for a long time about the genes that are affected and mutated. 

According to you, Is Parkinson’s hereditary or not? Why do you say so? And can you take 

examples of the genes that are affected? 

I have would again say this is very debatable and research is still yet to prove everything of 

genes and hereditary. It takes immense pleasure to answer such interview of students who 

themselves are researching on the same but I would say only 10% of the patients have 

hereditary Parkinson’s. The gene which I have seen to be always affected is the PARK gene 

which causes the immense hassle. Research is yet to prove everything. I am just a specialized 
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doctor helping patients overcome the disease and myself would like to know more if genes 

are taken in consideration.   

15. How does mutation in these genes affect dopamine production because till date its not fully 

understood why and how does this happen? 

Again same answer for this its yet to prove everything and research is what will provide you 

with the answer. I would say this is not fully understood and will take many years of ahead 

research to prove this. 

 

CONCLUSION 

In a nutshell, there are many genes that are directly linked with Parkinson’s disease in specific 

chromosomal positions. Parkinson’s genetics has come a long way; from where no every 

scientist doubted its relation to Parkinson’s to get a knowledge and understand its specific impact 

Therefore the discovery of certain genes such as the Alpha-Synuclein or the PARK2 has 

distinctly shown phenotypes that would affect Parkinson’s disease. Parkinson’s is more to be a 

motor disease than a non-motor disease. Research for proving it to be a non-motor disease still 

continues as there is a definitive diagnostic test involved in doing so. There are a lot of research 

papers trying to prove the existence of genes in the disease to completely stop it before it affects 

the body other than just trying to arrest the disease by slowing its effect on each ones body. 

Doctors for better control of the disease are now switching to methods that help inhaling 

dopamine directly from the use of medicinal drugs rather than using physical treatment which 

can affect in the patient in many ways. These are the new delivery methods to restrict the 

symptoms of the disease rather easily than physical. There have been a study for the gene 

therapy which is yet to be used by doctors but it does show promising results for Doctors to go 

ahead with. Moreover, patients with gene mutations will have a easier treatment than those 

without as Gene mutations are currently only seen in specific genes such as PINK1, PARK2, 

PARK7 and some more. 
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Abstract 

Digital forensics is becoming a very important piece in solving many 

criminal investigations. However this technique is still in its infancy stage. 

There is a plethora of problems and short comings which effectively 

reduce its success rate. This research paper try’s to explore the current 

shortcomings of this method such as lack of popularity in countries such 

as India and other problems such as data overload and potential solutions 

to these problems such as integrating AI and using better marketing 

methods to raise its popularity. Whilst the topic itself has been discussed 

before this research paper tries to integrate its own ideas and opinions on 

this topic. 

Keywords: Anti-forensics, Internet Of things, Disk Degaussing 

 

INTRODUCTION 

The earth is about four and a half billion years old. And in this colossal amount of time humans 

never stopped evolving. Starting from ancient primates and then evolving into a sophisticated 

species. Many discoveries came along the way like the lightbulb etc. However it is an 

indisputable fact that the 21
st
 century is the era where the most evolutions occurred due to 

advancements in technology. Similarly digital forensics also evolved, many cases have been 

solved with digital forensics. A few cases that come to mind are –  

 The Matt Baker case where he was convicted for murdering his wife by overdosing her 

with sleeping pills, Investigations using digital forensics found out he searched 

“Overdosing on sleeping pills” and he also used multiple pharmaceutical websites just 

before her death. 

 Krenar Lusha who was arrested based on his searches on the internet, he was found to 

have downloaded a researchmanual on how to make explosives. He also was found to 

have 71.8 liters of petrol. 

 Larry Jo Thomas was arrested with the help of his Facebookposts; he was convicted of 

the murder of Rito Llamas Jaurez who was shot with a gun. Larry Jo Thomas was found 

to be the murderer .as he had taken a phot with the same model of gun with which Rito 

Llamas Jaurez was shot. He was also seen wearing a bracelet in one of his posts, the 

exact same bracelet was found near Rito Llamas Jauerez’s body. 
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Digital forensics has also branched out into many categories such as- Disk forensics, network 

forensics, wireless forensics, database forensics, malware forensics, Email forensics, memory 

forensics, mobile phone forensics etc.However the evolution of digital forensics has proven 

to be insufficient. Compared to other forms of more established forensics methods, digital 

forensics fails to meet their high standards of accuracy. Though there have been cases where 

digital forensics has succeeded like the ones mentioned above, there have also been times 

where it failed or wasn’t accepted in the court. One such famous exampleis the Griffith 

V.state case[7] where photos from a social network company called “Myspace” was used to 

prove that the girlfriend of the defendant had tried to threaten others to not give a testimony 

in court.  Evidence showed that a Myspace account with a matching profile picture had sent 

threats to other people; however investigators couldn’t prove that it was sent from her Mac or 

IP address due to insufficient amount of available data. It was very possible that it could have 

in fact been a fake account trying to stage her and so it could not be used as evidence.Digital 

forensics needs something more to become truly successful. With the number of crimes 

going up like crazy, digital forensics is becoming more and more needed. Unfortunately, 

numerous GB’s of data needs to be analyzed, stored, reported etc. It also doesn’t help that a 

lot of technical knowledge is required. This creates a huge backlog of cases which are still 

yet to be solved. In 2014, Darren Quick and Kim-Kwang Raymond Choo stated 3 things 

which could be leading to this backlog of cases.[1] 

1) The sheer amount of devices which are being taken in for analysis has been 

increasing for every single case 

2) There has also been a significant inflation in the number of cases where digital 

evidence is being accepted 

3) There is also more evidence nowadays on any devices being seized for analysis. 

The above 3 points should give a basic idea as to why backlogs occur. This situation is 

very serious as sometimes long delays lead to prosecutions being missed in court. This 

paper will review the current problems with digital forensics and will suggest potential 

solution to problems like using AI technology more frequently, better marketing to attract 

more youngsters and so on.  

 

Theory 

Improvements of digital forensics in the recent past- 

Before going into the problems, the evolution of digital forensics should be acknowledged. 

During digital forensics early infancy, it was a small industry only used to support the 

investigation and was primarily used only at the end of a case to verify small details. It was 

nothing much of note. However, times have changed and now digital forensics can be considered 

as the left arm of crime investigators. It is immediately used at the beginning of investigations to 

clarify details and collect evidence.  Many famous TV shows such as CSI: Crime Scene 

Investigation incorporates such aspects into the show. One of these fields’ biggest achievements 

is hosting the DFRWS (Digital Forensic Research Workshop)[2] every year since 2001 to help 

educateyoung and aspiring future investigators and young people who are interested in Computer 

forensics. 
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Problems with digital forensics- 

With advancements in technology, cybercrimes have started to become a common recurrence. 

However digital/cyber forensics is helping companies to avoid losses in money by identifying 

the crime occurring finding evidence available on laptops such as emails and files. However all 

is not well with digital forensics and there are few glaring problems. To summarize them simply 

before diving deep, we should see the 5 points which Sriram Raghavan stated in his research 

“Digital forensic research: Current state of the art” –[1] 

1. The problem of complexity, this occurs because data is collected in the binary form. With the 

increasing amounts and complexity of metadata, advanced reduction techniques may be 

needed before analyzing the data. 

2. The problem of diversity which is occurring due to increasing amounts of data coupled with 

the lack of techniques and to tools to analyze the ever increasing amount of data and different 

sources. 

3. The consistency and correlation problem which arises from the fact that the tools used in 

digital forensics aid in finding out fragments of evidence but not to aid in investigation 

otherwise. 

4. The volume problem which arises from the increasing number of devices which can store 

crucial information for an investigation and the lack of   tools to analyze all the devices. 

5. The unified time-lining problem which occurs due to different sources giving different times 

due to multiple reasons such as lag or problems with the set device timing. 

 

Another glaring issue is that even though awareness of digital forensics is increasing, this is not 

affecting cybercrimes at all. In 2020 alone, over 1 trillion dollars (were predicted to be lost in 

cybercrime (as reported by the McAfee). To give a comparison, in 2018 the losses were about 

600 million dollar; this is a jump in more than 50%. For computer forensics to be a success it 

need to slowly bring these values down even by a little bit.[8] 

 

Antiforensics- 

Technological evolution, as we discussed is never stagnant, so it should have been anticipated 

that something or the other would have been developed as a foil to digital forensics. This foil is 

called anti-forensics and every analysts dread it. Anti-forensics are techniques used to obstruct 

analyst. As of this moment, most people believe anti-forensics is purely a malicious practice for 

people with malicious intent. However, there are those who believe anti-forensics as ways to 

show the world the defiance’s of digital forensics, thereby helping analysts to correct these 

problems and improve the art. Anti-forensics may also tempt analysts to work harder and collect 

better evidence which will make digital forensics better. While the points I have mentioned 

above are all true to some extent, I am certainly of the opinion that it isn’t beneficial. This 

situation can be compared to the situation medical researchers are facing with pathogens. Each 

timean antibiotic is developed to kill a bacterium, after some time, the bacterium evolves and 

becomes resistant to it. The medical researchers again have to make an antibiotic and the game 

goes on like a never ending cat and mouse chase. Digital forensics and anti- forensics methods 

are following the same route. A never ending battle which will go on for generations to come.  

Few techniques which were developed to aid digital forensics and cyber security are now 

cleverly being used in anti-forensics. The most famous example is encryption. Encryption is the 
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process by which the user makes a message unintelligible to third party access. It uses an 

encryption key which is a type of a mathematical algorithm to rearrange or change letters which 

makes the message make no sense to hackers. It was used to establish secure connection between 

computers and servers and to protect confidential files. Now people use these encryption 

techniques to hide files with potential evidence to prove one guilty thereby making it harder for 

analysts to discover the evidence. 

Another currently unpopular anti-forensic technique is steganography. Steganography is a 

way of concealing messages in within other messages or another physical object as well. 

Steganography when correctly used can disturb the forensic processes. What’s more is that 

criminal can use it to hide messages from digital forensics analysts making their lives all that 

much more harder. Currently steganography is not very popular but in due time it can become 

forensic analysts nightmare.  

Another data hiding technique is spoofing.  Spoofing disguises communication and 

makes a unknown and unsafe source seem like an authentic, safe and known source. Spoofing is 

very versatile technique which can be used in a variety of ways such as emails, websites or even 

phone calls. Spoofing is commonly used infiltrate a network and infects it with malware so that 

personal information can be retrieved. How can spoofing be used in antiforensics? Spoofing can 

be used to infiltrate systems with important digital evidence for a case. Criminals can even hide 

their IP address making it a whale of a task to track them down. 

All of the above mentioned techniques are some form of data hiding. However these aren’t the 

only types of anti forensic techniques. Other such examples include. Artifact wiping, Disk 

destruction techniques, and trail obfuscation.  

Instead of simply hiding potential evidence from investigators, artifact wiping involves 

destruction of evidence. Once evidence is destroyed it becomes near impossible to retrieve them. 

Artifact wiping itself has multiple sub-categories such as disk cleaning utilities, file wiping 

utilities and disk degaussing/ destruction techniques. Disk cleaning utilities is basically a tool to 

overwrite existing data on hard disks. There are variety of techniques and tools which can be 

used in disk wiping. File wiping systems delete files from a operating system of a computer. File 

wiping utilities are much faster in their jobs than disk wiping and they also leave a much smaller 

signature than disk wiping utilities. Dis degaussing or destruction is a highly effective method. T 

generally involves applying a strong magnetic field to a device clearing it of all data. It is a 

known fact that anything good comes with a cost, this is literally the case with this method as it 

is very expensive to apply despite being highly effective and is hence not very widely used. 

 

Hyper Formalisation- 

However the problems do not stop with antiforensics. Another major problem in this field is that 

the bar has been set very high with little to no room for improvisation due to the standards and 

guidelines which are followed to the T. Even though it is often argued that different companies 

have different standards for digital evidence and so there is no set or defined standard or quality 

the evidence has to be, while this true the major problem lies elsewhere. The roble is that there 

are so many situations where the full evidence cannot be retrieved without modifying it slightly. 

In today’s world digital crime uses multiple gigabytes and terabytes of data and critical systems 

which cant be taken offline for analysis because of which  it is unrealistic to expect the  digital 

forensic community to retrieve all of it without modification and it is also unrealistic to expect 
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them to seize all of the available data. Other common problems include the volatility of data and 

the fact that some digital media has only limited lifespan, limited bandwidth while transferring 

data during investigations has always been a recurring problem.However the organizational and 

guidelines often fail to address such situations and end up making wrong choices. This has been 

termed as hyper-formalisation.[2] 

 

Lack of knowledge on multiple Operating systems and low standards of Research- 

It is surely an advantage to the digital forensics community as the ability to deeply analyze 

digital artifacts has been developed. However this has caused another problem. Almost all of this 

knowledge is based on the Widows and Linux operating systems. This is due to the insane 

popularity of both of these operating systems especially Microsoft, to put it into context 

Microsoft market share is  87.56% of all shares, the mac os is 9.54% of the share and linux has 

2.35%. Due to this the digital forensics community only focuses on these systems and forgets 

that there are a few more less popular ones.All applications on these operating systems such as 

Mozilla Firefox, Outlook etc. have been thoroughly studied and analyzed but people have 

forgotten about other systems such as ZFS and UFS along with countless other examples. 

Another problem is the need to raise the bar for the standard of research in the digital 

forensics community. The problem until not so long ago was the fact that digital forensics was 

new to the world and the knowledge available on the subject was quite limited and many people 

didn’t have much research experience on this topic. Computer science was always very famous 

like it is now. However real world digital training and cases is quite a bit harder and people 

writing research on this topic had to overcome huge volumes of learning and information. This 

lead to low standards of research in the community. Research papers on digital forensics are 

quite new and don’t compare to the number of research papers in other fields. As time goes on 

journals and papers tend to be of higher quality as the readership and number of people writing it 

increase exponentially whilst the acceptance rate reduces forcing pepe to write papers of 

imperious quality, relevance and importance. This is definitely changing and evolving as time 

goes on but there is still room for significant improvement. 

 

Cloud Computing- 

Another thorn to the digital forensics community is cloud computing. ‘Cloud’ is a very common 

service used by people in the 21
st
 century. It essentially allows you to backup data and access 

your data from anywhere as long as you are connected to the internet. Many cloud services have 

come up in the past decade or so such as google drive, i-cloud etc. Though cloud computing has 

had a profound benefit on your layman’s life it has added a whole other layer of complexity to 

digital forensics. 

Data stored on cloud is usually stored over a number of nodes unlike the common 

forensic situation where all the important data is stored on one device/system. Due to this 

distribution, crucial data can potentially exist across multiple places making the digital forensics 

procedure more time consuming and expensive. 

Additionally the problem of CSP’s(Cloud Service Providers) also arises. Investigators 

will start becoming dependent on CSP’s for their cooperation in extracting and using their clients 

data. All CSP’s are different from each other, They are different in terms of security levels, 

service level agreements which both a thorn in digital forensics growth. Cloud accounts are 
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usually made with very little information which makes identifying criminals and suspects in 

investigation near impossible. Anti-forensics techniques such as encryption are also very 

regularly used in cloud based crimes. Commonly used digital forensics tools such as Linux dd 

have proven to be insufficient in extracting data from cloud services. A research conducted Theti 

and  Keane .shows that most forensics tools took a considerable amount of time to take 30 

gigabytes of data from a cloud account. 

 

Improvements of digital forensics in the recent past- 

Another hurdle faced by the digital forensics community is IOT(Internet of things).[4] Internet of 

things refer to as every object or system which have technologies which enable them to connect 

to the internet. A research by Juniper research in march 2020 showed that there were 35 billion 

IOT devices in 2020 and this number is expected to increase to 83 billion in 2024[3] which is a 

increase in about 130% in just four years. IOT has a very good scope of becoming a arrow in the 

quiver of digital forensic analysts, however for now it remains a thorn. There is always less 

certainty from where the data came from. These devices also tend to have a limited memory 

which means the challenges in cloud forensics will also be applied for IOT devices. IOT devices 

also add to the complexity problem due to differences in operating systems etc. 

 

CONCLUSION 

This research paper was made to discuss the current problems with digital forensics and areas 

which should be improved on such as cloud computing and IOT devices. All these problems are 

thorns in the path of digital forensics and is making the whole analysis process a lot harder for 

the digital forensics community. What’s more is that even though each of these problems are 

problematic enough on their own, when all of them are occurring at the same time the difficult 

compounds by multiple times. The ever increasing amounts of data consumption and usage 

arenot showing any sign of stopping. A research conducted by the telecom ministry in 2020 

showed that Indians used 308 petabytes of data and the data consumption increased by 13% in 

short amount of time. This sort of increase in data consumption will soon lead ballooning in case 

volume which will only hamper the progress of this art even more. Unless these issues at hand 

are tackled with, digital forensics will be in serious trouble. 
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Abstract 
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INTRODUCTION 

This paper outlines a way to predict traffic congestions. What effect does this bring to today’s 

networking systems? (Focusing on the broad aspect: Internet) How often these congestions 

occur? Could these congestions be predicted using a neural network algorithm?   

While reading this paper, one needs to have basic understanding of networking, data packet 

movements, Client-Side Prediction, CSMA protocols and various other access modes. Due to the 

increasing traffic on a large scale (World Wide Web A.K.A WWW), there are frequent 

“roadblocks” on the network.  

To overcome these road-blocks various methods can be applied. Few of them consists of 

solving the roadblock by (i)sorting out which Data Packet gets priority to pass through, (ii)re-

route the packet stuck in the roadblock, (iii)re-route the packet approaching the roadblock so that 

the block does not get out of control and/or (iv)close intakes on the particular network line.  

The fourth (iv) case will rarely be used due to the fact that it becomes inefficient to close down a 

whole network line. Case three (iii) will be the case discussed in this paper. This action can also 

be performed by a forceful use of a switch but predictiveness of these roadblocks can help the 

network lines to work in more efficient way between a node-to-node communication.  

 

Theory 

To simulate a situation that is stated in Case three (iii). A closed network consisting of a mesh 

topology can be used. The topology consisting of six node points (represented in the Fig. 1). The 

primary motive of the third (iii) case is to predict a problem and send out cautions to 

intermediate nodes so that they can re-route or route the data packets accordingly.  
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Fig. 1, A mesh topology containing six nodes 

A data packet can travel from Node 1 to Node 4 without any obstructions in a straight path. Let’s 

say suppose the particular network line is blocked due to traffic, the data packets can be re-

routed to follow the path Node 1(origin) to Node 2(intermediate node) to Node 3(intermediate 

node) to Node 4(destination). This switch can also be performed using a switch or just sending 

out the data packets on that path but what if during the journey an overload of data packets 

occurs on a network line?  

Addressing the motive of this paper, In the stated scenario a node will have the autonomy to re-

route the chain of data packets if the allocated path has blockages. This autonomy can be gained 

by assessing previous traffic overloads on the network line, finding and using a simple neural 

network algorithm. A resonating technology called as Client-Side prediction has been a 

successful cheat in the world of game production.  

Client-Side prediction creates an artificial image of the player, and its prime goal is to predict a 

player’s movements and create a lag free environment for the receiving player. This is one way 

of addressing reduced network traffic but it has limitation of only being used in the field 

projection of already assessed data [1].   

Continuing, The data packet travelling from Node 1(origin) to Node 2(intermediate node) 

encounters another network line blockage between Node 3(intermediate node) to Node 

4(destination) to overcome this the data packets are routed to Node 4 directly from Node 2.  

In todays’ autonomous world, this decision can either be made by predicting how often there are 

data packet loss between two nodes or by giving out an advisory to the preceding node received 

from the succeeding node. The latter case is quite impossible as a data packet is usually sent in 

the form of signals and there is not a way to give out caution advisory to the receiving node 

faster than a relay signal.  

The reason for mentioning Client-Side prediction is What if the client could predict these 

roadblocks on certain relay lines? This could result to having the data packets consisting of 

another set of (optional) instruction containing information for the nodes that a particular 

network line has a chance of a blockage so send the data packet through another route.  

Assessing a past made data packet loss prediction model, [2, Fig. 7] In scenario 3(Fig. 2), the 

model got 65% data packet loss prediction accuracy for the farthest network (USA - Korea) 

tracking route for having loss of ≤20 packets was considered on the “no loss” side of the data 

collected.    
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Fig. 2, scenario 3, extracted from [2, Fig. 7] 

Since this model was tested in late 2005’s, the accuracy of the model is subject to degrade due to 

better data lines and relay methods. Although, the same model with a bit of modifying can be 

used to predict the amount of packet loss on a particular data line. These figures could then be 

used to predict the time or conditions that are giving significant data packet loss.  

Given that a Carrier-sense multiple access with collision avoidance (CSMA/CA) protocol sends 

out data frames to check whether the channel is clear or not, the node waits for a random period 

of time before checking again. This consumes a lot of time. CSMA/CD uses the data packets 

collided or lost on a data line to check if data line is clear or not, this sets of a random timer to 

send out the data packets again. This process is time and resource consuming.  

A model which can predict on past collided data packetsand set a timer for a predicted time 

instead of a probability of ‘p’ time should be optimal for solving the issues with CSMA 

protocols. This gives the sovereignty to a node to decide and rectify the path of the data packet to 

a much more stable route without any significant data packet loss.  

Recalling the statement about the possibility of adding another layer of instructions predicting 

the packet loss on a particular line can be included in the TCP/IP model. A complex calculation 

of creating a “Hoax” route, plotting out the points or time frames a data packet should encounter 

a blockage, optimal alternative routes, and the alternative routing instructions for the nodes.  

 
Fig. 3, TCP/IP Stack, extracted from [6, Fig. 1-1] 
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In a TCP/IP connection, a proper and secure “three-way handshake” is required for the data 

packets to be forwarded to the receiving node. The Application layer sends out a login request to 

the receiving host and then further the Transport layer ensures that the data is reached in a 

reliable way. The Transport layer also creates a virtual path and attaches a header to each 

encapsulated data packet so that they are forwarded to the right track. If there are reports of data 

packets lost the protocol sends the data packets to the host again.  

Since TCP is a connection-based protocol, it may not be suitable to real time data sending. UDP 

a “connectionless” protocol [6] does not check if all the packets have arrived at the destination or 

not. This makes it efficient but it reduces the quality of a real time image/video/game being 

projected to the user.  

The Internet layer determines if the packet is in IP datagrams or not, this could be useful for the 

forwarding ports as if there is a need to edit the route the resonating datagrams could be edited 

efficiently.  

A writeable functionality in the Transport Layer and the Internet Layer provided to the 

forwarding ports could determine a way of changing the routes. Even though protocols like PPP 

(Point-to-Point Protocol) have proved to be a secure connection with the internet, there are high 

expectations for it to have data packet loss.  

The way a best routing is chosen is based on few factors depending on the dynamic protocols 

being used. [4] A hop count between source and destination (Routing Information Protocol, 

RIP), getting a cost based shortest route from source to destination (Open Shortest Path First, 

OSPF) and calculating the bandwidth, delay, load and reliability (Enhanced Interior Gateway 

Routing Protocol, EIGRP). A routing table helps the router to decide which route should be 

assigned to a data packet. Since these are considered to be the most efficient protocol and also 

use routing tables consisting pre-defined routes, there is a high possibility that they end up 

having multiple collisions due to them being overused.  

Routing is the only stage where a data packet is given the complete freedom to be writable in 

terms of the route to be followed. Pre-defined routes do give a benefit of less processing power 

being used up for assigning routes. A paper discussing broadening the size of a routing table [5] 

has been presented in a previous conference. They have outlined a methodology using ‘*’ to 

represent different addresses in Class A, B and C. The ‘*’ is only to define the number that needs 

to be passed randomly.  

The routing table model can be narrowed down by using multiple queries. A suggestion of 

implementing a ‘delay’ column could help the router decide what routes would be suitable. This 

delay accounts for the lines that are jammed; this delay could also be considered as the ping.  

Considering the situation where the data packet has been assigned a route and is on its path, a 

line block while transportation is highly possible as well. As outlined before CSMA protocols 

could fail in high traffic cases. Giving a relay node to have read and writable function allows the 

incoming data packets to be re-routed.  

The problem of how a node should decide whether to overwrite the current path arises. This 

requires the nodes to also have aninternet layer. Stated before, this layer could consist of a table 

that contains past data packet loss data and predicts whether a particular route is subject to have 

packet loss or a ‘traffic jam’ at a particular instance.  

A relay node shall only have this forceful action after there has been a trigger. This trigger is set 

off if there are multiple data packets being lost in a short time, the data packets are not 
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completing the entire journey in the expected time, the CSMA/CD protocol fails on one 

particular network line and/or the data packets are not being sent at all for a prolong period of 

time. 

n = number of packets being lost 

k = number of packets not completing the journey in expected time t# (time in seconds) 

p = number of data packets not being sent from a station after a period of time# (time in seconds) 

j = number of times the protocol has failed 

e = number of average failures, or the average time period in which the data packet is not 

considered to be stale 

if n≥20: 

refer to the routing table with predictive values and decide a new route 

if k> 1: 

refer to the routing table with predictive values and decide a new route 

if p >e: 

refer to the routing table with predictive values and decide a new route 

if j > e:  

refer to the routing table with predictive values and decide a new route 

All of the above conditional statements having an else statement to repeat their original cycle and 

try again if it fails. 

The system is aiming for a fail proof method that supports all other backups if one of the cases 

fails.  

If the number of packets lost are more than or equal to 20 data packets (as stated by the data 

packet loss prediction model) the model moves onto a writeable state. The same state is achieved 

if the number of packets not reaching in the expected time of journey, if the number of packets 

not being sent after a period of time is not achieved (this value usually should be taking in 

account the maximum time the packet can be held at the station) and finally if the CSMA/CD 

protocol fails ‘j’ after a certain period of average failure ‘e’ decided by the past data.  

This flexibility of relay nodes having the ability to write also requires them to acquire a routing 

table from their location to consider all the factors stated above. 

If the writable state is not achievable by the succeeding nodes, then the previous nodes shall also 

consider adding in the optimal alternative routes in the routing header of a data packet.  
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CONCLUSION 

In totality, there are three significant ways there could a better model implemented. One, the 

nodes could be used to predict the blockage period using past data loss and route the incoming 

data packets to another network lines. Two, the data packets consisting of the TCP/IP model 

could have another layer of header consisting of the required information for the nodes to deviate 

from their path. Three, instead of having another layer, the relay nodes could rectify the current 

route to reach the destination in an optimal time predicted using a classification predictive 

model. This classification model takes in consideration of the values which are considered to be 

‘not the optimal time’ and the values which are the ‘optimal time’. Furthermore, an average from 

the optimal time could be taken to get the best results out of the data (assuming that it has no 

illegal values – many values that are not far away from being considered as either of the 

restrictions).  
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Abstract 

Objectives of the research revolve around the idea of what cryptocurrency 

technologies and Bitcoin entail and how it impacts economies. 

Cryptocurrency being such a new concept is a novelty in itself, and this 

potential future currency and its impacts must be explored further. This 

concept is relatively new, with bitcoin dating back to 2009, made under 

the pseudonym Satoshi Nakamoto. 

Keywords:- Cryptocurrency, Bitcoin, Blockchain, Satoshi, Mining, 

Private and public keys, Block 

 

INTRODUCTION 

Cryptocurrency is essentially a virtual currency and is guarded by cryptography, eliminating the 

possibilities of counterfeiting and double-spending. Cryptocurrency runs on blockchain 

technology which is a database technology. Blockchain technology is fundamentally comprised 

of blocks that are all attached by chains. These blocks contain data and are then connected in the 

chronological order of the added data. The problem with cryptocurrency is that it is still 

comparatively new and most of the population find it too intricate as possible users. People 

looking to use and invest in bitcoin and other cryptocurrencies don't even know where to start 

and doubt the anonymity factor. One of the latest publications includes one by ShangrongJianga 

XuerongLib ShouyangWangab that talks about "Exploring evolution trends in cryptocurrency 

study: From underlying technology to economic applications." The research paper's objectives 

scrutinize research hotspots and evolution trends of cryptocurrency. This paper was received on 

8 January 2020, revised on 20 March 2020, accepted on 10 April 2020, available online on 4 

May 2020. Another recently written paper by Malcolm Campbell-Verduyn explores the 

fundamentals of cryptocurrencies like bitcoin, their features and how to use them, and how 

cryptocurrencies impact economies.  

 

Theory 

The supposed founder Satoshi Nakamoto created Bitcoin as a response to the Great Financial 

Crisis. Depending on banks as an intermediate body for financial transactions, the world would 

then be succeeded by a peer-to-peer network system. This system wouldn't use a third party but 

would rely on algorithms to authenticate a transaction. Here is where blockchain technology 

comes into play. The technology stores transactional records and also secures transactions. 

Investors now look at Bitcoin as a form of inflation insurance where this insurance can also 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

236 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

include gold, precious stones, and more. Bitcoin is also transportable, where it can make any 

device into a virtual wallet. Even with all these attractive traits, some are still hesitant to invest in 

bitcoin, especially governments. Governments fear that cryptocurrency can be used with corrupt 

intentions such as money laundering or purchases of things such as arms and ammunition. This 

fear they have is viable, seeing their reasoning. Governments prefer using fiats which are the 

currencies set by themselves. These fiats have value because the governments claim they do, and 

even though this claim means nothing to the masses, the governments have a ton of control over  

these currencies. Governments can control the aggregate supply of money to either slow down or 

boost the economy, and this is done via banks. Bitcoin and other cryptocurrencies rule out the 

intermediae bodies, which are banks. This would then severely impact economies around the 

world. Governments wouldn't be able to track currency movements, transactions, and most 

efforts to control and trace crime would go down the drain. A paper by A. Seetharaman, A.s. 

Saravanan."Impact of Bitcoin as a World Currency."  

researchgate.net.https://www.researchgate.net/publication/317134650_Impact_of_Bitcoin_as_a_

World_Currency (accessed May.13,2021) goes on to say how "There is no consistency in 

guidance on the legal, accounting, tax and audit-related standards. Thus, Regulation has 

become one of the most debated issues facing the digital currency industry. Bitcoin technology 

has many of the unique and unprecedented features that give it the potential to be disruptive and 

impacting a broad range of industries and institutions. The ability to send money anywhere in the 

world in minutes, its peer-to-peer decentralized nature of value transfer and its completely digital 

existence, makes effective regulation of digital currencies so challenging for governments and 

policymakers have no clear legislation on digital currencies, which makes the process even more 

complex." Governments wouldn't be able to control excess inflation, recession, and power over 

the currency, in general, would be lost, thus potentially being a loophole for crime to be 

committed. This briefly summarized the impact of bitcoin on the economy. 

 

Experimental 
An abundance of papers on cryptocurrency technologies has been written. An experiment by Yli-

Huumo, Jesse, et al. "Where is current research on blockchain technology?—a systematic 

review." PloS one 11.10 (2016): e0163477. used systematic mapping study as the research 

methodology. After searching for relevant papers and screening them, they do a mapping study 

process where keywords are identified from the abstracts. 

 

Result 

Out of the 55 selected papers, 41 were selected as primary papers. The security aspect of bitcoin 

was one of the most common topics. Wasted resources and privacy were other topics that popped 

up. 

 

Discussion 

The security aspect talks about all privacy breaks and other incidents like scams and frauds like 

mining scams and more were thoroughly discussed. The wasted resources aspect talked about 

how bitcoin would need large amounts of energy to run on, and efficient use is not guaranteed. 

The study showed the papers to majorly talk about solving challenges that cryptocurrencies 
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currently face and how features can be improved and added to improve things like privacy, use 

the platform easier, and have stricter security. 

 

https://journals.plos.org/plosone/article/figure?id=10.1371/journal.pone.0163477.g003 

  

Conclusion 

 

 Bitcoin is an online currency that works on blockchain technology, and an intermediate body 

doesn't exist here. As advance as the technology is, it does come up with issues like privacy and 

security concerns. These concerns apply to the users as well as the economy. Not being able to 

track currency movement can be taken advantage of by criminals etc. Aside from these 

limitations, the advantages of bitcoin would include eliminating banking fees, discretion, and 

more. Overall, cryptocurrencies are an up-and-coming piece of technology, and as exceptional as 

they are, the challenges that come with them must be eventually faced. 
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Abstract 

The COVID-19 pandemic has hit the global at a colossal scale.Being a 

highly infectious disease,with worldwide reported positive cases of 182 

million, it has led to agrievousimpact on humanity.As all the countries are 

struggling to alleviate the losses due to the outbreak,enforcing lockdown 

has become the primary defence mechanism.With researchers working 

around the clock to find an advancement in the diagnostics and treatment 

of the pandemic, it has presented  global health services with  the most 

appalling challenge.Inspired by latest advances and applications of  data 

science in these areas, this paper aims at highlighting  its importance in 

responding to the COVID-19 outbreak and preventing the severe effects of 

the COVID-19 pandemic.It also presents few limitations to big data in 

handling the epidemic. 

Keywords: Pandemic, Covid-19, Big data,Data analysis 

 

 

Introduction 

This paper first,presents fundamental knowledge  of Covid-19(Section-I) and data science 

(Section-II) and then it  reviews the applications of big data in fighting the covid-19 

pandemic(Section-IV).For example: Identifying the covid-19 patients,tracking the covid-19 

outbreak,developing drug researches and improving the medical treatment.Lastly, a number of 

limitations of data science applications  are outlined and discussed(Section-IV). 

 

Theory  

Section I: Covid-19 

The world would remember the year 2020 as a devastating year for humanity on this planet 

earth. Pneumonia of unknown a etiology (novel coronavirus) identified in the city of Wuhan, 

China in December 2019 [1] with its first mortality reported on January 10, 2020, has become a 

pandemic [2] .It is named as COVID-19 (Corona virus disease 2019) by the World Health 

Organization(WHO) [3] and declared as a pandemic by WHO on 11
th

 March 2020 [4].At the 

time of writing, globally, as of 6:32pm CEST, 29 June 2021, there have been 181,176,715 

confirmed cases of Covid-19,including 3,930.496 deaths, reported to WHO[29] 
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Table 1 -Covid cases [5] 

Coronavirus disease-19 (COVID-19), caused by a novel coronavirus, has changed the world 

notably, not only in the health care space, but also in many aspects of human life such as 

education, transportation, politics, supply chain, etc. People infected with Corona virus, usually 

undergo respiratory illness and can recover by taking effective medications. Infected COVID-19 

people may undergo respiratory illness but can recover with effective and appropriate treatment 

methods. What makes COVID-19 much more threateningand easily transmissiblethan other 

Coronavirus families is that the COVID-19 virus has become highly efficient in human-to-

human transmissions[30].Due to the substantial impact of Covid-19 on the globe, abundant 

efforts are paid as solutions to combat against this outbreak.Government’s efforts are mainly 

responsible to stop the pandemic, e.g., lock down the (partial) area to limit the spread of 

infection, ensure that the healthcare system is able to handle the outbreak and provide crisis 

package to decrease effects on the national economics and people, and adapt compatiblepolicies 

according to the COVID-19 situation. At the same time, individuals are encouraged to stay 

healthy and protect others by following some advice like wearing the mask at public locations, 

washing the hands frequently, maintaining the social distancing policy, and reporting the latest 

symptom information to the regional health center. On the other hand, research and development 

relevant to COVID-19 are now prioritized, and have received special interest from various 

stakeholders like governments, industries, and academia. For example, studies in [6], [7] showed 

tremendous influences of the COVID-19 pandemic on the global supply chain, and took into 

account  different directions of supply chains, including viability, stability, robustness, and 

resilience.  

Over 180 million people across 180+ countries affected and the  humungous amount of data 

requires  systematic analysis and trillions of data points to decipher trends to combat COVID-19, 

which brings forth many opportunities for applying data science techniques [8], hence 

ameliorating the pressure on health care services.So now let’s take a look at how we can use 

modern technology namely Data science in this regards. 
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Section II: Data Science 

Data science is the discipline that deals with vast volumes of data which use recent tools and 

techniques to look for camouflaged patterns,extract significant information, and make business 

decisions. Data science uses complex machine algorithms to build such predictive 

models.[8].Data science is an umbrella term that encompasses all of the techniques and tools 

used during the life cycle stages of useful data. 

To give a further clarity on understanding this cycle,here is a detailed description of the stages 

involved in the life cycle of a typical data science project. 

 

 
Figure 1:Life cycle of a typical data science project [9] 

 

 

 

1) Data generation and collection  

First, the cycle starts with collection of data which is generated by people like us.Every search 

query performed, movie watched, book  read, picture taken, message sent, contributes to the 

massive digital footprint we each generate. After generation comes collection. All the data 
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generated is not collected,maybe out of choice because we do not need or want to, or for 

practical reasons as the data streams in faster than we can process.  

 

2) Data Processing  

After obtaining data,the next immediate thing to do is scrubbing data which includes 

cleaning,filtering and normalizing.If the data is unfiltered and irrelevant, the analysis result will 

not be useful.One simple example of normalizing data is reconciling formats of the data.In this 

process,data is converted from one form to another and everything is consolidated into one 

standardized formal across the entire data.  

 

3) Data modeling and interpretation 

Interpreting model and data is final but most crucial step in the cycle.This step helps present the 

data in a clear and simple way that a human can readily understand and visualize. Modeling data 

is to reduce the proportion of  the data set given.As all values and features are not required for 

prediction of model,only the relevant ones that contribute to determination of results have to be 

selected.It is at this stage in the data life cycle when we need to consider, along with 

functionality, aesthetics, and human visual perception to convey the results of data analysis. 

 

Discussion 

In order to combat an epidemic the government has to take decisions such as limiting population 

movements, allocating scarce resources ,which will  play a key role in ensuring the survival and  

well being of the citizens.One basis for taking these decisions is the availability of the right 

data..Big data refers to extremely large data sets that require specialized and often innovative 

technologies and techniques in order to efficiently use the data. 

The spread of the global pandemic, COVID-19, has generated tremendous and varied amount of 

data, which is increasing exponentially. This data can be made useful  by leveraging big data 

analytic techniques in a wide range of areas. 

 

Section III: Data Science applications for Covid-19 

Figure 2 shows potential application areas.(next page) 

 

1. Risk assessment and  patient prioritization 

Healthcare systems around the globe are facing prodigious duress on their resources(e.g 

availability of intensive care beds,respirators)[31]. This brings about the necessities to 

immediately access and supervise patient risk,while allocating resources appropriately.In order to 

recognize the patients at maximum risk for unfavourable outcomes because of care 

disruptions,health systems can first look for similar care disruption trends  in past.Once sufficient 

data sets have been collected which recognize patients who have experienced health care 

disruptions in the past, predictive models can then be created.Due to diverse symptoms and 

disease trajectories, researching technologies for data driven risk-assessment and management in 

Covid-19 patients would be useful.For example traits like age,gender, or health state can be 

utilized to provide an estimate of mortality risk.This is particularly important when resources are 

limited, for example- patient prioritization when intensive care units(ICU) are insufficient.  
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 Figure 2 

2. Detection of covid -19 cases and diagnosing symptoms 

Since majority of infections become evident only upon symptom emergence,ongoing methods 

for testing are doubtful  to identify pre - symptomatic carriers, which is a significant challenge 

for the implementation of early-stage interventions that reduce transmission.As many as 20% of 

individuals with COVID-19 are asymptomatic, assisting further viral spread[32].  Some remote 

computational tools exist which could be expanded, for example- smartwatches can be used for 

real- time health monitoring and surveillance[33]. An online detection algorithm has been 

developed which is used to identify early stage of infection by heart rate monitoring 

[11].Automated tools can further be developed to facilitate screening in larger groups of 

people(example-airports) by using computer based thermal imaging to detect fever[10]. 

 

3. Monitoring discharged covid-19 patients 

A study shows deployment of a Remote patient monitoring [RPM] programme with post 

discharge patients of Covid-19 was associated with a decreased risk of re admission to hospitals, 

and provided a saleable mechanism to monitor patients in their home environment.The enrolled 

patients had an app and they self- reported oxygen saturation and temperature daily.And when 

abnormal symptoms or vital signs were flagged, a pool of nurses assessed the situation.[12] 

 

4. Monitoring of social distancing 

This is an no-pharmaceutical intervention adopted by many governments that reduces human 

contact within the population and hence constraints the spread of Covid-19.Data science can 

support contact tracing for monitoring of social distancing,for instance by extracting data from 
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social media[13] which can be used for general population tracking to understand compliance 

with social distancing.This could then be complemented with other datasets(example- cellular 

trace data or air pollution monitoring)[14] to better understand human mobility patterns in the 

context of social distancing.However, these solutions present complex trade offs with regards to 

privacy. 

 

5. Identifying communities at risk and estimating the spread of epidemic. 

PCCI, which is an organization of data scientists, has launched a vulnerability index as a way to 

assist community and healthcare leaders to address the factors that cause Covid-19’s exponential 

spread.By analyzing the Geo-spatial distribution of Covid-19 risk factors,PCCI is able to identify 

communities at risk for Covid-19 allowing for targeted community support and intervention[15] 

 

6. Controlling the misinformation and online harms 

From  suggestions that people can defeat Covid-19 by drinking bleach to deceptive theories that 

vaccines can alter a person’s DNA, the Covid-19 pandemic has made clear the challenges 

medical misinformation constitutes in this digital age.A study[16] estimates that about 5,800 

people were admitted to hospital as a result of false information on social media.Social media 

platforms are one of the most significant abettors to the spread of misinformation and 

disinformation, and their algorithms have computed the problem[17]. in order to control this 

infodemic,classifiers and techniques can be developed to stem this flow.Fondazaine Bruno 

Kessler(FBC) institute in Italy, uses Twitter data to quantity collective sentiment, social bot 

pollution, and news reliability and displays this visually[18]. 

 

7. Determine the physiological impact of  covid-19 outbreak 

The Covid-19 pandemic and the resulting economic recession have negatively affected many 

people’s mental health and created new barriers for people already suffering from mental illness 

and substance use disorders.There are a variety of ways pandemic has affected mental 

health,particularly with widespread social isolation resulting from necessary safety measures[20] 

 

8. Supporting vaccine discovery and new treatments 

The international effort to discover or re-purpose drug treatments and vaccines can also benefit 

from extensive data science work predating COVID-19[22].Computational methods can reduce 

the time spent on examining data, predicting protein structures and genomes[23].It can also assist 

in identifying eligible patients for clinical trials, which is often a time-consuming and costly part 

of drug development[24]. 

 

Section IV :Key limitations to data science techniques for Covid-19 control 
Various challenges may hamper the advantageous outcome from the implementation of big data 

analysis tools in the health sector that have been confronted while devising solutions in context 

to the COVID-19 epidemic, which will be discussed in the following subsections. 

 

A. Data reliability 

The internet and social media are chief sources for circulation of incorrect medical information 

and rumors,like the effects of virus,impact of vaccine,all of which pose a threat to the 
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government’s  and health agencies’ endeavor to constrict the transmission of virus and 

maintenance of good health.It is also prone to have unfavourable psychological outcomes on 

society.Furthermore,absence or inaccuracy of some studies, data may lead to biased study-

findings.[28] 

 

B. Data sharing 

Data sharing plays a crucial role for digital governments and smart cities in tackling such 

massive public emergencies.In 2015,China’s state council issued the action to promote the 

development of big data[26], which suggested  that big data should be used as an essential means 

to amplify the government’s governance range,ameliorate the level of government decision 

making, and handle risk prevention through well-planned  collection and integration of 

government and social media data.However in practice, data sharing has exhibited a silo  

effect.Data sharing among Chinese departments and regional governments remains insufficient, 

and the phenomenon of “block islands” still exists.For example, using private travel and health 

condition information,a two-dimensional risk assessment code is generated.And when these 

health codes were used, many regions did not identify the assessment codes generated by other 

regions. 

 

C. Data security,privacy and ethics 

Coming up with solutions that showcase reasonable results and at the same time protect privacy 

stick to sophisticated ethical guidelines is an underrated obstacle.Medical data is confidential and 

shared only under explicit circumstances and for definite research purposes,as healthcare data 

security and patient privacy issues are a matter of concern[25].Hence, it is vital to state the 

working,strategies, and guidelines that govern and ease access to medical data with trade-offs to 

patients’ privacy or without exploiting the data for inappropriate uses,specially when grave 

situations occur and with the transmission of deadly epidemics that need immediate 

solutions,such as Covid-19. 

 

Conclusion 

The world-wide epidemic of Covid-19 has had an unforeseen  impact on the entire human 

race.This paper not only gives a explains how leveraging data science techniques can ease the 

pandemic pressure but also outlines the  its limitation with regards to this situation and hence 

how to use technology with it’s limitation.With today’s relatively advanced data science, if we 

use big data techniques to advance a rapid, accurate and timely grasp of the development trend of 

the epidemic or to predict the response of people and take more effective preventive 

measures,we can expect to reduce the negative impact of epidemics on people’s production and 

life. 
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Abstract 

Since the birth of IoT (Internet of Things) in 1999 by MIT’s Kevin 

Ashton, it has gained significant momentum as technology and many 

things have transmuted around the globe in the history of humanity. Not 

only this invention availed humans to make their standard of living to 

elongate it at a next level, but it has thoroughly transmuted all the work 

fields such as medical, science and engineering. This paper focuses on 

definition of IoT, why technology Era is consequential to humans. Besides 

of it we have withal discussed potential risks and peril utilizing IoT 

contrivances and how cyber security proves to be a vaccine to the current 

threats likely hackers who are one of the most sizably voluminous risks to 

IoT contrivances. 

Keywords: Internet of Things, Technology, Raspberry Pi, Hacking, Cyber 

Threats, Cyber Security  

 

Introduction 

The vision of a connected and keenly intellective world can be traced back to 1920s, as 

expounded by Nikola Tesla in 1926:  “When wireless is perfectly applied the whole earth will be 

converted into a huge brain, which in 

fact it is, all things being particles of a 

real and rhythmic whole. We shall be 

able to communicate with one another 

instantly, irrespective of distance. . . . 

A man will be able to carry one in his 

vest pocket” [1].Nowadays, in this 

modern world, everything can be done 

within a blink of your ocular perceivers 

due to the avail of IoT (internet of 

things). Internet of things a.k.a IoT 

refers to a system of interrelated, 

internet-connected objects that are able 

to accumulate and transfer data over a 

wireless network without human Fig. 1 
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intervention. The number of contrivances connected to internet in 2008 was even more sizably 

voluminous than human population present on earth at that time. It has made our life more 

luxurious and more facile. It is present virtually everywhere in some different forms such as 

perspicacious phones, navigation system in conveyances, hi-tech machines in hospitals, and so 

on. However, in additament to these positives, IoT systems have withal magnetized negative 

attention from malignant users who aim to infiltrate impotency within IoT systems for their own 

gain, referred to as cyber security attacks. Consequently in this paper we're going to discuss: 

1) How is IoT Utilizable?   

2) Working of IoT with fundamental contrivance  

3) Cyber Threats to IoT 

4) How to surmount threats by Cyber security 

 

Theory 

1) How is IoT Utilizable? 

IoT contrivances have capability to connect you to anyone in the whole world from wherever 

you are staying now. In some IoT contrivances there are AI or programs by which they act 

according to the current situation by themselves without any command such as, if a heart patient 

suddenly has problem in the heart then if he 

would have worn a wrist band measuring 

heart beat extraordinary or suspicious then it 

itself calls for most nearest ambulance 

without commands. IoT has a purpose to 

simplify human's day to day work and avail in 

some emergency situation so everything could 

be done much more expeditious and 

efficiently. Furthermore, with the avail of it 

many companies have turned from labor-

intensive to capital-intensive as for a work 

where we required 20 people, now with 

assistance of machines only one worker could 

do the same work, and even he’s more 

efficient and more expeditious at the work 

which results in cost-cutting of companies as 

now they have to pay wages to lesser 

labours.  

 

 

 

 

 

 

Fig. 2 
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2) Working of IoT with fundamental contrivance 
Internet of Things (IoT) is revolutionizing the electronics 

industry. With more and more applications habituating IoT, it is 

consequential for the engineers of today to get acquainted with 

this technology.  

The Arduino Uno and the Raspberry Pi 3 are popular culls 

when it comes to DIY, IoT, or just fun engineering projects. 

They can be utilized for prototyping and authentic-world 

engineering solutions i.e. Into the Blue utilizing Arduino & 

Raspberry Pi boards for an submerged camera, Netflix 

documentary, Chasing Coral. They were additionally abaft 

the Autonomous racing robot. 

 The Raspberry Pi 3 is a Single Board Computer (SBC). This 

denotes that the board is a plenarily functional computer with its own dedicated processor, 

recollection, and can run an operating system (runs on Linux). The Raspberry Pi 3 includes its 

own USB ports, audio output, and has a graphic driver for HDMI output, exhibiting how it can 

run multiple programs. You can even install other operating systems that include Android, 

Windows 10, or Firefox OS.[2] 

 

Raspberry Pi IoT Projects 

• Estimate Crowd Sizes and Fight the  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Virus. 

... 

                                                 

Fig. 4 

 

Fig.3 
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• Smart Energy Monitor Predicated on IoT. ... 

• Build a Wi-Fi Range Extender With Raspberry Pi. ... 

• Create an IoT-Predicated Agricultural Solution. ... 

Develop a Face Apperceiving Robot with Raspberry Pi. ... 

• Build an IoT-predicated Perspicacious Home System with Raspberry Pi. [3] 

 
Fig. 5  System block diagram 

 

Raspberry Pi Remote Control 

The Raspberry Pi hosts a simple Web server. Controls household contrivances utilizing Insteon 

technology. That signifies the utilizer can configure this project to control GPIO relay drivers, 

Insteon controls, or both. The advantage of the Raspberry Pi in a project like this is that it's 

minute and frugal enough to be dedicated to the remote control task, perhaps put out of the way 

on a shelf, and it will reliably accomplish its objective without tying up a more astronomically 

immense computer that has more consequential work and that might need to be powered down 

periodically. [4] 

 
  Fig. 6   The circuit diagram of the watering system 
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Soil moisture sensor 

This fig. shows precision soil moisture which consists of two probes that are inserted into the 

soil. When the current passes through the probes, the soil contains less moisture offers less 

resistance, and passes high current. That variable resistance is the parameter to identify the 

caliber of soil moisture. [5] 

3) Cyber Threats to IoT devices 

One of the distinct challenges in the IoT infrastructures is the constrained computation power 

and minimal resources of most of the IoT contrivances [6]. These constrained resources preclude 

the state-of-the-art cryptographic techniques that are indispensable for securing IoT contrivances, 

thereby making them vulnerably susceptible to a diverse range of security attacks [7], such as the 

denial of service attacks and privacy attacks such as data exfiltration or leakage attacks. 

Nowadays if IoT connected contrivance not has good antivirus software then it is thoroughly 

vulnerably susceptible to hackers and viruses and they infiltrate the contrivance, due to which 

your all personal information including password, images, credit card number, and so on are now 

in control of hackers. Every 39 seconds, there is a new attack somewhere on the web. Globally 

30000 websites are hacked daily. Statistics shows 12.7 million Americans were victims of 

identity theft. There are open security gaps that require opportune controls to mitigate them. The 

challenge is that the currently proposed systems do not provide a consummate security solution 

that tackles all IoT security and privacy requisites. For instance, most of the proposed 

methodologies target one or two security requisites, e.g., confidentiality and authentication [8]. 

An efficient and reliable IoT data sharing requires an all-inclusive security solution for securing 

the data while limiting the interference that might occur if integrating several independent 

techniques to provide the required services [6]. 

 
                                                                       Fig. 7  42 Cyber Attack Statistics by Year: A 

Look at the Last Decade                                                                                                                                                                              

    

Also nowadays there are literally thousands of ways to hack your contrivances such as when 

downloading something containing malware or spyware, then receive mails and SMS containing 

phishing scam, and so on. Besides from hackers, there are some more risks which come with 

IoT. For example, if there is a robot which works at your home and avails you normally, but one 

day it there is some issue in its wiring or somehow it malfunction then it could even harm you as 
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it is now out of your control and it can damage 

your personal properties like break things, and 

so on which is very expensive. In addition to it, 

if there is a hospital and if any system 

malfunction and shows wrong readings then it 

could even cause your life as due to 

malfunction in machines reports are printed 

wrong and so doctor gives you false 

prescription and you intake irrelevant medicine 

which is very harmful. 

 

 

3) How to overcome Cyber 

threats  

 Securing IoT contrivances is an 

immensely colossal challenge, as 

everyday the AV-TEST Institute 

registers over 350,000 new 

malicious programs and potentially 

unwanted applications. Even 

though there is much good 

antivirus software which is capable 

to track down the suspicious 

looking things, and additionally we 

could take many safety measures to 

obviate the hackers. 

Ransom ware attacks have become 

one of the most notorious cyber 

threats. .In these 

attacks the hacker will 

encrypt the data of your device so 

that you cannot access it. An 

attacker will decrypt critical data only after 

receiving a ransom. It can be one of the most 

sophisticated IoT security threats. Researchers 

have demonstrated the impact of ransom ware 

utilizing astute thermostats. With this approach, 

researchers have shown that hackers can turn up 

the temperature and refuse to go back to the 

mundane temperature until they receive a 

ransom. Similarly, ransom ware can withal be 

used to attack IoT contrivances and keenly 

intellective home. For instance, a hacker can 

Fig. 9 

Fig. 10 

Fig. 8  
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attack a smart home and send a notification to the owner to pay a ransom [9]. 

 

 

 

Safety measures Explanation 

Prevent giving out personal information 

 

Many times you receive e-mails saying that 

your account is hacked, disabled, and so on 

and tells you to click on a link which 

redirects you to a page where they ask your 

all personal information which is known as 

Phishing. It looks like e-mail has been 

given by a legit person and the site also is 

purely same as real one, so never ever click 

on the links. 

Keep a strong password 

 
 

Sometimes people keep such a password 

like his birth date or name, due to which 

hackers could easily crack your code and 

gain access of your system. So make a 

password at least 8 characters long 

including numbers, letters and special 

characters such as @ or #. 

Never go for free 

 

It happens that if you want to watch some 

web series and movies or play game, but 

we need to pay money for these so to 

overcome these problems we search it on 

internet to get it for free which is absolutely 

wrong as sometimes when you download 

these things for free then the viruses and 

malwares also comes for free with it due to 

which your device is hacked and you don’t 
even realize what to do until the hacker 

steals your information so never fall for 

free. 
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Maintenance of equipments 

 

Sometimes your IoT device may contain 

some error or gets malfunctioned which is 

very dangerous, so to overcome this threat 

you should do servicing of all the devices 

every 4 or 6 months to ensure your device 

is safe. 

 

 

Experimental 

1) How IoT is useful 

Let's take a case where IoT is included and another where not included. If at midnight, an elder 

person suddenly feels uneasiness as he's a heart patient, so first he has to himself stand up and 

make some noise so family members come to know that there's something wrong. After family 

tries to find most nearest possible hospital manually as they don't have phone to probe for it. 

Conclusively an ambulance comes and takes the old person with them to hospital and doctor then 

starts check up and tries to find problem. All this process will take much long time, due to which 

it may end up being life or death scenario. Now let's say that same happens with another old 

person, but this time he has worn a contrivance which suspects itself abnormal heart readings. 

Now contrivance itself contacts most nearest ambulance and sends all readings to hospital doctor 

before hand so that he could already analyze situation and be ready. After some minutes 

ambulance comes and takes the patient. After reaching hospital doctor is ready with equipment 

for operation. In the second scenario we could see that how useful is IoT in the situation and it 

availed the old man to survive easily [10]. 

 

2) Threats to IoT and cyber security for it  

To explain the following topic, let’s take a case to understand well. There is Family X who has 

gone for a vacation to Simla. Now a larcenist comes to know there is no one in there as the 

family posts their pictures on social 

network, so he first tries to enter through 

main door but it is of good quality and 

unbreakable. Now larcenist searches a spot 

to enter and he finds that windows are 

breakable so he breaks through it and 

enters house. After he finds the locker 

room and he break opens the door of room. 

Now he tries some passwords to open 

locker and he finds out password is 9999. 

At last he steals everything and flees away 

from there[11]. So, we could understand 

from this case that firstly hackers analyses the entire situation like the larcenist who found that 

Family X went out. Then next he tries to find loopholes in your system to hack by every method 

possible and then attacks on your personal data stored in the contrivance to utilize it as per his 

will.  But then what about cyber security??? So for it let’s continue our case of Family X. After 

finding that someone stole everything in their house, the family calls police and let them find the 

  Fig. 11  
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larcenist. But the family wants to do something to stop this scene to happen again, so they call 

intelligence team to help them out. Now the team recreates the whole scene and makes the 

following report that tells that although your main door is impenetrable but your windows are too 

weak, so add some metal grills or rods so the larcenist cannot break in. Although if he somehow 

comes in, so like the main door, make every room’s door impenetrable. But even if he somehow 

reaches to locker room, make sure that you have made a strong password including numbers, 

special characters and letters [12]. Now we could understand from the situation that the family 

took some safety measures to stop intruder. Like this even we could take some safety measures 

to stop the hackers to get access to your data such as buy a strong firewall which cannot be 

overridden by the hacker, and install good antivirus to find suspicious activity. Additionally set a 

very strong password so hacker cannot even guess it in his dreams. 

 

Conclusion 

IoT has plenarily transmuted the world and it is even more connected to our lives than our soul. 

No matter whichever field are you working in, somewhere IoT is present and you are utilizing it 

to do your work. People who stays in smart cities or has utilized IoT devices couldn't even stay 

without it a day or two. But due to this bonding, there are cyber threats which capitalize on it. 

One of them are hackers who hacks your IoT devices by finding loopholes in it, so they could get 

all your personal data and they utilize it according to themselves to earn money which is called 

unethical hacking. But as time passed, we developed cyber security for ceasing hackers. But still 

there are many cases around the globe which even cyber security cannot stop. So for concluding, 

I would verbalize that don't stop utilizing IoT, as it is not any solution but don't be too dependent 

on it and never give your personal details to anyone or anywhere and always install good 

antivirus software to find that you have any malware in your contrivance. 
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Abstract 

Pandemics and epidemics can cause sudden, widespread morbidity and 

mortality as well as convivial, political, and economic disruption.The main 

objective of the following research paper is to provide is pellucid analysis 

and methods of how data science can be utilized in the engenderment of 

an algorithm that can be habituated to detect a further pandemic or 

epidemic as a component of ‘How data science techniques can be utilized 

for handling epidemic and pandemic’ domain. The research paper 

provides an elaborated study for identically tantamount. The research for 

the following was done over a period of a fortnight and we must conclude 

from the study below that imageries of data science and its use in the 

detection can possibly foster life in case of a future pandemic and how 

political institutions must work along and be yare in advance to cope up 

with the situation with the engenderment of vigorous strategies. 

Keywords:- Epidemic/pandemic prevention, predictive analysis, public, 

algorithms, future, technology   

 

Introduction 
Pandemics and epidemics are a constant threat to public health ecumenical. In the past few 

decades, several major outbreaks of various such pandemics that are inclusive of the 2009 

influenza pandemic, the 1957 Spanish flu and the 2019 COVID-19, etc. These have been potent 

reminders of the desideratum for a robust surveillance systems and timely replications.The 

following research paper highlights the detection phase prior to its outbreak and involves the 

engenderment of data science algorithms that will detect the pandemic in the future itself & 

surveillance systems.Data science is a field of science that deals with the utilization of scientific 

methods, process, algorithms and systems to extract cognizance and insights from structured and 

unstructured data. These algorithms are sums of simple analytics that can take place essentially 

centered around estimating the transmissibility while keeping in mind sundry factors such as 

population size, the size of the country's economy  and its healthcare infrastructure. 

 

Theory 

Regimes around the world, perpetually put efforts in amending their healthcare systems by 

investing a high quantity of their budget in healthcare. However, the emergence of a pathogen up 

brings a major public health concern, by incrementing the possibility of an 
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epidemic/pandemic.An efficacious response to such an outbreak is dependent on the timely 

intervention of the accumulation, visualization and analysis of outbreak data by the regime as the 

intricacy of such data increases with timeowing the diversity in types of data, questions and 

available methods to address them. Data science is an interdisciplinary field that utilizes 

scientific methods, processes, algorithms and systems to extract cognizance and insights from 

structured and unstructured data, and apply erudition and actionable insights from data across a 

broad range of application domains.(1) Firms can utilize astronomically immense data analytic 

techniques to deal with extreme uncertainties such as those caused by the current COVID-19 

pandemic. A Predictive analysis is concerned with what may transpire in the future (what impact 

will the outbreak have on the economy?, the degree at which the outbreak shall effect the 

population, how efficaciously can the current healthcare system deal with the degree of the 

outbreak?, how frequently may the RNA/DNA structure vary to lead in formation of incipient 

variants of the pathogen?, the prognostication of how long will the outbreak last, etc... ) and is 

generally considered as the utilization of ‘statistical techniques to analyze current and historical 

facts to make presages about future events and/or behavior’. We may classify the predictive 

analytic techniques into 3 main categories as explained in the table below. That is inclusive of a 

structured and an unstructured data. Analyzing both structured and unstructured data becomes a 

consequential source for understanding patterns in data.(2) 

 

Table 1, Main methods of predictive analysis, https://onlinelibrary.wiley.com/doi/10.1111/1467-

8551.12441 

Methods Category  Brief Description  Applications  

Statistical Inference  

 

 

 

Utilize statistical approach to 

analyze a substantial amount 

and a high dimensional 

structured dataset.  

Resource allocation; credit 

risk evaluation; churn 

prediction. 

Machine Learning Utilize machine learning 

algorithms to build complex 

models on profoundly and 

astronomically immense 

datasets to prognosticate 

future outcomes.  

Capacity planning; risk 

profiling; customer 

segmentation; demand 

forecasting, sale forecasting, 

churn prediction, fault 

detection 

Methods for unstructured 

data analysis  

Quantify unstructured data to 

find and expound patterns in 

human behavior.  

Predict customer or user 

behavior; recommendation; 

monitor product or service 

quality; real-time interaction.  

Established population-surveillance systems typically rely on health-cognate data from 

laboratories, notifications of cases diagnosed by clinicians and syndromic surveillance networks. 

In the past two decenniums, data from online news sites, news-aggregation accommodations,  

convivial networks, web searches and participatory longitudinal community cohorts have aimed 

to fill this gap. Data-aggregation systems, including ProMED-mail, GPHIN, HealthMap and 

EIOS which use natural language processing and machine learning to process and filter online 

data, have been developed to provide epidemiological insight. 
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Early and expeditious case identification is crucial during a pandemic for the isolation of cases 

and opportune contacts in order to minimize onward spread and understand key risks and modes 

of transmission. Digital technologies can supplement clinical and laboratory notification, through 

the utilization of symptom-predicated case identification and widespread access to community 

testing and self-testing, and with automation and expedition of reporting to public-health 

databases. (3) Digital technologies join a long line of public-health innovations that have been at 

the heart of disease-aversion-and-containment strategies for centuries. Public health has been 

more gradual to take up digital innovations than have other sectors, with the first WHO 

guidelines on digital health interventions for health-system fortifying published in 2019. (4)  

Digital technologies cannot operate in isolation and need to be incorporated into the existing 

public healthcare systems. Digital data sources, like any data source, need to be integrated and 

interoperable, such as with electronic patient records. Analysis and the usage of these data will 

depend on the digital infrastructure and readiness of public-health systems, spanning secondary, 

primary and user friendly systems. The logistics of distribution to ascertain population impact are 

often given too diminutive attention and can lead to over-fixate on the individual technology and 

not its efficacious operation in a system. The coordination of interventions is withal a challenge, 

with multiple symptom-reporting sites in a single country, which perils fragmentation. Looking 

ahead, there is a desideratum for a systems-level approach for the vision of the ideal fit-for-

purport digital public-health system that links symptom-tracking apps, expeditious testing and 

case isolation, contact tracing and monitoring of aggregated population-mobility levels, access to 

care and long-term follow-up and monitoring, with public communication. Figure 1 below 

provides a flow of information in a digitally enabled and integrated public health system during 

an outbreak of an infection disease that may lead to an epidemic/pandemic.  

 

Fig. 1, Flow of information in a digitally enabled and integrated public health system during an 

outbreak of an infection disease that may lead to an epidemic/pandemic 
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Enabling an early outbreak detection and authentic time disease surveillance avails in detecting 

the widespread of the disease afore its emergence. Currently AI is utilized to ingest and fuse near 

authentic time data from varied sources- including news aliments, gregarious media, public 

health data, clinical health data and digital health implements- to monitor outbreaks, gauge 

incipient hotspots, and quantify the progress and astringency of the virus. However in the near 

future, AI models can prognosticate the spread down of a pandemic/epidemic to a country level, 

engendering an implement that can avail appraise local policy decisions. AI driven platforms 

would provide bellwethers and health officials with tailored alerts and authentic time 

circumstantial cognizance of emerging threats. (5) 

 

Experimental 

The methodological procedures for big data analytics as a tool for fighting pandemics were 

divided into two components: (3.1) construction of the research portfolio, which will be the 

source of data amassment and analysis; and (3.2) data accumulation and analysis procedures, as 

shown in Fig. 2, and described in the sequence. (6) 

Fig 2, the methodological procedures for big data analytics as a tool for fighting pandemics 

 
A paramount initial step in amassing data as a component of a field investigation is determining 

the mode of data accumulation (e.g., self-administered, mailed, phone or in-person interview, 

online  
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survey) The mode in part dictates the format, length, and style of the survey or questionnaire. 

Factors to consider when deciding on data amassment methods include the following: 

- The feasibility of reaching participants through different modes. 
What type of contact information is available? Do participants have access to phones, mailing 

addresses, or computers? 

- Replication rate. 
 Mailed and Internet surveys traditionally yield lower replication rates than phone surveys; 

however, replication rate for phone surveys additionally has declined during the past decennium. 

- Sensitivity of questions.  

Certain sensitive topics (e.g., sexual demeanors) might be better for a self-administered survey 

than a phone survey. 

- Length and intricacy of the survey. 
For example, for a long survey or one with intricate skip patterns, an interviewer-administered 

survey might be better than a self-administered one. 

- Control over plenaries and authoritatively mandate of questions. 
 Interviewer-administered surveys provide more control by the interviewer than self-

administered ones. 

 

- Cost (e.g., interviewer time). 
 A mixed mode of survey administration (e.g., mailed survey with phone follow-up) might be 

less extravagant to conduct than a phone-only survey, but it additionally increases study 

intricacy. (7) 

 

RESULT 

The focus of the public health replication shifts during the course of an epidemic or outbreak, 

and so do the analytics. We identify four main stages :The detection stage commences with the 

first case and ends with the first intervention activities (e.g. patient isolation, contact tracing, 

vaccination) and involves surveillance systems and mostly qualitative risk assessments. Next, the 

early replication is the initial part of the intervention during which the first simple analytics can 

take place, essentially centered around estimating transmissibility. This blends into the 

intervention stage, where more involute analytics may be involved to apprise orchestrating (e.g. 

vaccination strategies), which ends once the last reported case has recuperated or died. The post-

intervention stage is for edifications to be learned, for amending preparedness for the next 

epidemic and for training and capacity building. (8) 
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Fig 2, Different phases of an outbreak response  

 
 

 

 

DISCUSSION 

The following research study, provided an overview on ways of accumulating different forms 

of data for the detection of a future pandemic. Outbreak analytics is embedded within a broader 

public health information context that commences with disease surveillance systems, followed 

by risk assessment and management, the epidemiological replication itself, and culminates with 

the engenderment of actionable information for decision making. A component of the 

challenge that this incipient field will face in the coming years pertains to the seamless 

integration of data analytics pipelines within subsisting workflows. As responders can allocate 

only inhibited time to data analysis, analytics resources should engender simple, interpretable 

results, highlighting the most pressing issues that need addressing and monitoring all germane 

designators to apprise the replication. 

 

CONCLUSION 

Despite huge technological advances over the past few centuries, infectious diseases still 

threaten health worldwide. The probability of the expeditious, unexpected spread of an 

infectious pathogens across the world has become much higher, due to the increasing 

globalization admits countries from all around the globe. Expeditious urbanization, an 

incrimination in international peregrinate and trade, and the modification of agriculture and 

environmental changes have incremented the spread of vector populations, putting more people 

in peril and uncertainty. To avert the spread of outbreaks, we require to ken which diseases are 

where, what rate they’re spreading at, and how they’re spreading. This involves pulling 

together erudition from hospitals, GPs, and community health workers across different 

locations. Piecing together the spread of a disease across a region often requires 

communication between sites, which only transpires if people are concretely concerned. This 

can be a non-nugatory task when electronic notes are not always taken and are often not 

interoperable.  
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The future of public health is liable to be increasingly digital, and apperceiving the paramount of 

digital technology in this field and in pandemic preparedness orchestrating has become 

imperative. Key stakeholders in the digital field, such as technology companies, should be long-

term partners in preparedness rather than being partners only when emergencies are perpetual. 

Viruses ken no borders and, increasingly, neither do digital technologies and data. There is a 

clamant desideratum for alignment of international strategies for the regulation, evaluation and 

utilization of digital technologies to reinforce pandemic management and future preparedness for 

COVID-19 and other infectious diseases. 
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Abstract 

The COVID pandemic has completely changed on how students use the 
internet – moving from using “Google” search for research work, to using 
the internet as the primary medium for online learning and productivity 
(negligible use of pen and paper). From earlier “fear of internet” parents 
are more open now & believe that their child’s online activities are 
contributing to their hobbies & special interests, while not affecting their 
academic performance. 
On the cybersecurity side,while device security, access to location & 
personal data is a concern across both the audiences (parents and 
students)- students are the least concerned when it comes to privacy online 
considering they access social mediadaily (Facebook, Instagram, 
Pinterest).Antivirus & device updates are primary tools used to protect 
devices from cybercrime. Surprisingly, password protection of digital 
assets has the least awareness which is a weak spot considering the high 
usage of internet connected devices. 
Keywords:cyber-security, education, K12, COVID-19, Online Learning, 
Cyber- bullying, internet, social media 

 
INTRODUCTION 

Protecting the integrity & confidentiality of data in a connected world of internet is the most 
challenging job. With COVID-19 students of all age groups in K12 are connected to the internet 
for 2-8 hours every day- starting with synchronous learning for submitting assignments to online 
tests. This also opens access for children to the “broader spectrum” of the world wide web – 
including deep & dark web. Most of these activities start with simple things like gaming, project 
research, social, messaging, shopping, and videos (short & long). Data suggests that to get a 
good perspective of the problem its best to divide the problem statement in to two areas: Online 

Frauds & Child Abuse – the fact being that “Online Frauds” is a much more understood topic 

due to financial/data implications related to these activities and focus from regulatory and nodal 

agencies. 

1. Online frauds: With weak security systems (passwords, firewalls, VPNs, Antivirus 
software) most educational institutions and student hardware is exposed to malware or 
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cyber-attacks. Visiting malware infected websites, replying to phishing/fraud emails, 
storing data on insecure cloud locations, sharing confidential information over the 
phone/messaging, or exposing personal information in social networks are some of the 
common mistakes which most students make. Most attacks simply start with social 
networks but could involve financial/bank details and at times school IP, patents and 
research works. 

2. Child Abuse: Curiosity and revenge may be primary reasons for students to get involved 
in cyber-crimes (e.g., cyber bullying). Lot of times students are not aware of the 
implications of cybercrime. Girls are the most found victims of the cyber-crime.  

The broader solution lies in increasing digital literacy and online safety measures that 
expose our children to high risks of online crime and abuse such as cyberbullying, harmful 
material, grooming and sexual exploitation. 
This research aims at looking at the non-financial aspects of cybercrime considering two 
audiences: Parents &Students. The objective is to ensure that there are no student biases in 

the study and to bring out a holistic perspective (parent view) to the challenges related 

to cyber security for K12 students.  
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Manifestations of child online threats, abuse, and exploitation in India 

 
 
 
Theory 

India has roughly 275M students enrolled in Grade 12 with  around 170M having access to 

the internet (62%). Nearly 25M children in the age group 13-17 years are on Facebook 
(19.5M: Male & 5.5M: Female). That’s nearly 10% of our K12 students and if you take 

internet access as a criterion its nearly 15% of students. Instagram shows similar trends with 
6.7M children in the above age group (5.3M: Male & 1.4M: Female).  
Protecting school children while being online is a global concern. With COVID-19 the concerns 
are now multiplied as most of the grade 12 learning models have moved online (both 
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synchronous/ asynchronous modes). Kids of all age groups are now turning to devices for 
learning, playing games and interacting with teachers, friends & classmates. The increase in 
screen time adds a new layer of worry for parents & educators. Industry data suggests that the 
average time spend online for education has increased from 60 mins/day to 95 mins/day in 

2020.  
The “BIG QUESTION” is how safe the students are online and if they able to make the right 

decisions, when it comes to being safe online?There is also the question of “Digital 

Competence”, which is the set of skills, knowledge and attitudes needed when using ICT and 
digital devices to perform responsibilities, such as problem solving, information management, 
collaboration with respect to effectiveness, efficiency and ethics. Internet is a great place of 
learning but, with limited digital competence peopleare at risk of getting exposed to new 
challenges like online fraud (while doing financial/non-financial transactions), cyber bullying 
(especially for teens), racism (gender, skin, ethnicity. physical disabilities), pornography, 
violence & cyber terrorism.  
Offline forms of crime find new avenues online & at times get magnified due to the reach of 
internet. Being able to stay anonymous online and impersonate others, emboldens people to 
perform offensive & criminal acts, as it lowers the efficacy/ seriousness laws existing in the 
offline world.  While India has initiatives around “Digital India” & “Skill India”, these models 
exclude the impact, technology has on school children. 
The challenge in India is primarily related to unavailability of data (primary/secondary) on 

the extent, patterns & trends of child online abuse and exploitation in India- since no single 

agency has carried out a comprehensive survey on these issues. National Crime Report 
Bureau (NCRB) data focused more on ’commercial frauds’ or ’online radicalization’ -with less 
data on online child abuse.  
This study focuses on “Impact of Technology, specially from a cyber-security perspective” 
and ensuring that these conversations happen early. This requires taking a holistic view of all 
stakeholders: Students & Parents.  The overall study is about BEING HONEST, 

ACKNOWLEDGING PROBLEM AREAS, BUILDING TRUST& the importance of 
BEING CAREFUL ONLINE. Through primary & secondary research it has been tried to bring 
together the role of students, parents, educators and other regulatory/policy institutions to make 
this transition safe for children.  
 

Experimental 

This survey was designed keeping 2 audiences in mind: Students & Parents. The aim is to use 
Google Forms/Microsoft Forms online so that a broader audience can be reached.  
Sample Selection: Students 

 Audience: (currently attending/had attended regular classes online) 
 Students: K9-K12 (CBSE, ICSE, International Boards (IB, IGCSE, Other State Boards) 
 Parents: K9-K12 (CBSE, ICSE, International Boards (IB, IGCSE, Other State Boards) 
 Sections: Online Frauds (non-financial) & Child Abuse  
 Medium of instruction: English (also for accessing internet) 
 Geography: Pan-India 

Questionnaire Design:  
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1. The survey questions are a combination of multiple-choice questions (MCQ), open 

ended questions, and some matrix & demographic questions. 
2. Multiple choice questions (MCQ): the answer options are fixed;it’s expected 

respondents have an easier survey-taking experience.To get structured survey responses 
that produce clean data for analysis. Wherever there’s a challenge with a need for 
“exceptions” an “Others” option was added to the MCQ to enable accuracy of data. 

3. Rating Scale: gives an option to the respondent to select the answer that most accurately 
represents their response, while providing context to numerical rating scales (if desired) 

4. Matrix Questions: While it is easier to combine questions with similar responses,Matrix 
questions have been avoided as there are challenges with displaying them on mobile 
devices.Specific pillars in “Child Abuse” & “Online Frauds” have been combinedas 
questions in a matrix. 

5. Demographic Questions:While the sample design does not need to cover a lot of 
demographics- gender based demographics might be relevant to the study to identity 
biases by gender.  

RESULT 

1. Internet Time:32% of the students spend >6 hours/day&21% spent 4-6 hours/day on the 
internet. This is an impact of COVID19, as all school/off school learning is happening 

online, which has increased the “screen time” of students. 
2. Device Usage: 43% of the students spend >4 hours/day on desktop/laptop devices, 

clearly linked to the synchronous/asynchronous learning models being adopted by 

schools and other institutions. 

3. Online Privacy: Students are the least concerned when it comes to privacy online with 
only 10% of the respondents saying that it matters to them. One of the reasons could be 
that >60% of respondents have social media accounts (Facebook, Twitter, Instagram, 
Pinterest).  

4. Parents –The “Trust Factor”:Parents for this age group are very trusting with digital 

devices and their children.75% of parents believe that their child’s online activities are 
contributing to his/her hobbies &special interests, while 55-60% of respondents think that 
media their academic performance is not getting impacted by using digital medium. 

5. Apps Consumption: The pandemic has also increased usage of online meeting 
(Google Meet, Zoom, Microsoft Teams) time with 42% of the respondents spending 4-6 
hours every day in online meetings.  

6. Social Media Risks:20% of the respondents are not aware of the risks of sharing photos 
on social media- might be an indication of the regular consumption of medium like 

WhatsApp & Instagram. 

7. Device Safety & security:Operating system updates & Antivirus are some of the 
common tools used from a safety and security perspective while using the internet with 
>80% of respondents agreeing to the same. Surprisingly, password protection of digital 

assets has the least awareness with <35% of respondents replying in the affirmative. 
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DISCUSSION 

As the questionnaire was administered over the internet (without any interventions) it was 
critical the respondents, got the feel, that they could say “No” to answering certain questions or 
give responses that were outside the choices being presented.  
Additional considerations taken: 

1) Consent Form: to weed out privacy concerns of respondents, a mandatory consent form was 
added. This ensured that if any of the respondents has some concerns, they could exit the 
survey without impacting the survey results. 

2) Grade selection (9-12): For both the audiences (parents and students), the grade selection 
provides for a screening- assuming which they are not in the 9-12 grade, they will 
automatically exit the survey, without impacting the results. 

 
Demographics: While, there werepan-India insights with respondents from Mumbai, Delhi/NC, 
Kolkata, Bangalore, Chennai, Pune & Ambala, the data still has an urban bias. Also, across 
audiences >50% of students are studying international curriculum (IB, IGCSE, etc.), while about 
18-36% in national curriculum (CBSE, ICSE, etc.) & the balance in state boards (SSC, etc.) 
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Internet Time:>50% of the audience spend >4 hours per/day on the internet, while3% of the 
audience said that they spend <1hour/day on the internet. 

 
Analysis:While our audience consumes content across Normal/Smart TV & smartphones, 
overall usage is<2 hours for TV &<4 hours for smartphones. Due to the pandemic most of the 
education has moved online and 43% of the students spend >4 hours on desktop/laptop devices.  

 
 

Analysis:While device security & access to location/personal data (>70% of respondents) is a 
concern across both the audiences while connecting to the web- students are the least concerned 
when it comes to privacy online with only 10% of the respondents saying that it matters to them. 
One of the reasons could be that >60% of respondents have social media accounts (Facebook, 
Twitter, Instagram, Pinterest). Cyber-bulling also ranks high amongst both the audienceswith 60-
70% agreeing that it is anarea of concern. 
Interestingly, parents are also concerned about issues like pornography, phishing, cyber-stalking, 
or children surfing unnecessary websites. 
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Analysis: Parents for this age group are trusting with digital devices and their children. Most 
students and parents believe that they can live in a world without a mobile device (60-70%), but 
there are strong gaps on how parents and students perceive the impact of social media on their 
lives- >50% of parents believe that social media feedback and comments have an impact on the 
child, while >70% students believe that there is no impact of social media. 75% of parents 
believe that their child’s online activities are contributing to his/her hobbies &special interests, 
while 55-60% of respondents think that media their academic performance is not getting 
impacted by using digital medium. 

 
Analysis:Most parents and nearly 85% of the students understand that it is important to be 
careful what theypost about others. More than 50% of audience believe that they report 
offensive/hurtful social media comments immediately to parents or teachers while also blocking 
offenders from further interaction. 
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Analysis: Video consumption (WhatsApp, Tik-Tok, YouTube, TV) is the highest across students 
and used daily for 1-2 hours by 50-60% of the audience. WhatsApp sees the highest consumption 
for messaging with >50% or respondents using it for at least 1-2 hours a day. The pandemic has 
also increased online meeting (Google Meet, Zoom, Microsoft Teams) time with 42% of the 
respondents spending 4-6 hours every day in online meetings. 40% respondents do not use social 
media (Instagram, Facebook, Pinterest) on a daily basis.  

 
Analysis:>70% of respondents are aware of the risks of social media and avoid sharing personal 
information, inappropriate information online about someone they know or don’t know and 
sharing credentials with someone. 20% of the respondents are not aware of the risks of sharing 
photos on social media. 
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Analysis: While >80% respondents understand Right to Privacy & right to be safeguarded from 
abuse, violence & exploitation - <40% of respondents are aware of IP rights and right to be 
forgotten on the internet.  

 
Analysis: Operating system updates & Antivirus are some of the common tools used from a 
safety and security perspective while using the internet with >80% of respondents agreeing to the 
same. Only 50% of the respondents have a good understanding of VPN’s and router security 
features. Password protection of digital assets has the least awareness with <35% of respondents 
replying in the affirmative. 
 

CONCLUSION 

 

Clearly more than 1 year of the pandemic has impacted the way student learning is happening. 
Kids of all age groups are now turning to devices for learning, playing games and interacting 
with teachers, friends & classmates. 
 
Results clearly show that regular that >60% of students use social media apps daily and 
protecting school children while being online is a global concern.This study clearly answers the 
question in terms of “Digital Competence” of our urban students. While the data can be 
deducedfrom K4-8 easily, considering that they are also using synchronous and asynchronous 
methods of learning today, there can be a few limitations of this study: 

1. The “Urban” nature of the respondents- which might not generate similar responses when 
planned in rural areas. 

2. While more and more students in K9-12 have access to personal devices in urban areas, for 
K4-8 students the devices and are generally shared with the parents- so the usage pattern is 

clearly dictated by a shared device. 
 
To conclude, this study while not done at a national level, can serve as a baseline for conducting 
a broader research on the extent, patterns & trends of child online abuse and exploitation in 
India, as it brings in a perspective of both the child and the parent. It is recommended to add one 
more pillar – “Educators” so that we have an “holistic approach” in building“digital 

competencies”of children.  
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Abstract 

This paper is based on a situation where robotic soldiers and 

biomechanical robotic prosthetic limbs are used to fight battles and wars. 

This paper is based on the hypothetical, yet possible circumstance where 

the artificial intelligence-oriented devices are hacked mid battle, costing 

humans their lives, and aims to find a solution using a coordination 

between the Internet of Things and Cybersecurity to prevent such an issue 

from happening, or resolve it if it occurs. It explores the uses of IoT and 

Cybersecurity and how a protective software can be developed using 

them.  

Keywords:Internet of Things, Cybersecurity, Military, malware, Internet 

of Robotic Things, cyberattacks. 

 

Introduction 
Technology is becoming a major part of everyone’s lives in today’s world. One part of this is the 

Internet of Things (IoT). The Internet of Things refers to physical devices containing sensors, 

software and many other technological conundrums meant for the exchange and sharing of data 

over a network like the Internet. IoT is very commonly used today, with its capabilities growing 

more and more by the day. Another important and common technology is Cybersecurity. With 

more devices connected over a common network – the internet – cyber threats become a rising 

danger. Cybersecurity is particularly important for a device part of any network to remain secure. 

One uncharted use of IoT and Cybersecurity is in the Military. A very recent development in the 

IoT industry is the Internet of Robotic Things (IoRT). This technology is being made specifically 

for robots using Artificial Intelligence. These robots use various kinds of sensors, metal 

detectors, integrated circuit systems and wireless cameras to receive and interpret data, and then 

carry out a certain task related to the data received. [1]We see robotic soldiers and weapons 

being built with A.I., but what do these ultimately require to function? The answer is IoT. Along 

with this, it is very important for lethal devices like these to prevent any malfunctions for the 

sake of the people working with them. Here is where Cybersecurity comes into play. The 

objective of this paper is to determine how IoT and Cybersecurity can be used together in the 

Military to improve efficiency of the technology being created while ensuring safety of those 

working with them.Interpretation of this paper will require basic knowledge in Computer 

Science and Information and Technology, as well as awareness about cybersecurity. [2] 
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Theory 

The Internet of Things is defined by its name. Billions of devices connect to the internet over a 

wireless network to share data and information, and this is IoT. IoT devices are widely used in 

smart homes or connected homes, but they can also be a simple wireless pet camera or a medical 

device implanted in your body such as a pacemaker. These devices connect to the internet. They 

work by using sensors, microprocessors and actuators.  

The sensors in the IoT device sense and record data in the form of binary digits (1s and 

0s). This data could originally have been in analogue form like sound, pressure, temperature, 

movement, light, moisture, humidity, and many more. Once the sensors record the data, it is 

transmitted to the microprocessor where it is analyzed and interpreted. Incase of alarm systems, 

if this data is outside the acceptable range, the microprocessor sends a signal over a network 

giving instructions to an actuator that performs a physical task like sounding an alarm. In case of 

a smart home, this microprocessor will interpret the data and send an appropriate command or 

instruction over the internet to perform a task such as turning on the lights. What makes IoT 

devices smart is their capability of machine learning, where certain algorithms help a machine 

remember a user’s preferences or choices, and recommend options related to those. Connecting 

over a common network – the internet – can be resourceful, however it makes a device 

vulnerable to hacking and malware.[3] 

Cybersecurity is the process and method of preventing cyberattacks on devices and 

networks, and recovering said devices and networks when these attacks happen. Cybersecurity is 

very important in today’s world as without it, cybercriminals could use malware to steal and 

destroy sensitive data and files, or even extort money. Cyberattacks are a growing cause and 

have destroyed many businesses, reputations of people, as well as the financial lives of people. 

[4] 

 

Cyberattacks are a 

growing cause for 

concern, and the recent 

pandemic hasn’t helped a 

lot. Over the last few 

years, with the 

advancement of 

technology, cyberattacks 

have increased more and 

more in number. Even 

though cybersecurity 

software like anti-virus 

and anti-malware has 

been developed, so have 

various methods of 

penetrating software and 

malware. In 2016, a business fell prey to a ransomware attack every 40 seconds.According to a 

report by Cybersecurity Ventures, this is anticipated to increase to every 11 seconds by 2021.  
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This flowchart 

explains the basic 

logic used in a 

cybersecurity 

system. First, the 

suspicious files – 

the ones that could 

possibly be under 

attack – are 

identified. The 

threat is then 

acknowledged and 

assessed according 

to the file as well as 

in general. The 

impact the 

vulnerability has 

created is then 

measured – 

whether it has 

corrupted a file, or 

if it has accessed 

private information, 

or if it has extorted 

money – and if the 

system is at risk, 

appropriate 

countermeasures 

and counterattacks 

are applied. This 

process is repeated 

until the threat is 

fully eradicated.  

 

The Internet of 

Robotic Things 

(IoRT) is a fairly 

recent technology 

that combines 

simple principles of 

robotics with the 

Internet of Things 

to allow robots to 

sense and analyze 
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their surroundings using IoT technologies like sensors and microprocessors to connect to the 

internet and perform tasks on their own using machine learning. These robots can decide courses 

of action based on the conditions in their environment by manipulating and controlling objects in 

the physical world. The main difference between IoT and IoRT is that IoT is designed to handle 

and perform specific tasks while IoRT is designed to help robots react to unexpected conditions. 

[5] 

 

IoT and cybersecurity must work together to ensure efficient and safe use of the devices. The 

same logic, as mentioned in the flowchart above, is used to do so. There are different measures 

that can be taken to protect a device from malware and ransomware. This is done using anti-

malware and anti-virus software, along with firewalls. This helps protect and secure the network 

the IoT is a part of, thereby securing and protecting all devices on the network. Another way of 

protecting data is through physical authentication and verification systems like biometric sign-ins 

on computers. These would ensure data doesn’t fall into the wrong hands. The Public Key 

Infrastructure strategy uses cryptographic public and private key pairs to ensure secure forms of 

communication, data exchange and money exchange. This is sometimes referred to as 

encryption.[6] 

 

IoRT is used in the recent military robotics projects in which robots are being developed for the 

military with the capabilities of a soldier. Even biomechanical prosthetic limbs that perform the 

task the user thinks of uses IoRT. Sensors in the robot’s surroundings pick up information that is 

transmitted to the microprocessor, and a task is performed by the actuator. However, when it 

comes to these devices, getting hacked can endanger the lives of the people wearing the 

prosthetic limb, or the soldiers fighting alongside the robot. This is the reason a reassuring 

cybersecurity system must be installed.  

 

The logic of the cybersecurity system is to detect a threat, analyze how dangerous it is, and then 

repair it with a counterattack. To interlink cybersecurity with IoT, we would have to use the 

principles of IoT and IoRT technology; sensors and microprocessors. The following hypothetical 

situation can be used to explain the concept. During a battle, there are two sides. The side 

opposing the robot soldier or the soldiers with prosthetic limbs is likely to cause a cyberattack. 

There are three ways this cyberattack could be detected: 

1. The cyberattack uses malware that causes the robot to malfunction 

This would cause parts of the robot to fire in the wrong direction, fire at itself, stop 

moving, move in the direction of civilians, fire the wrong weapons, or go into a “stealth 

mode”. The sensors used to detect these would be motion sensors, temperature sensors, 

pressure sensors and optical sensors. Since these robots use machine learning, the sensors 

and microprocessors could detect these attacks by looking for anomalies in movement 

patterns of the robot, looking for a sudden change in direction (coordinate system) or if 

there is damage to any part of its exoskeleton. They could also analyze the input data and 

look for the use of the wrong weapons, or extreme use of unauthorized weapons. To 

analyze if the robot is movingin the direction of the civilians, facial recognition could be 

used to see whether the people it is moving towards are wearing uniforms. 

2. The cyberattack causes intentional friendly fire 
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This would cause the robot to fire at its fellow soldiers. This could be detected using 

sensors and microprocessors. The data will be input using optical sensors and image 

sensors, and will be sent to the microprocessor. The microprocessor will then run this 

data through facial recognition software which will determine the identities of the 

soldiers the robot is firing at. If the data matches the robot’s fellow soldiers, it will be 

identified as intentional friendly fire. 

3. The cyberattack deactivates the robot 

This would cause the robot to stop moving and functioning completely. This could either 

be detected using a possible back up system in the robot, or would require visual 

assessment from the fellow soldiers. If a backup system is available, it can be used to 

counterattack and reactivate the robot’s system. If a backup system is not available, the 

cyberattack can only be prevented.  

For all of these situations, if the data is out of the acceptable range, and if malware or a 

cyberattack is detected, a counterattack will be administered by a protective software. This will 

follow an algorithm where if a check for firewall comes back negative, a check for malicious 

software possibilities comes back positive, and any abnormal data or code apart from the original 

is detected, a counterattack will be ordered. The countermeasure will include a new firewall 

being put up, a thorough reboot of the robot’s system being performed, and an anti-virus or anti-

malware code being used to destroy the malware along with the hacker being tracked and 

identified. 

 

Methodology 

Aprotective software can be created to respond to these threats and prevent them. The algorithm 

for this is shown in the following flowchart. Before the flowchart begins, data from the 

microprocessor will be input into the cyberattack detection software. This data will then be 

analyzed to see if it is in the acceptable range. If it is outside the acceptable range, a threat has 

been detected. Next, the software will check if the firewall has been penetrated. If it has, the 

software will then review if any abnormal code has been detected. This could be malicious 

software that is causing damage to the robot. To rule out any known bugs, the software will 

check if the code is from an unidentified source. If this is true, the level of danger of the threat 

will be evaluated. If the threat turns out to be dangerous, and if it is the cause of the 

malfunctioning of the robot, countermeasures will be taken. A new firewall is created and an 

anti-malware or anti-virus software or code is administered. A signal is then sent to track the IP 

Address of the source of the threat and its location is found. The hacker is identified and added to 

a list of offenders to be found later. Lastly, a thorough reboot of the robot’s system is performed 

to repair internal damage, and the robot is fully functional again. This protective software system 

will also prevent a cyberattack from happening as machine learning could also help the 

microprocessor analyze and predict if a threat is possible. If it is, a stronger firewall will be 

installed. 
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Conclusion 
This algorithm will not only prevent a cyberattack from occurring, but it will also neutralize the 

threat that has appeared in the robot’s system. This can be used in any IoRT device to protect it 

in a way that uses IoT along with cybersecurity and not just the latter. After this algorithm, once 

the robot has rebooted, the offender will be tracked and retaliatory actions will be taken. The 

machine learning in the robot’s system will allow it to analyze the threat and create a stronger 

security system to prevent attacks of the same kind. This is how IoT and Cybersecurity can be 

used together to create a protective software.  
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Abstract 

We have seen many pandemic and epidemic bursts over the past years, the 

rate of which has gradually been increasing. This trend is unlikely to 

discontinue, unfortunately, and the intensity of these outbreaks has also 

been anticipated to rise. An example of this would be the outbreak of the 

COVID-19 virus, which caused a major uproar and large-scale panic over 

the high death number and damage to the economy. It has become a 

necessity to learn how we can predict and control any future pandemics 

and epidemics. This paper explores the way data analytics can help with 

that while carefully examining the case of the COVID-19 and using it as 

an example to help deduce the ways we can further our technology so as to 

ensure minimum damage in the future.  

Keywords: Pandemic, Pathogenic outbreak, Data Science, Artificial 

Intelligence. 

 

 

INTRODUCTION 

The recent outbreak of the COVID-19 pandemic has left us with the realisation of just how 

unprepared we are in the face of a pathogenic outbreak as severe as this. Unfortunately, statistics 

have proven that the COVID-19 is not going to be our last encounter with these ever-evolving, 

mutating, infectious pathogens. Especially as the frequency of pathogenic outbreaks over the 

decades, along with their intensity, is increasing dramatically.  

First declared as a global crisis on 30th January, 2020 by the WHO (World Health 

Organisation), the COVID-19 virus has been the cause of mass-panic and mass-destruction. It 

Has taken the lives of around 409,000 people and has infected more than 190,000,000. The 

economies of various countries all over the world also took a toll. Many lost their jobs and any 

source of income.  

We need to find a suitable enough method to enable us to predict and control the outbreak 

of these pathogens. Data analytics and Artificial Intelligence technologies are a very suitable 

method for the same. This research paper explores how these technologies could be employed so 

the damage that the COVID-19 virus had caused wouldn’t repeat itself.  

Theory 
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In this section, the summary of the theoretical basis should be given, if any. Here, you can cite 

handbooks or classical papers in the field, and use equations, if necessary. Do not use equations 

which are common knowledge. 

 

Experimental 

Describe your experiments so that they could be reproduced by another researcher. Do not 

describe in detail the methods commonly used or already published, cite them instead. 

Emphasize the critical steps. 

(Header: Font size and style: Times New Roman 16  

Text: Font size and style :Times new roman 12, line spacing 1.5) 

[Kindly note the above header will change as per the research topic selected. Till Introduction, 

Learners are requested to follow the same format] 

 

RESULT 

In this section, your results and their interpretation should be given. It should be a separate 

section. 

(Header: Font size and style :Times New Roman 16  

Text: Font size and style :Times new roman 12, line spacing 1.5) 

 

DISCUSSION 

In this Section, discuss about your results obtained and explain it in detail with the help of 

statistical tools (like bar graph, pie chart and etc.) [ For more details refer the Annexuresection] 

(Header: Font size and style :Times New Roman 16  

Text: Font size and style : Times new roman 12 , line spacing 1.5) 

 

CONCLUSION 

In Conclusion, you should not repeat sentences from the Abstract, Introduction, and the Results 

sections. It should summarize the most important results, their novelty advantages, and 

limitations. Here you may also mention planned future work and/or recommendations to others. 

(Header: Font size and style :Times New Roman 16  

Text: Font size and style :Times New Roman 12, line spacing 1.5) 
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Abstract 

Green technology is one of the fastest-evolvingtechnologies.It attempts to 

analyse of sustainability in terms of the environment, energy efficiency, 

also communication purposes, mostly on mobile devices. It’s a 

responsibility to motivate environmental responsibility and encourage the 

research of environmentally-friendly network equipment and systems. The 

goal of this paper is to provide the most recent research in green 

communications and networking for next-generation wired networks, as 

well as the direct and indirect environmental implications. It offers a 

review of the literature on protocols for increasing the energy efficiency of 

green communication networks. 

Keywords: Green communication, Mobile devices, Energy efficiency. 

 

Introduction 

Today, Communication technology is exceptionally crucial. Machines and computers control the 

majority of real-world tasks. All of this is feasible as a result of information and communication 

technology advancements technology. The data rate in wireless communication isas a result of 

technological advancements and electrical and communication development on a large scale, 

technology. The world of data and communications communities is currently confronted with 

two major challenges: first, the amount of transmitted multimedia-rich data is rapidly increasing, 

and second, the total energy consumption by communication and networking devices, as well as 

global Carbon dioxide emissions, is increasing rapidly. 

 

Theory 

Section 1:What is green communication? 

Green communication is the process of using energy-efficient communications and networking 

technology and products in all areas of communication, limiting resource consumption whenever 

achievable. Over the previous decade, the number of mobile subscriptions has skyrocketed in the 

information and communication technology (ICT) field. Globally, the total number of Internet 

users is projected to grow from 3.9 billion in 2018 to 5.3 billion by 2023 at a Compound Annual 

Growth Rate (CAGR) of 6%. In terms of population, this represents 51% of the global 

population in 2018 and 66 % of global population penetration by 2023. 
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Figure 1  Global Internet user growth (2018-2023) 

 

Section 2: Origins of Green Communications 

Climate change and the energy crises are not merely distant future issues; their consequences are 

already being felt. Global warming is caused by greenhouse emissions such as CO2 and 

methane, which have disastrous repercussions for the earth and human civilisation, as 

documented in Reference. The Kyoto protocol to the United Nations Framework Convention on 

Climate Change (UNFCCC) established in 1997 indicates that mainly the developed countries 

are responsible for the current levels of greenhouse gases, followed by a strong objective to take 

action against global warming. In the Conference of the Parties (COP) 17 climate change 

conference in Durban, 2011 scientists raised concerns that the measures taken so far are not 

sufficient to avoid global warming beyond 2°C (a limit established in the G8 meeting in 

L’Aquila in June 2009 to avoid unpredictable environmental damage) and more urgent action is 

needed. Besides environmental concerns, the energy crisis becomes apparent with claims stating 

that approximately 50% of the world petroleum resources are already exploited [1], creating 

major obstacles for power supply with negative consequences on the economy. In general, 

energy pricing influenced by fuel prices is showing an increasing trend according to the forecast 

study performed by the Energy Information Administration (EIA) of the US Department of 

Energy [2]. 

 

Section 3: Environmental impacts 

Many keywords are used while addressing green technology, and they are often used and 

misunderstood. Because of the problem of global warming and climate change, carbon emissions 

are presently receiving the concentration. Air pollution, water pollution, and soil quality, as well 

as the conservation of the ozone layer, the utilization of natural resources, and waste reduction, 

must all be also addressed when contemplating an environmentally friendly solution. 

Off-grid installations that offer coverage for rural locations are mostly responsible for CO2 

emissions. The majority of these installations are powered by diesel generators. Radioactive 

power emits extremely few greenhouse gases, but it does have significant environmental 

consequences, such as the disposal of nuclear waste. 
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In order to guarantee that wireless devices have a longer battery life, energy efficiency is also 

crucial. As the number of mobile phone users grows, the battery in these devices must become 

more efficient in order to operate for longer periods of time. Several research are being 

conducted in this regard, with the goal of enhancing battery technology for mobile phones as 

well as electric cars [3]-[4].However, progress and growth in this field of study is leisurelier than 

its application. As a result, energy-efficient communication and the manufacture of reusable 

gadgets are worthwhile investments. One of the major aspects of green communication is the use 

of energy-efficient equipment and the management of power consumption in cellular networks. 

 

Section 4: green technology: 

Green Technology is an umbrella term that refers to the application of science and technology to 

develop environmentally friendly goods and services. Green technology is linked to cleantech, 

which refer to items or services that improve operational performance while cutting costs, 

reducing energy consumption, minimising waste, or mitigating negative environmental 

effects.Green technology attempts to protect the environment, undo past environmental damage, 

conserve natural resources, and preserve the Earth's natural resources. Green technology has also 

developed into a burgeoning industry that is raking in large quantities of money. 

 

Experiment 

Environmentally Friendly Solutions Should Be Considered When Assessing Direct and Indirect 

Consequences: When analysing direct and indirect impacts, environmentally friendly solutions 

should be considered. Implementing a solution that decreases a service's energy usage, for 

example, has a direct impact. The indirect effects of solutions are linked to the broader ideas of 

solution adoption. Email's presence eliminated the need for letter writing, transportation, and 

paper use, among other things. Environmental concerns are usually limited through indirect 

effect minimization. Because these are contingent on fluctuations in political, economic, and 

informational circumstances, such reductions are generally more difficult to anticipate.The major 

method for reducing environmental consequences is to improve efficiency. When it comes to 

email adoption, one might argue that by replacing every letter written with an email, we are 

significantly diminishing the impact of those letters. This scenario demonstrates that estimating 

the indirect environmental effects of solutions is a challenging undertaking that must be 

approached with caution. 

 

DISCUSSION 

Positives of using green technology: 

The world of green technology solutions in the construction industry is rapidly evolving, and 

there are several definitions of what green technology is and how it benefits the construction 

industry. Simply defined, green construction technology entails the creation of new structures 

that include one or more features of ecologically friendly solutions. By creating new liability and 

environmental criteria, building green has upped the bar for the whole housing sector.it helps to 

reduce the Expenditures and switch to an eco-friendly way at the same time.it creates 

employment; when it comes to sustainable solutions in the construction sector, professionals 

with the necessary skills are needed. Green energy is a rapidly expanding sector that will last for 

many generations. As a result, a wide range of job opportunities emerge, including 
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environmental health engineers, solar energy specialists, and efficient lighting experts.There are 

mainly two groups of methods for improving network energy efficiency: increasing the use of 

alternative energy sources to minimise reliance on the main power grid, and network load 

optimization to reduce energy usage. 

 

The goals associated with green communication networks:  

 Improving the network's intelligence through trade-offs between energy usage and 

external factors, such as traffic loads. 

 Integration of the network infrastructure and network services to enable the network to be 

more responsive and to require less power to operate.  

 Reduced carbon emissions. [5] 

 

CONCLUSION 

This article provides an overview of energy consumption issues in green communication 

networks as well as methods to reduce network energy usage. The common energy consumption 

problem in green communication networks is highlighted, and the strategies utilized to enhance 

the energy efficiency of these networks are described. The time and frequency domains can be 

used to address this problem. The challenge of energy conservation across numerous systems or 

networks is less well understood. From modelling to specific solutions, more work is 

required.Other deep concerns are the variations in mobile operator coverage and service kinds 

from one location to the next. As the world's communication networks expand at an exponential 

rate, it's critical to give wireless access networks primary priority in the design and development 

process. 
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Abstract 

SARS-coV-2 has become a huge threat to humankind throughout the 
world. Machine learning (ML) techniques are used to analyze and 
interpret massive datasets and predict their output. ML techniques can be 
used to predict if a patient has been infected by SARS-coV-2 based on the 
symptoms stated by the WHO and CDC. First, the information on this 
virus is obtained which includes factors like its origin, its transmission 
capacity, its symptoms, its mutation rate, etc. Second, data analytics are 
applied to the existing data present. In this review, the methods for 
predicting future cases based on the existing data and as well as the 
algorithms used are discussed. 
Keywords:SARS-coV-2; Machine learning; Datasets; Data analytics 

 
 
INTRODUCTION 

In this era of technology, data science and machine learning play an important role in many types 
of industries especially the health care industry. They make it convenient for medical 
professionals to manage their tasks.ML helps hospitals to maintain administrative processes and 
treat infectious disease [4][5]. Scientists are working and experimenting with machine learning 
(ML) to develop viable and acute solutions to diagnose and treat diseases. ML can identify 
diseases and virus infections more accurately so that patients' disease can be diagnosed at an 
early stage, the critically threatening stages of diseases can be avoided, and there can be fewer 
cases where the disease reaches an advanced stage. In the same manner, ML can be used to 
automate the task of predicting COVID-19 infection and help predict future COVID-19 infection 
counts [1].  
The current pandemic, which has taken the world by storm, is caused by a virus named SARS-
coV-2. It originated in Wuhan City, China in Dec. 2019. Coronaviruses are a type of virus that 
mainly causes respiratory diseases in humans whose severity can be very high (SARS - Severe 
Acute Respiratory Syndrome or MERS - Middle East Respiratory Syndrome) or very low 
(common cold or cough) [2]. First, we need to check the similarity of this virus with past 
outbreaks to get a clearer understanding of this pathogen.SARS-CoV-2 has a 79.5% similarity to 
SARS-CoV and 96% similarity to the bat coronavirus [7][8]. Coronavirusescomes under the 
Coronaviridae family. They are segregated into four genera: beta-, alpha-, gamma- and delta-
coV. The viruses currently responsible for causing the disease in humans belong to alpha- or the 
beta-coV [2]. There are crown-like spikes present on the outer surface of the virus hence its 
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name, coronavirus. Coronaviruses are 65–125 nm in diameterand contain a single-stranded RNA 
as a nucleic material. (fig. 1) [3] 
 

 
Fig. 1 [3] 
 
The first cases which were reported from Wuhan proved to be a member of the beta-coV group 
[3]. Initially the coronavirus has an incubation period on 2-14 days in the human body, but recent 
data shows that the incubation period has increased from 14 to 20 or 28 days because of the 
mutation of the virus. it is transmitted by via an infected person’s sneeze or cough [1]. The WHO 
declared COVID-19 as a global health emergency on the 30th of January 2020 and a global 
pandemic on the 11th of march, 2020 [6]. 
 
Theory 

There are numerous methods or ML techniques which can be used to predict and forecast future 
pandemics. Some of them are linear regression (uses one independent variable to explain or 
predict the outcome of the dependent variable Y), logistic regression (a statistical analysis 
method used to predict a data value based on prior observations of a data set), using different 
types of models like predictive modelling, data visualizations and data sources which consists of 
data extracted from verified sources like John Hopkins University, WHO andDingXiangYuan (a 
website authorized by the Chinese government) [9] [1].   
The dataset which is used and analysed here is provided the John Hopkins University available 
in Kaggle repository. [10] The dataset consists of 35775 records up till June 4, 2020, which 
includes state, country, longitude, latitude, date, confirmed cases, deaths and recovered cases. 
This dataset has records of cases in 213 countries and according to these records, these 213 
countries have 6,632,985 confirmed cases, 391,136 death cases, 3,371,886 active cases and 
2,869,963 of recovered cases. Table 1 shows the global spread of COVID-19 in 20 countries 
with the highest number of confirmed cases along with the other attributes like death and 
recovery rate. According to the table, USA has the highest number of confirmed cases.  
Table 1. [7] 

Country Confirmed Deaths Recovered Active Death 

Rate 

Recovered 

Rate 

USA 1872660 108211 485002 1279447 5.78 25.90 

Brazil 614941 34021 254963 325957 5.53 41.46 

Russia 440538 5376 204197 230965 1.22 46.35 
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Country Confirmed Deaths Recovered Active Death 

Rate 

Recovered 

Rate 

UK 283079 39987 1219 241873 14.13 0.43 

Spain 240660 27133 150376 63151 11.27 62.48 

Italy 234013 33689 161895 38429 14.40 69.18 

India 226713 6363 108450 111900 2.81 47.84 

France 192330 29024 69573 93733 15.33 36.17 

Germany 184472 8635 167909 7928 4.68 91.02 

Peru 183198 5031 76228 101939 2.75 41.61 

Turkey 167410 4630 131778 31002 2.77 78.72 

Iran 164270 8071 127485 28714 4.91 77.61 

Chile 118292 1356 21305 95631 1.15 18.01 

Mexico 105680 12545 74758 18377 11.87 70.74 

Canada 95269 7717 52184 35368 8.10 54.78 

Saudi 
Arabia 

93157 611 68965 23581 0.66 74.03 

Pakistan 85264 1770 30128 53366 2.08 35.33 

Mainland 
China 

83027 4634 78328 65 5.58 94.34 

Qatar 63741 45 39468 24228 0.07 61.92 

Belgium 58767 9548 16048 33171 16.25 27.31 

The COVID-19 pandemic is compared to four epidemics that has occurred in the past. This is 
done to get a clearer understanding of the mortality rate and the transmission capacity which is 
based on the number of people infected in total. The four other datasets [12] [13] [14] [15] are 
referred to in Ref. [7]. The four epidemics, which the COVID-19 pandemic is being compared 
to, are EBOLA, SARS, H1N1 AND MERS diseases. Table 2 shows the comparison of the 
pandemic to above named past epidemics. Based on the table, the number of infections in the 
current pandemic is higher than the SARS, EBOLA AND MERS epidemics but H1N1 disease 
still has the highest number of confirmed cases despite having a low mortality rate [7] [11] [12] 
[13] [14] [15]. 
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Table 2. [7] 

Epidemic/pandemic Start year End year confirmed deaths death rate 

COVID-19 2019 – 6,632,985 391,136 5.90 

SARS 2003 2004 8096 774 9.56 

EBOLA 2014 2016 28646 11323 39.53 

MERS 2012 2017 2494 858 34.40 

H1N1 2009 2010 6724149 19654 0.29 

Using the dataset in Ref. [10] which is from Ref. [7] several observations and trends can be 
drawn. The data shows the number of confirmed cases was substantially higher in the united 
states than any other country. Despite having the highest number of confirmed cases in February 
2020, China in June 2020 is ranked 18th in terms of confirmed cases which shows that they had 
manged the spread. Fig. 2 shows the recovery rate and death rate across the world from January 
22, 2020, to June 04, 2020. Death and recovery rate is defined by the ratio of recovery/death rate 
to confirmed cases. It shows that the recovery rate had increased from January to the first week 
of March The dataset also shows that there was a sharp increase regarding the death rate in the 
first week of March 2020. It also shows that the global percentage of active cases was 42.20% of 
all confirmed cases and the recovered cases  
 
was 51.90% of all confirmed cases [7] [11]. 

 
Fig. 2 [7] [10] 
The application of data science on COVID-19 can be implemented by the use of various machine 
language classifiers [16]. The programming languages which can be used are Python, MATLAB 
etc. for prediction of an event or a problem, feature selection methods can be used to find the 
highest effect or factor affecting the problem [17] [18]. Then the classifiers can be used to 
conclude prediction results [17] [18]. Usage of the regression and feature selection process in 
algorithms is done and the regressions are expressed into formulas and the values are obtained 
which indicate the forecast of the COVID-19 pandemic. 
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RESULT 

 
Fig. 3 [7][10] 
Fig. 3 shows the number of confirmed cases plotted against the number of days starting from 
January 22, 2020. The green solid line is for actual data and the dashed lines are for predicted 
ones obtained from the created algorithms. Table 3. Shows the estimated values of the predicted 
confirmed cases. 

Future dates Predicted confirmed cases 

June 5, 2020 7286283 

June 6, 2020 7423297 

June 7, 2020 7561566 

June 8, 2020 7701090 

June 9, 2020 7841868 

June 10, 2020 7983901 

June 11, 2020 8127188 

June 12, 2020 8271730 

June 13, 2020 8417526 

Table 3. [7] [10] [17] [18] 
 
CONCLUSION 

In conclusion, the dataset which has been referred to here [10] can play a vital role in monitoring 
and predicting outbreaks such as COVID-19. The results concluded shows that a gradual 
increase in the confirmed cases was expected. With the help of ML and the availability of 
appropriate datasets, accurate predictions can be made which will help countries and especially 
their healthcare industry prepare for worst. The ongoing COVID-19 pandemic has deeply 
affected the status of many countries and has resulted in a worldwide emergency. The aim of this 
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study was to forecast the number of confirmed cases of SARS-coV-2 so it could help industries 
prepare well before an event of major crisis. 
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Abstract 

Technology transfer and management are important in the 

medical industry to ensure that the technology released into the 

market is suitable for those that need the technology. This article 

covers all the needed procedures to research, develop, and release 

a device into the market and technology transfer's relation to the 

current Covid-19 worldwide pandemic. 
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Introduction 

Technology transfer in the medical industry means the procedure that leads to 

producing a successful product starting with the innovation of the product to 

research to product development, clinical trials, and finally commercialization. 

This is the process where the innovator of the technology makes the technology 

available by collaborating with commercial partners that can release it to the 

general public. 

 

The Importance of Technology Transfer and Its Benefits 

To start, technology transfer is important in the medical industry as any bug in the 

introduced technology can affect its users. To prevent flaws, technology transfer 

requires specific documents that include required information about the technology to 

transfer the technology from research & development to manufacturing without 

faults, information to transfer technology of current products between different 

manufacturers and to give examples of procedures and concerns about the 

technology/invention. It is also important the invention receives the protection of 

intellectual property (IP) in ways like receiving a patent, copyrights, and trademarks 

of the invention. This allows the inventor to be known and prevents anyone else from 

replicating the technology by law. 

Technology transfer also has many benefits when done right, including a few 

like efficiency, products of better quality, and a standardized process resulting in time 

and cost-effective production. Technology transfer allows innovators to release 

technology that can be important for society or even makes way for new technology 

in the future resulting in revenue that can allow the developing company to improve 

the technology with the help of increased faculties, increasing employment, and more 
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time for research or create new products advancing the company’s business forward. 

Technology transfer can allow the release of life-saving or health-improving 

technology and even technology that can create a cleaner environment. Technology 

transfer even has benefits to the tech-producing nation by increasing its economy’s 

worth. 

Small and medium-sized enterprises (SMEs) also depend on technology 

transfer. These companies use this process to help them compete with larger 

companies. Using technology transfer allows these small and medium-sized 

enterprises to release technology that contributes to future technology and they use 

the profit made to increase the size of their company. 

 

The Parts of the Technology Transfer Process 

The technology transfer process varies depending on the nature of the project so 

one process may not be fit for all. Though, in most processes the common steps 

include the following: 

1. The innovator submits an Invention Disclosure form which includes the 

name of the inventor and invention, a description of the invention, details of 

the funding the innovator received, if the innovator has disclosed anything 

about the invention publicly, and any other information needed. This form 

will then be reviewed and a meeting will be made between the innovator or 

researcher and the technology transfer office (TTO) of the company or 

university. 

2. The office then decides whether they want to file a patent application or not 

after evaluating the invention disclosure on whether it is non-obvious 

(something that is not apparent and cannot be easily made based on previous 
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innovations), is useful, relevant, unique, and can be put in the inventor’s 

name, which is all the points needed for patentable inventions. They also 

decide the possible commercial value and the best type of intellectual 

property protection and commercialization for the new 

technology/invention.  

3. A patent is filed only after careful consideration. This is because filing a 

patent is very expensive which also means that the company or university 

does not accept all invention disclosure forms it receives. After careful 

consideration, they file a patent for a patentable innovation. According to 

USTPO, “You cannot get a patent if your invention has already been 

publicly disclosed. Therefore, a search of all previous public disclosures 

should be conducted. A search of foreign patents and printed publications 

should also be conducted.” After about 22 to 32 months, the patent gets 

issued and the university or company has to pay maintenance fees before it 

expires after 20 years from the date of filing. 

4. The university/company starts to market the technology to possible partners 

or licensees after the patent has been filed. To do this the 

company/university conducts a test for the technology, the results are used to 

market the invention. 

5. To introduce the invention to the public and commercialize the 

technology/invention, the company/university has to permit an organization 

or licensee to receive profit or benefit from the technology. In simpler terms, 

the organization receives permission to produce, use, and sell the 

technology. 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

301 

 Vol. 8  Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 
 

MISA LUMINOUS SPARK- 2021 

6. After the company has a licensing agreement with the organization, they can 

begin to work together to develop a business plan to sell the technology and 

how they will distribute the revenue they receive. 

 

The Research & Development Procedure for Drugs 

Research and Development (R&D) is a major part of technology transfer when 

creating an important drug and taking proper care during R&D will show positive 

results in the final product. Specifications that can be done and are done include,  

 Preparation of specified materials and designing the procedures based on the 

technology’s characteristics. 

 R&D identifies the level of quality a product will have based on 

specifications given by the innovator of the technology. This is done through 

stability tests that are for the innovator product and the soon-to-be-

manufactured product. Stability testing is a method used to check the quality 

of a system and how well a product conserves its quality throughout its use. 

 If the product is a drug, R&D fills out a technology transfer dossier 

document to give to product development. This document contains 

information about the drug, like: 

o A master formula card containing product name and benefits, generic 

name, master formula card number, page number, effective date, 

market, and shelf life. 

o A master packaging card containing packaging type, the material of 

packaging, and shelf life of packaging. 
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o A master formula gives formulation order and manufacturing 

instructions. This gives the order of the process to make the drug, and 

environmental conditions needed. 

o Standard test procedures (STPs) and specifications help to know 

active ingredients and excipients present in the drug, process 

specifications, specifications about the product release, and any other 

details. 

 To check if the product is stable after processing it, R&D conducts 

validation studies that verify this. Only after this production can begin. 

 A development report is also submitted. This contains information about 

new drug substances and drug products, raw materials used, dosage form 

rationing and formula designs, manufacturing methods, and specification 

and test methods of drug substances. 

 A technology transfer plan that describes the item and contents of the 

transferred technology, the date of completion of technology transfer, and 

other important data needed for technology transfer. 

 A report is made at the end which is used to confirm that the innovator's 

specifications have been included in the product. 

 

Examples of Technology Transfer 

Technology transfer can be used anywhere including pharmaceuticals, medical 

devices, alternate energy solutions, computer technology, transportation, AI or 

Artificial intelligence, robotics, agriculture, aerospace, etc. 
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How Technology Transfer is Used to Create Vaccinations 

For the past year, the world has been battling with a COVID-19 pandemic, because 

of this, researchers have been trying to create a vaccine to prevent the virus from 

spreading even more. For this reason, World Health Organization (WHO) has 

worked with scientists, businesses, and other global health organization to fast-

track the making of a vaccine. In the past, WHO had created a strategy to increase 

the production of influenza vaccines in low-medium income countries (LMICs) by 

creating a technology transfer hub. In this technology transfer hub, a publicly 

funded institution provides necessary manufacturing and clinical and regulatory 

expertise to create a documentation package with corresponding training modules. 

This package is sent to different developing countries vaccine manufacturers 

(DCVMs) so that they can efficiently produce vaccines that are cost-efficient. This 

was a highly effective technology transfer hub and which established 14 DCVMs 

that produced influenza vaccines. However, this hub does not work for patented 

vaccines therefore also new vaccines. 

 In 2020, WHO had a new strategy to rapidly create and supply COVID-19 

vaccines all over the globe through the ACT-Accelerator. According to WHO, 

“The Access to COVID-19 Tools (ACT) Accelerator, is a groundbreaking global 

collaboration to accelerate development, production, and equitable access to 

COVID-19 tests, treatments, and vaccines.”  WHO has also created Global Target 

Product Profiles (TPPs) for COVID-19 which contains the attributes of a safe and 

effective vaccine, for example, vaccines for people at high risk for protection 

against COVID-19 in the long-term. This had created over 300 candidate vaccines 

with a composition and supply that met the needs to create billions of vaccines. By 

December 2020, just 10 months after the pandemic began, more than 11 vaccines 
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were in Phase 3 trials of the 6 phases mentioned earlier. The extent of financial and 

political commitments made for the development of the vaccine has also been a 

major part in the rapid development of a COVID-19 vaccine. 

 

Conclusion 

Technology Transfer is the process used to allow innovators to create an invention 

that benefits society, creates solutions to problems, and to generate profit to fund 

further Research & Development. 
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Abstract 

There has been a massive increase in the popularity and the users of social 

networking sites over the years. Although, with this growth comes 

responsibility to its operators. This study aims to understand the 

drawbacks of revealing too much information and placing trust on social 

networks. It also considers the various security and privacy concerns with 

regard to social media sites and discusses a survey based on it. The results 

for which showed that some users needed to be more informed about their 

data security and the majority were indeed concerned about their private 

information being disclosed to the operators.  

Keywords: Personal information, Privacy, SNS, Data security 

 

Introduction 
In recent times, Social Networking Sites (SNS) like Facebook, Whatsapp etc. have grown 

increasingly popular. According to most recent reports, Facebook has 2.7 billion users that are 

active monthly. Further research reveals that the number of social media users have increased 

from 2.07 billion users in 2015 to 3.96 billion users in 2020, a 92.76% rise in just 5 years. These 

sites have become an essential part of the personal lives of most individuals since 

communication can be done quickly and efficiently using these platforms. These platforms are 

used to interact with family, chat with friends, connect companies and even for marketing and 

advertising purposes. They enable users to create a personal profile where they can share 

pictures, videos and blogs that can beviewed by selected friends or everyone. 

However, with these benefits come downsides, there is not just a boost in the number of 

users on the sites but also excessive data relating to social interactions is available and a fair 

amount of personal information is being shared with its operators. This includes contact details, 

personal details and addresses which need to be protected. This raises privacy concerns among 

the users about whether their data is safe or not because if they are not mindful about the content 

they share, it can lead to various security breaches, identity theft and misuse of private details. 

Furthermore, the fundamental concept of privacy is that the users should have control over how 

their information is being utilised. The users deserve some amount of privacy and should be able 

to share content with the intended audience only. And since all interactions are online at present, 

it adds on to the problem. Despite features provided by the operators like end-to-end encryption, 

these issues have to be considered. Most tend to ignore these risks and continue placing their 

trust on the operators, disclosing all personal details. The paper discusses these security concerns 
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and provides a study based on an online survey where respondents put forward their opinions 

and experiences.  

 

Theory 

Social Networking Sites 
SNS are defined as a medium through which people can build personal relations with others that 

have corresponding likes and dislikes. These relationships grow through sharing content with 

each other through photos, videos, and direct messaging.  

In 1997, the first SNS that involved making friends online was SixDegrees.com after 

which a lot of other sites grew more and more conventional including Facebook, Whatsapp etc. 

Facebook has more than 2.7 billion users across the globe. These users may display personal 

information on their profiles without any second thoughts making them vulnerable to their 

private information getting leaked or the operators using it for illegal activities. They agree to 

privacy terms and conditions that grant access to their information, for example, their location, 

the device information and operating system.  

 

Privacy Concerns 
Most users disregard the privacy settings on their social media. With a public account anybody 

can access their information. The users do not understand the significance of the information 

they share and how it can be used without their knowledge. On Facebook, even with a private 

account, an acquaintance who the user does not know well can still access their information. 

These shoddy settings give way to cyber-attacks and leakage of personal information. 

Furthermore, Facebook is a SNS that allows third party applications to ask for access to users’ 
information and when they provide that the apps can use any of that information without their 

knowledge. 

Some worry that their personal preferences and behaviour can be interpreted by their 

browsing history. It records the users likes and preferences and the same kind of content gets 

recommended to them and that is what makes up the users’ algorithm. In the documentary ‘The 

Social Dilemma’ [9] many experts claim that it is a way of manipulation because this data is 

harvested so that the users get addicted to the sites. In the same way, this technique is used for 

marketing where users are recommended advertisements based on their algorithm. They have a 

very basic business strategy and that is to track human behaviour and sell products based on their 

wants.  

In 2018, the Facebook-Cambridge Analytica scandal happened where information of 

approximately 80 million US/ EU users was exploited for illegal political reasons. Their 

harvested data was utilized by third party apps for advertising campaigns for elections. The app 

was called "This Is Your Digital Life" and it had a survey in which the respondents gave out 

personal information and this was used as an analysis for the Trump election campaign in 2016.  

The scandal was then unveiled in 2018 by a former employee of Cambridge Analytica. 

Facebook was then sued for ‘losing control’ of data with a penalty of £500,000. Even now there 

are concerns that the end-to-end encryption of WhatsApp has its limitations, some of the 

metadata gets shared with Facebook which is its parent company. 
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In January of 2021 WhatsApp updated its privacy policy which raised doubts among 

most users. They received a notification asking them to agree to certain terms and conditions that 

entailed sharing some data which lead to them thinking it will be shared with Facebook, the 

parent company, too. And if they did not agree to them within a month their account would be 

deleted. During the week, the users dropped by more than a billion and so the issues had to be 

addressed and the date for the updates was pushed. 

 

Role of the Government 

The government of India recently released the new report of IT rules of 2021 and gave social 

media applications 3 months to comply with the changes. They are contributing to the problem 

of violation of users' privacy when they ask WhatsApp’s operators, according to the rules, to 

trace the original sender of the text. WhatsApp had to file a complaint in the court against them 

and this is an ongoing issue. Furthermore, these rules are likely to break the end-to-end 

encryption that originally states that no third-party applications, WhatsApp or Facebook can 

access the users’ texts. The government would be able to find the original senders of any 

message. The fundamental right to speech and expression would be violated with this, making 

the Indian users extremely apprehensive about their data privacy. 

 

Research Design 
The purpose of this research is to acknowledge the different privacy concerns faced regarding the 

trust placed on the operators of SNS. An online survey was conducted within a span of 10 days 

to understand the opinions and experiences of different age groups regarding privacy on Social 

Networking Sites like Facebook, Instagram etc.  

 

Result 
The survey was run in July and there were 25 respondents of different ages starting from 15. 

Each of them responded to questions about their issues with privacy and their own suggestions 

about how data security can be improved. The inference was that all of them use SNS and the 

most used SNS was WhatsApp. However, more than half of the respondents do have privacy 

issues of some kind and some of which include: usage of contact details and residential 

addresses, getting advertisements based on likes and fear of personal chats available to operators. 

This only proves that users are in fact facing issues yet continue to use the sites.  

The questions that followed included hacking and what they thought best to do when they 

were hacked was: changing the password, deleting the account and informing people about the 

hacking. This only means that the operators need to make the applications more secure so that 

the users do not have to face hackers. If the operators do not do anything about it,the users will 

harbour more mistrust.  

The last question was about the users’ suggestions on what can be done better and the 

responses included: A two factor authentication if logged in through another device, making 

privacy terms and conditions simpler, an update as to 'who can see your post' prior to confirming 

every upload, not wanting pop-ups of marketing companies based on their preferences, the need 

of profiles to be verified and many more. This indicates that the users do have various 

suggestions and all of them valid yet they do not approach the authorities with them. It also 
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suggests that the government can take the users’ opinions before making decisions like changing 

the IT rules which violate their privacy. 

 

Discussion 
These are some of the figures that depict the results of the survey. There were respondents from 

every age group and most of them 35-45 years old. The purpose of this was to get accurate 

results since different age groups have different thought processes. 

 

 
Fig. 1 Ages of respondents 

 

All of the respondents who took the survey used social media sites and the most used site was 

WhatsApp. 24 out of 25 respondents use the app making it the most popular according to the 

results. Further analysis showed that most of the users of Facebook were between the ages of 35-

55 and for Instagram between 15-35. 

 

 

 
Fig. 2 Most used SNS 
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The next question was asked to know if the users were aware of the data they were sharing. A 

majority of 72% of them do not read privacy terms and conditions which indicates that they have 

no idea about what can be done with their data. This is extremely dangerous because they agree 

to something that gives a lot of access to operators without knowing about it. 

 

 
Fig 3. Reading terms & conditions 

 

 

 

Fig 4 displays that more than half of the users do face privacy concerns. The results show how 

much online privacy matters to the users which is directly proportional to the information they 

reveal on SNS. 

 
Fig 4. Facing privacy issues 

 

28% 

72% 

Do you read the privacy terms & conditions 

before agreeing to them? 

Yes No

52% 
48% 

Do you face privacy concerns about the 

information you reveal on social media? 

Yes No

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

311 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

Lastly, Fig 5 illustrates that 20% of the users have been hacked before. This is a huge number 

and reflects how unsafe the sites are since 2 out of every 10 people could have been hacked. 

Hacking results in revealing of plenty of personal information, messages, pictures and more. It is 

an invasion of privacy and if the operators do nothing about it, it will add on to the problem of 

trust. 

 

 
Fig 5. Hacking 

 

Conclusion 

To end with, this study helps to understand that almost half of the users were neither aware of the 

reciprocations of the content they share nor were they concerned about the problems they might 

face in the future. This research will help them understand and stay informed regarding the same. 

Moreover, the other users who were aware and apprehensive of the issues had listed down their 

concerns in addition to a few solutions too. Therefore, this study will be helpful to operators too 

who are looking to improve data security on their sites. However, there were limitations. All the 

respondents were from the same country and most of them aged 35-45. Hence, they had similar 

perceptions regarding the kind of issues they faced. Nevertheless, the study overall gives an 

insight into the opinions of various users which can be relied on for further study into the topic.  
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Abstract 

This paper aims to establish  
● Technology Transfer identical with Commercial Scientific Progress  
● Broad classifications of observed technology transfer to industry, 
● The impact of Technology Transfer in shaping our world  
● Role of Technology Transfer in making inaccesible and unaffordable more 

accesible and affordable  
● Indespensibility of Technology Transfer in bringing about productive side-effects 

of planned obsolescence. 
● The deterimental effects of the lack of proactive and efficient technology transfer  

Through real-life examples and case studies and tries to show the above aims, 
obectives and theoretical assumptions to be true. 
It tries to consolidate most relevant information on technology transfer and its 
industrial and scientific roles to give a comprehensive qualitative analysis on the 
same.    
Keywords: “technology” , “transfer” , “nature , “ Military” , “ academia” , “ 
research” ,  “institutions” , “AIIMS” , “CERN” , “air” , “travel” , “jet” , “ 
advantages” , “ bullet train” , “shikansen” , “biomimicry” , “graphene” , 
“wireless”,  “ headphones” , “IIT-H” , “Planned” , “obsolescence” , “phoebus”,  
“radio” , “ lightbulb”   

 
 
INTRODUCTION 

Technology transfer which serves as the base of this research is commonly described as process 
of transferring technology from the person or organization that owns or holds it to another person 
or organization. In most cases this is referenced and concerned with commercialization of 
technological innovations and solutions from organization(s) that develop it preliminarily. An 
important concept to grasp in order to comprehend the research as intended is that of the 
meaning of technology. Technology, the application of scientific knowledge to the practical aims 
of human life or, as it is sometimes phrased, to the change and manipulation of the human 
environment [0]. Simply put, it is the use of scientific phenomena and natural laws to solve a 
problem in the ecosystem, society, life processes, economy or with respect to human 
convenience. It is due to this interpretation that the main assumptions and conclusions are in line 

http://www.indianscholar.co.in/
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with the belief that technology in its existence and development isn’t solely by virtue of the 
activites of humankind or its forces. Keeping that in mind, it becomes very clear that  transfer of 
technology as pointed out eventually has shaped, is shaping and will continue to shape the world 
as we know it. It is indirectly or directly integral to consistency in growth and incentivising 
scientific development of mankind.  
 
Why technology transfer is intrinsic to scientific development  
Technology that is developed in labs and as part of experimental studies have the power to 
change the world but as capitalism demonstrates, unless a monetary incentive associates itself 
with such science, it is impossible to successfully make the most impact with the technology. In 
today’s modern economic world that monetary incentive is in the form of profit from commerce. 
So in order for a greater realization of the potentials of a technology leading to the wide-scale 
implementation of the same in the world that is consistent with the ultimate aims of technology 
development, this technology must find a way to be adapted for the consumer. This is brought 
about by technology transfer to industry. 
 
Classification Of Technology Transfer To Industries  

Technology transfer processes are observed from wide categrories; a very conservative scheme 
of describing technology transfer would classify most of it under transfer or commercialization 
of tech from academic institutions to co-orporate entities. They would also refer to some of the 
organizational technology however the classification in essence is seen to be more diverse. 
They can be seen from Nature (Biomimicry), from research institutions, from academia,  from 
another industry or Military.  

a) Technology transfer from Nature to Industry:  

The transfer or technology existent in nature in any way, shape or form to man made 
applications thus commercilized is refered to as technology transfer from nature to 
Industry. 
This is where the thought process regarding the understanding technology comes into the 
picture. Technology can exist anywhere even without man’s intervention. After all it is 
just a means to an end with respect to application of scientific phenomena and principles 
to resolve a problem. Therefore the various adaptations in nature for survival and growth 
if mimiced and replicated for use in the human world mainly in industry product. 
Probably the best example of such a technology transfer is that of the Japanese 
Shinkansen. 
The Shinkansen introduced in Japan arguably revolutionized high speed train-travel. It 
was the birth of the Bullet Train as we know it. However in the 1980s, one of the 
problems that eveloped with the early Shinkansen E1 was that it produced irritable loud 
sounds while running thus inconveniencing people especially in residential places[1]. To 
solve this issue a team was assembled toredesign the shinkansen and develop the E2. One 
big advantage they had was that Eiji Nakatsu, the general manager of the technical 
development department - was a bird watcher[1]. 
Throughout the entire design of the train, design cues have been seen to have been 
adapted from birds. For intance : 
 

http://www.indianscholar.co.in/
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The Pantograph of the train was inspired by Owl feathers. The supporting shaft was 
adpated from the smooth body of the Penguin to reduce  air drag and noise. 
The most important part of the train - the nose was inspired by the beak of the Kingfisher 
which dives into water to catch its prey but the unique shape ofits beak allows it to do so 
while barely making a splash[1]. 

All in all these changes and biomimicry made the resultant 2nd generation 
shinkansen 10% faster, 15% more power efficient than the first and helped it remain 
under the 70dB noise limit in residential areas. The E2 broke numerous world speed 
records in part due to these birds and their inspiring biology[1]. 
  Similarly companies like Kohler, Kraft, Nike, P&G, Boeing, nyserda, General 
Electric have all hired biomimcry experts and biologists to help them adapt efficient 
technologies and design elements from nature into their products.From designing air-
ventilation systems in hotels after praire dog burrows Mimicing shark skin to create 
antibacterial plastic surfaces. Or arranging widn turbines in the same drag reducing 
pattern in which schools of fish swim in. Transfer of technology to industry fropm nature 
is helping shape the world around us[2]. 

 
Similarly the surfaces of lotus leaves can be mimiced to make any product water 
proof;Imagine it being applied in your cars. Newer ideas help to mimic communication 
systems between ants to find food can be mimicked in sotware; also in autonomous 
vehicles such as self driving cars.  
 
 
 

http://www.indianscholar.co.in/
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b) Technology transfer from Research institutions 

Technology transfer often us seen to occur from institutions usually government owned, 
that specilize in undertaking implementation of experimental technology at a very niche 
scale as a part of scientific explorations or studies. These technologies developed as proof 
of concepts can be later adapted for public use by consumers by commercialization of the 
said technology. 

When Institutions like AIIMS, ISRO, NASA , CERN perform research, 
they use and develop certain technologies that have potentially revolutionary 
Implimentations  

Embedded web technology was developed by NASA to enable astronauts to conduct and 
monitor experiments on the ISS, remotely over Internet. This embedded web technology 
was later released in the public domain, served as a foundation to the Internet of Things 
which was later developed at CERN[3].  
An interesting spin-off from the research at CERN is that the GEM (Gas Electron 
Multiplier) which is a specialized gas detector is employed extensively in high energy 
physics and has been adopted in medical imaging, biotechnology, material analysis, 
radiotherapy dosimetry, radiation detection monitoring and even astrophysics[4]. 
 

c) Transfer of technolgy from academia  

Transfer of technlogy from academia refers to the transfer of technology to Industry from 
instituions like colledges, polytechniques, universities, schools or anyother educational 
institutions by its students or faculty.  
A recent example of such technology is in India's solution to the blackfungus epidemic:  
Researchers at Indian Institute of Technology, Hyderabad (IIT-H) have developed oral 
solution for the blackungus, which could be mass-produced now, to treat it providing 
huge relief to patients affected with it and doctors finding it hard to treat the patients 
along with allaying the fears of another uncontrolled widescale health disaster. [5] 
After two years of advancement of examination, the researchers are now confident that 
the technology as usually done, can be transferred to acceptable pharmaceutical industry-
partners for wide-scale production[5]. 
Arguably academia plays a very important role in the technology transfer process because 
of scope  of scholarly collaboration between them and research institutions and 
government agenicies that source ideas from youth scientists. 
 

d) Transfer of technology from Military:  

At the height of the Cold War, military commanders were seeking a computer 
communications system without a central core, headquarters or base of operations that 
could be sabotaged by enemies thus blacking out the entire network in one fell swoop.[6] 
This arose a desire to share information over great distances without the need for 
dedicated phone connections between each computer on a network. This gave birth to the 
devlopment of ARPANET  
ARPA(research) played a key role in launching the “Information Revolution,” including 
developing or furthering much of the conceptual and theoretical basis for ARPANET, a 
pioneering network for sharing digital resources among geographically separated 

http://www.indianscholar.co.in/
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computers. Its initial demonstration in 1969 built up to the Internet, whose world-
changing consequences unfold on a daily basis today. A seminal step in this sequence 
took place in 1968 when ARPA contracted BBN Technologies to build the first routers, 
which later enabled ARPANET to become operational. [7] 
ARPANET adopted TCP/IP on January 1, 1983, and from there researchers began to 
assemble the “network of networks” that became the modern Internet. This technology 
was adapted and then commercialized to form the mordern internet as we know today. 
This is but one example of technology tranfser from Military to Industry. 
 

Lets Discuss 

Why Technology Transfer ? 

The advantages of Technology Transfer are as follows: 
1. It provides incentives for new innovations and discoveries in the field of Science and 

Technology by commercializing the products on a large scale thus allowing considerable 
royalties to the organization and person behind the technology. 

2. It humanises the technology i.e adapts raw proof of concepts to better suit human needs. 
3. Brings about co-operation between two nation, organizations and institutions when 

technology is shared between them(we will explore this further later). 
4. Maximises resource utilization as any amount of monetary or infrastructure or any other 

resources provided for any research and development open avenues to innovations in the 
desired field or area but also simultaneously in seemingly unrelated applications.  
 

Lack of Successful Technology Transfer Intiatives 

In cases of lack of efficient technology transfer initiatives, humanity can miss out on potentially 
world changing innovations - the biggest example is the case of Graphene. 
Graphene is a one-atom-thick layer of carbon atoms arranged in a hexagonal lattice[8]. It is the 
building-block of widely-used Graphite , but graphene is a mindblowing substance on its own - 
with a multitude of path-breaking properties which repeatedly earn it the title “wonder 
material”[8]. Harder than diamond, elastic than rubber; tougher than steel but lighter than 
aluminium. Graphene is the toughest or strongest known material[9]. Not only is its high electron 
mobility is 100x faster than silicon, its heat conductivity is also 2x better than diamond; its 
electrical conductivity is 13x better than copper; it absorbs only 2.3% of reflecting light[9]. Yet, 
graphene still hasnt taken over the world. Why?...The growth of graphene in industries are very 
much related to two main items: money and research. 

Despite its easy method of isolation, researchers are still trying to find a way to optimise the 
commercialisation of this material. After the 15 years since it was first discovered, people have 
gone from producing flecks to barrels of graphene. The evolution of graphene is not an overnight 
process. Its production process requires further refining in order to enable graphene to leap out of 
the lab to the marketplace[10].  

http://www.indianscholar.co.in/
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https://www.graphene-info.com/graphene-introduction
https://www.nanowerk.com/what_is_graphene.php
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From the above chart we can infer that while graphene has been widey undertaken for research 
and experimentations - it has not been commercialized or tranferred to industries on a significant 
scale over the last two decades since its discovery.   

 
How does technology transfer make technology more accesible and life easier ? 

Sixty years ago, air travel was far too expensive for the masses. Book a flight between New York 
and London on Pan Am in 1960, and you'd be paying somewhere around $300, or about $2,600, 
adjusted for inflation. But in 2019, you can catch the same flight for almost a tenth of the 
price[11].  

 
The cause of reduction of the averge flight price so drastically are  

● Reduction of flight times and consequent increase in the number of flights 
● Having more powerful engines to allow larger planes to fly which accomodates more 

people in a single flight thus improving the supply-demand ratio. 
● There has also been reduced dependendency on pilots due to the integration of computers 

into the avionics thus reducing involvement of manual work if marginally. 
● The use of computers to book plane tickets thus increasing reach of the service allowing 

airlines to reduce price by economies of scale.  
Thus we can see from the above examples that computers are playing a great role in reducing 
flight prices and as we have discussed before, that is a product of technology. 

http://www.indianscholar.co.in/
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Furthermore the main factor affecting flight prices is that the airline industry is almost 
completely dependent on jet planes. In the 1960s this wasnt the case. 
How does using Jet planes help ?  

● Less vibrations in the plane body increases longetivity and reduces maintanence 
costs[12]. 

● They produce more overall thrust thus reducing flight times and increasing plane 
capacities[12].  

● Can fly at higher altitudes thus increasing flexibility leading to greater number of flights 
even in bad weather[12].  

 
 
Ever since the introduction of the jet planes in civil aviation in 1952[12], the sizes, capacities, 
fuel economy and number of people using air travel has only undergone a steady increase. 
All of these reasons make the devlopment of jet engines one of the main factors which 
contributed the increased affordability of flight travel. Along with this the introduction of 
booking by personal computers, ncreased the reach of these services as people started availing 
these with increased flexibility.  
 
 

http://www.indianscholar.co.in/
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BUT 
Before World War II, in 1939, jet engines primarily existed in labs. The end of the war, however, 
illustrated that jet engines, with their great power and compactness, were at the forefront of 
aviation development[13].  
A young German physicist, Hans von Ohain, worked for Ernst Heinkel, specializing in advanced 
engines, to develop the world's first jet plane, the experimental Heinkel He 178. It first flew on 
August 27, 1939[13].  
Building on this advancement, German engine designer Anselm Franz developed an engine 
suitable for use in a jet fighter. This airplane, the Me 262, was built by Messerschmitt[13].  
Following the end of the war the German jet aircraft and jet engines were extensively studied by 
the victorious allies and contributed to work on early Soviet and US jet fighters. The legacy of 
the axial-flow engine is seen in the fact that practically all jet engines on fixed-wing aircraft have 
had some inspiration from this design[13].  
By the 1950s, the jet engine was used in almost every combat aircraft. By this point, some of the 
British designs were already cleared for civilian use, and had appeared on early models like the 
de Havilland Comet and Avro Canada Jetliner[13].  
This affordabillity and increased accesibility is thus a by-product of technology and 
commercialization of technology once experimental in nature. 
How does planned obsocelecence in the field of science of technology use tech transfer to 

incentivise innovation:  

Planned obsolescence is the calculated act of making sure the existing version of a product will 
become dated or useless within a given time frame[14].  It involves deliberately worsening a 
product or technology for the sake of sales. In most cases and in a way of thinking, it might stand 
out as almost evil but this paper poses a different perspective to the practice pointing out that in 
certain cases mostly in the fields of science and technology, this infact causes innovation by 
availing technology transfer. 
 

Case Study : Wireless Headphones  

The wireless audio technology has existed as Proof of concept since the 1970s, however has 
become commericially viable only recently.  

 
From grandviewresearch’s charts we can infer that there has been significant growth in the 
wireless heaphone market since  2016 when Apple dropped the headphone jack from their 
iphone 7 series. It is worth noting that during the same time (about 2018-2019) as most of the 

http://www.indianscholar.co.in/
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smartphone brands followed Apple’s footsteps by dropping the headphone jack from their 
flagship or upper-midrange products and later their midrange products in 2019-2021 there was 
substantial growth in the market cap of wireless headphone products owing to the increased 
demand and promotion of the same as an alternative to conventional audio appliances born out of 
corporations’ business strategies.   

 
 
The increased demand for wireless headphones has incentivised innovation in the sector and 
more and more brands entering the market has imporved the variety and quality of products 
increasing competition and thus making them more affordable.  

 
In digit's survey, observtions were a pretty decent shift in the price range that the respondents 
would make their next purchase in[15]. The above Rs. 15,000 price range climbed to 5.32 
percent, however, the sub Rs. 2000 range saw a colossal shift, with a whopping 51.17 percent 
saying that their next purchase of headphones would be under Rs.2,000[15]. That’s an increase 
of almost 10 percent in this price range! This is mainly due to the fact that brands such as 
Xiaomi, Realme, Zebronics, pTron, and others are offering an array of sub Rs.2000 audio 
products with a decent set of features as well[15]. There are even multiple true wireless in-ears 
that are being offered at this price range, which is a massive shift from 2016-2017, when only the 
premium, high-end brands had captured this segment. There are sub Rs.2000 products that offer 

http://www.indianscholar.co.in/
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voice assistant support, a sizable battery life, an IP rating, and sometimes, even touch 
controls[15]!   
Wireless headphones use low power radio signals to communicate wirelessly with your audio 
source[16]. This technology can be said to have been adopted from the military communication 
devices such asthose used by the secret service for morse communication using aformentioned 
radio technology again used by the military for remote control[17]. It is from here that the 
technology was transferred to consumer electronics industry which enabled mass 
commericalization.  
A good example of such phenomenon is also the planned obsolescence in the field of artificial 
lighting more precisely - the lightbulb.  

 
Since lightbulbs were invented, their lifespan rose from 14hours to 100hours to 1000 hours and 
kept growing throught the 1900s till 1930s with some bulbs reaching even 2500 hours at that 
point, but thats when this growth not stopped but infact saw reduction in average bulb 
lifespans[18].  

The singlemost threat faced by manuacturers at that time were longlasting lightbulbs, as it 
discouraged second round of sales after explosive first round of sales.  
It was to solve this problem that in christmas of 1924, top executives from International General 
Electric, Osram,  Philips, Tokyo Electric and Associated Electric held a closed-doors meeting in 
Geneva to form the Phoebus cartel[19]. All these corporations deicded to work together to help 
each other by controlling the world average of lightbulb life because by this time all the world's 
smaller smaller lightbulb manufacturers had been more or less consoliated into these 5 
corporations[19]. They themselves would refrain from manuacturing lightbulbs with lifespans 
above 1500 hours and would ensure the same for other cartel members by auditing their products 
and issuing fines incase of violation of agreed upon terms of product lifespan[19]. It is therefore 
a classic example of planned obsolescence. This in turn had manufacturing companies looking 
towards other areas to incentives their products through[19].  

This eventually lead to transfer of the LED technology to this industry from Nasa's Space 
program to create LED bulbs which are brighter, more eco friendly than traditional incandescent 
bulbs and last longer.   
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CONCLUSION 

We thus conclude that the process of technology transfer is fairly identical with trying to bring 
about practical implementations of science and technology by seeing the various ways in which 
this process and its forms has helped create the technologies that we now commonly use . We see 
the diverse and often non-intuitive links between popular technologies and their sources, tertiary 
adaptations or implementations. Technology transfer has and will continue to make novel and 
exclusive scientific and technological wonders more accessible to the common masses while 
helping employment and economies through industries. The wireless headphone market boom 
caused due to planned obsolescence by IOT companies, was actually prepared by the ready 
technology transfers performed to optimize and adapt military technology to consumer 
electronics and the point is only further complemented by the historical analysis and study of the 
evolution of the lightbulb and the proven phoebus conspiracy. Furthermore to omit or prevent 
mistakes like those in the case of graphene, we must look aid the technology transfer process in 
terms of funding and commercial research to avoid waste of intellectual resources and scientific 
study. 
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Abstract 

We find that people disregard traffic signal rules and cause a commotion 

at signal points, resulting in traffic and accidents.We devised a road 

blocker to address this issue. Depending on the traffic signal, stop the 

vehicle on the appropriate course and put an end to the disobedience of 

traffic light rules to reduce or eliminate. a speed breaker to control the 

speed of cars. Using a mechanism, we created a speed breaker. We can use 

this that was created to operate the road. This road blocker is controlled by 

a timing sensor. For emergency situations, we have a second entry gate 

ambulance. 

Keywords : commotion, mechanism, timing sensor 

 

Introduction  

Because of the growing number of vehicles and limited infrastructure, traffic congestion is 

becoming more and more of an issue. The conventional timer-based traffic light systems are 

unable to control traffic in this situation. A real-time traffic control and monitoring system 

incorporating road spike blocks was used to overcome this impediment. 

These are some of the pointers that will be taken into consideration 

1. To stop the violation of traffic signal rules. 

2. To avoid accidents and traffic at signal points. 

3. Fast Alert System to nearby police stations. 

4. To provide option for ambulance 

 

Theory  

Overcrowding is a big issue in many Indian cities, as well as other countries. Road congestion 

has been caused by signal failure, poor law enforcement, and inefficient traffic management. One 

of the primary issues in Indian cities is that the existing infrastructure cannot be expanded any 

further, leaving only better traffic management as an alternative. Congestion has a negative 

influence on the economy, the environment, and the quality of life in general. As a result, it is 

past time to address the traffic congestion issue efficiently. Video data analysis, infrared sensors, 

inductive loop detection, and other approaches are offered for traffic management. 
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The Internet of Things (IoT) connects real-world objects to the virtual world, allowing anything 

with an on/off switch to be connected at any time and from any location. It refers to a world in 

which actual items and living humans interact with virtual data and environments. Because there 

are so many gadgets connected to the internet, a lot of data is generated. As a result, in order to 

construct effective systems, this vast volume of data must be managed and transformed into 

meaningful information. The focus of this study is on an urban IoT system that is utilised to 

develop intelligent transportation systems (ITS). 

 

Mechanism 

Signal Light Detection and Detecting Signal Jump Status, Command Hardware Relay, Extract 

Near Police, and Sending Alert are the three key aspects of this project. 

Sensor values are utilised to detect a signal jump. It will only operate if the RED signal is turned 

on. The idea behind utilising an IR sensor is that if someone breaks the signal, they will come 

within range of the IR sensor, which will turn it on. The signal is relayed to the microcontroller, 

which turns on the camera. The system will now select the car image. Also, if a vehicle comes to 

a halt on a zebra crossing, it is deemed a signal jump. To prevent people from stopping at zebra 

crossings, this is done. The research has been divided into follow phases 

● Research:  

○ To do a complete automation of signal spike and speed breaker control. 

● Desktop Application: 

○ To collect the signal data based on status and light data 

○ To monitor speed breaker values and status. 

● Spike Controllers: 

○ Control spike and motor. 

○ Monitor the status of the signal. 

 

Conclusion 

I can  conclude that the road spike system is utilised for a variety of applications depending on 

the situation, such as traffic management, and one-way road directions, ensuring that traffic 

regulations are followed correctly. The number of accidents that occur can be reduced by 

employing this approach. 
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Abstract 

Till today all things are online, we as general people from banking to 

shopping a napkin it’s all online. So you might ever have a thought that 

what if someone controlled the whole internet or we can say Iot. The 

person controlling it would be the richest one. Our personal life has a lot 

of value and what if someone accesses, probably you would never give out 

your bank details they often tend to trick you and take out details, and 

people doing this work we named them as Dark Humans,There are plenty 

ways how they attack you, and you might be helpless if don’t read this 

Keywords:-Phishing/Pharming, Viruses, Spyware and key-logging 

software  

 

 

INTRODUCTION 

Everyone including me , I also use mobile phone as it helps to store data and so sometime people 

keeps most important data on phones . The main point is the data in phone is safe , but there are 

certain threats that the phone can be accessed by someone else this is also know as hacking such 

as confidential information like bank details can be accessed by someone and withdraw all 

money . Many time people done do it for money they can eve do it to target you , bank details 

was only an example . And how to prevent these attacks you will get to know further 

 

Theory 

 PHISING 

The first attack that is phishing its very common and is executed using email, probably they 

send legit-looking emails and as the target clicks on it they take you to a website that also 

looks legit, mark my words look legit but is no and just tells you to fill in details regarding 

bank or something like an official message from bank but its fraud. This trick may not always 

work because there are some browsers where this type of message just go to scam so if you 

know that the user is legit then only open message .One more way to identify it that never 

open attachments ending from extensions .exe or .bat, .com, .php .If you have opened it then 

call the cyber cell of you country. This are most relevant ways are this and are stated for many 

students in their textbooks but official website of cyber cell also states the same ways. 
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 PHARMING 

The second main issue is regarding this one move of dark humans sending malicious code on 

preys computer, the  code will redirect the user to a fake website similar to phishing .This is 

similar but more risky as even in this personal information gaining is easy as it would take some 

seconds .But the thing is defense against this technique may be a bit risky some software’s  will 

detect and not allow the malicious code to you .Its actually the fraudulent practice of directing 

internet users to a bogus website that mimics the appearance of a legitimate one, in order to 

obtain personal information such as passwords, account numbers, etc. While malicious domain-

name resolution can result from compromises in the large numbers of trusted nodes from a name 

lookup, the most vulnerable points of compromise are near the leaves of the Internet. Pharming 

attacks are harder to detect than other malicious online activity due to their covert nature, so 

educating yourself and your employees as to how to identify fraudulent websites, and the steps 

you can take to protect yourself will go a long way to keeping your business safe. The most 

effective way to mitigate your risk is by ensuring your employees receive regular, 

comprehensive training to help them identify online threats, and act accordinglyoutdated security 

software leaves your network vulnerable. Ensure your security software is up to date, and 

running regular antivirus checks and spyware removal software will add an additional layer of 

safety.Change the default password on your Wi-Fi router. When a scammer tries to access your 

computer, the first place they check is the router. If the router still has the default password, your 

network is vulnerable to attack. 

 

 Viruses 

A computer virus is a type of computer program that, when executed, replicates itself by 

modifying other computer programs and inserting its own code. If this replication succeeds, the 

affected areas are then said to be "infected" with a computer virusComputer viruses generally 

require a host program the virus writes its own code into the host program. When the program 

runs, the written virus program is executed first, causing infection and damage. A computer 

worm does not need a host program, as it is an independent program or code chunk. Therefore, it 

is not restricted by the host program, but can run independently and actively carry out attack. But 

there are solutions to all problems, so how can this be solved just by using antiviruses this can be 

solved .Using antiviruses software will detect the viruses and will not allow any kind of 

antiviruses , yet if you don’t have an idea how to download a antivirus your software is capable. 

 

 Spyware and key-logging software 

Key-loggers or keystroke loggers are software programs or hardware devices that track 

the activities (keys pressed) of a keyboard. Key-loggers are a form of spyware where 

users are unaware their actions are being tracked.Keystroke logging, often referred to as 

keylogging or keyboard capturing, is the action of recording the keys struck on a 

keyboard, typically covertly, so that a person using the keyboard is unaware that their 

actions are being monitored. Data can then be retrieved by the person operating the 

logging program.This is the most vital attack because you might not know when you are 

being monitored by someone else, and that’s quite risky as whatever you type will be 

visible online. But some methods can be determined such as a good keyboard security 
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may stop the person who wants to access to your pc, Hence same installing some trusted 

antiviruses is the best way to prevent. 

Experimental 

The problems which we saw were just some of it and it’s really hard to think that there are 

problems such as discussed above, but the things or suggestion which we provided will it work 

let’s see from a professional view.This problems were first faces by some global companies and 

at that period no one had an idea how to solve so many issues if affect together .But there are 

some sharp minders who solved the problems by using this ways and led their way out of 

troubled waters 

 

RESULT 

The things we read and saw were just some way how can you protect you devices from being 

scammed well scammed is a big term used to compare shortly I would say that the ways that we 

interpreted are 100% reliable and truth and the basic is to just make you living secure by taking 

more precautions as the main aim is to protect .But this results are correct well this results are not 

written by me they are used by big branding companies such as apple aka Mac devices specially. 

Well there are quite determined ways to protect you devices from being scammed. 

 

DISCUSSION 

The method mentioned above are much accurate such as downloading antivirusesas these point 

it’s the best way of working as downloading antiviruses would not only protect you from 1 

problem but from many such as keystroke and viruses and phishing and pharming this are just 

some examples there may be many more issues that will be cleared when used in a correct way 

 

CONCLUSION 

In the last 20 years that the effect of viruses has been decreasedby antiviruses 

In 2000 the viruses were effective 23% and antiviruses softweares used to protect were 

75%efficient 

In 2010 the viruses were 79% effective and antiviruses that stop were 87% effective 

In 2020 viruses affecting chances increases to 99% and the safety ensurance increases to 100% 

Yet still the statement cannot be passes that the viruses can be stopped by using antiviruses the 

things we discuses are ways of  protecting peeple from small and basic computer viruses as there 

is  a new Virus created every day and for every new virus there are antivirus for same.Hence the 

techinques infromed may not prevent from 100% attacks but it assures that there wont be 

anything damaged 
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Abstract 

Though the burning woods and coals; boiling water can provide us energy 

now, these will not be enough then. Today, the requirement of energy has 

increased and it will continue to increase until we all realize that we are 

left with no resources to produce energy. So, in order to prevent the 

extinction of the resources, the scientists and other researchers are 

pressing to shift to renewable sources of energy. This in turn will benefit 

us: we can save the non-renewable sources of energy and reduce the 

global warming, hence saving our Mother Earth.  

Communication sector, now being the most important sector, consumes 1 

million gallons of diesel per day to power up the whole network and uses 
[8]

 2% of the global energy, which is expected to rise by 6% in the near 

future. Also, a mobile phone network uses 40 – 50 Mega Watt of power 

per day. The internet or communication sector releases about 4% of 

carbon dioxide into the environment which, is more than that released by 

the aviation sector.
[8] 

Keywords:Green network, Li Fi, advancement in technology, smart 

topology 

 

Introduction: 
Green communication aims for sustainability with the minimum utilization of energy so that it 

cuts down the carbon dioxide emissions and the operational costs. It is an innovative way where 

it uses algorithms which helps in reducing the energy required for operating the wireless 

networks. Green communication could be incorporated with the renewable sources of energy like 

solar, wind, etc. which again will help to reduce the carbon dioxide emissions and the costs in the 

long run. There are a few categories that the network topologies today could work on: the 

engineering, adaptation of the smart devices. 

 

Categories: 

 Re-engineering: new energy efficient hardware devices. 

 Dynamic adaptation: intelligent modulation and rating modulating the capacities of 

packet processing systems and of the network interfaces. 

 Sleeping/ stand-by: intelligent networks by introducing smart devices and software. 
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Techniques: 

Green network is what the world is now aiming for. So, there are a number of techniques 

where the existing networks can be converted to green ones: 

Utilization of: 

 Power amplifiers(adoptive link rates)can help to boost the signals sent instead 

of resending it again and again reducing the traffic in the network, hence the 

energy required. 

 The renewable sources of energy: can reduce the cost of buying non-renewable 

sources of energy and also will cut down the CO2 emissions. 

 Smart topology (energy aware infrastructure) like making a compact structure 

of the complete network, agile bases, femto cells (low power cells). 

 Operations like: set level turn off (interface proxing) (will turn off the system 

and divert signals when there are less data packets sent or received), cognitive 

radio(it checks for the active route  

and also changes the route to the empty line when there is a lot of traffic in one 

line),OFDMA: orthogonal frequency – division multiple access (it solves the 

congestion problems caused by simultaneous access by multiple users by 

accommodating multiple users at same time by giving each user better internet 

access, smart grid(helps in the efficient, two-way flow transfer and restoration of 

electricity).  

 Energy aware application: instead of making the hardware energy efficient, it is 

software that we make more energy efficient. 

 

All these techniques when combined can help reduce the overall requirement of energy 

and cost as well.  

 

Advancement in network technology 
As the technology is getting enhanced faster than anything, so is the technology of the network. 

It started from 2G and is still increasing 3G, 4G and now 5G. So, the technology at each 

transition of network is more energy efficient, eco-friendly and cost effective. The 5G network 

can be greener than the 4G network because of its network topology. The wavelength of the 

frequencies used in 5G are millimeter waves (28 GHz and 39GHz) which, though can be 

absorbed by the trees and buildings (opaque objects), provides a better internet speed. 5G 

networks use beamforming where the focused stream of data is sent to a specific user so that the 

capacity of the outgoing data and incoming signals can be increased and uses the full duplex way 

of transmission. There arealso efforts made to increase the capacity of the nodes by adding 

multiple input and output devices. The clustering of the sensors, small cells (low power cells 

which can help to get the signals around an opaque object) and cluster heads can also help to 

provide an energy efficient mechanism to the network. 
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Li Fi (light fidelity) Technology  
Internet is the most important thing to survive after Food, Water, Shelter and Clothes. So, in 

order to make internet available easily and in a cheaper way Prof. Harald Hass introduced Li Fi 

on TED, on July 2011. Li Fi is a technology that can transfer data packets using the visible, 

artificial lights: light communication. So, basically, the light sources in Li Fi continuously 

flickers (this flickering of light is so fast (>million times per second) that is in not visible to our 

naked eyes), which later forms the algorithms of 0s and 1s to transmit data. Moreover, we can 

both download and upload data through this flickering.  

Li Fi, though requires a special type of light technology, it can be used as a normal visible light 

and hence it saves the energy and power cost of putting an extra light source. Also, as Li Fi is a 

normal LED lights it can last for a longer time, moreover, it would not be harmful for the 

environment and the technology relatively consumes less energy as compared to the traditional 

Wi Fi systems. Also, as the Li Fi is mainly built indoorsit is more secure. The overhead network 

in the houses and offices; the smart signal conditioning, provide a better internet speed which 

reaches approximately 100 GPs. Although, the speed and security of Li Fi is really good, it is 

only good for a short range. 

But, if the Li Fi technology is implemented in all the closed areas, then it could be a potential 

way of saving a lot of energy. Though, it may be a little costly initially, but it could save costs of 

energy and pollution caused. 
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Abstract 

Nowadays, the most rudimentary option to spy used is drones, it carries its 

own features which attracts many to use it for espionage but few techies 

are too. This demand for more grows due to its multi-purpose application, 

it literally provides bird -eye to watch anything or hear too for far distance 

accessible almost anywhere and any time. Although, ascendency carried 

its own vulnerabilities too. For years, malicious use of drones among 

criminals and technocrats alike. The probability and frequency is highly 

devastating so we need specific counter measures to be taken beforehand 

or during one attack or even after to restrain more noxious effects on the 

system. This paper aims to highlight possible attacks, emerging threats, 

and countermeasures too. Moreover, this paper will emphasize the use of 

unmanned aerial vehicles in various domains (ex. Military, medical, 

terrorism etc.) and critically focus on association with the cyber world. On 

an experimental approach an adequate important citation is maintained to 

make readers aware of vulnerabilities of UAV in various domains and 

come up with enhanced techniques to detect and prevent one. As a result, 

various antidotes can be reviewed.  

Keywords:- Cyber threat, Security, Drones, Malicious activities, Domains 

and many more. 

 

Introduction:- 

I. Use and vulnerabilities  

The reliance of drones is increasing globally due its various hallmarks like live streaming, image 

capture and real time video experience, along with its capability to fly and transport goods. The 

prediction of size expansion to USD 11,295.1 million by 2028 while exhibiting a CAGR (Rate) 

of 25.39% between 2021 and 2028 [1] is very possible. This is mainly due its compatibility over 

commercial helicopters for price and size. These are identified as vulnerable to cyber-attacks 

because of their uniqueness of network and dispersed physical systems. Attacks which can result 

in the defective operation of the control loop, denial of service, demolition and exfiltration, and 

information. Drones aren't limited to civilian domains only but even used by law enforcement 

agencies and border surveillance proposes for intelligence. In this modern atomic world, drone 

technology is mainly used for military purposes and defensive areas. Its usage is rapidly growing 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

335 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

for defense purposes. These microdevices are flying in the air 200 feet above the ground. This 

range of height varies from device to device and purpose to purpose. This range can be in 

Meters, kilometers and Feet. Flight time of these intelligent devices also varies from device to 

device. 

 

PARAMETERS  2GHz 5Ghz 

Frequency band Low speed High Speed 

Cost Cheaper Expenditure 

Range Extended range Undersized range 

Noise effects Very much noisy Slighter Noise 

Interference Prone to interference Less prone to interference 

Physical barriers Overcomes physical barriers Incapability to over physical 

barriers 

Performances  Disturb Wi-Fi speed Don't disturb Wi-Fi speed 

[2][3] 

 

A.  Effective rules and regulations 

 

Many countries have tried to optimum to have strict rules for UVA usage for civilian purposes. 

For instance, in the USA a verified certification is essential for citizens of the country. 

 

● One must be able to read, speak, write, and understand English (exceptions may be made 

if the person is unable to meet one of these requirements for a medical reason, such as 

hearing impairment). 

● One must be in a physical and mental condition to safely operate a small UAS. 

● 16 years age is minimum requirement  

● One must pass an Aeronautical Knowledge Test—also known as the Part 107 test—at an 

FAA-approved knowledge testing center. 

● One must undergo Transportation Safety Administration (TSA) security screening. [4] 

Whereas, foreigners or special travel considerations have different sets of rules. 

 

● Whether you plan to fly for fun or for work, you must register your drone with the FAA 

using the FAADroneZone portal. 

http://www.indianscholar.co.in/
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● If you plan to fly your drone for recreation in the U.S., you must take The Recreational 

UAS Safety Test (TRUST) required by the FAA.  

● If you desire to fly for work, you must obtain a certification from the FAA and follow the 

rules for commercial flying. 

● When traveling domestically in the U.S. with your drone, the U.S. Transportation 

Security Administration (TSA) allows the carrying of drones in carry- on luggage only. 

You may not pack your drone in checked luggage. [4] 

Such rules are strictly expected to be followed by drone owners for safe drone flights. Heavy 

fines and punishments can be faced by the owners of the drone if such rules are violated. 

 

B. Structural features of modern drones 

A typical unmanned aerial vehicle is made of light composite materials to reduce mass and 

increase maneuverability. This composite material strength makes itself useful for military 

purposes at extremely high altitudes. 

● UAV drones are equipped with different state of the art technology such as infrared 

cameras, GPS and lasers (consumer, commercial and military UAV). Drones are 

controlled by remote on ground called ground control systems (GSC) and also called as  

ground cockpit. 

● An unmanned aerial vehicle system mainly has two parts, its own system and the control 

system. 

● Sensors and navigational system are present in noisy parts of these air vehicles  

● The rest of the body is full of drone technology systems since there is no space required 

to accommodate humans. 

● highly complex composites are used to design to absorb vibration, which decreases the 

sound produced. These materials are very light weight. 

● Few high tech drones follow various sensors making them really useful. For instance, 

Vision Sensor, Ultrasonic, Infrared, Lidar, Time of Flight (ToF), Monocular Vision [5] 

 

C. Drone Communication Categorisation  

● Drone-to-drone: Drone to Drone communication is not yet legalized.In wireless 

environment machine learning can be used as mode of communication. This is 

also known as peer-to-peer communication. Such communication is more prone 

to jamming and DoS attacks.   

● Drone-to-ground location: This type of communication is mainly standardized  

specific protocols with 2 GHz and 5 GHz frequencies. It can also be operated via 

Bluetooth and Wi-Fi. Due security and authentication issues these kinds of 

communication modes can’t be used in public areas. Such communication is more 

prone to eavesdropping and man-in-the-middle attacks as shown in Fig. 1.  

● Drone-to-network: Such communication allows network selection for control 

and transfer of information. Several Wi-Fi networks can be used at different 

frequencies in such communication.  

● Drone-to-satellite: GPS devices are involved to provide real-time communication 

in such types of drone communication. Drone communicates with the satellites for 
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latitudinal and longitudinal measurements. This communication is more secure 

and safe as compared to other categories and is used in the military. [6] 

 
 

D. Types of Unmanned Aerial Vehicles 

1) Single-Rotor drones Helicopters are very popular in manned aviation, but 

currently only fill a small niche in the drone world.  

2) Multi-Rotor drones UAVs that use more than two rotors with fixed-pitch 

spinning blades that generate lift. ... By varying the speeds of particular rotors, it 

is also possible to make the drone turn or move in a various direction. One of the 

biggest ascendancy of this kind of aircraft is their manoeuvrability compared to 

fixed-wing aircraft. This enables them to fly in areas other drones can't reach, 

hover in a stationary position and provide vertical take-off and landing (VTOL) 

ability. 

3) Fixed-Wing drones These usually carry heavier payloads for longer distances 

and flight times than VTOL (Vertical Take-off and Landing) UAVs, while using 

less power. This makes them functional for long distance missions, such as 

mapping, surveillance and defense, where long endurance can be an important 

factor. 

4) Micro Drones are efficiently monitor the progress and track volumes and 

stockpiles, and can create real-time project overviews for better planning, safety 

and collaboration. Job tracking even reduces labor and materials waste for 

construction companies. These are even used in detecting gas leakages in methane 

pipelines specially. 
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5) Racing Drones Recently they added the Pro Class racing drone, which is 

currently the largest competitive drone racing format in the world. Racing drones 

are designed for speed and agility, as opposed to a photography/video drone 

which is focused more on hovering. [7][8][9][10][11][12] 

 

II.  Drone security and Secrecy Apprehensions 

Drone technology is always proven advantageous for surveillance needs. Security and 

privacy breaches are also addressed properly. Recording and capturing individuals 

without their consent can be proven illegal as privacy is hammered.  

It is highly recommended to maintain secrecy, reliability, obtainability, verification and 

non-denial possessions above message passing in network range. This can be achieved 

through AAA procedures and progressions:  

1.  Authorization can be achieved by providing access to the control unit of the drone/UAV.  

2.  Verification can be obtained by using multi-level authentication using specific 

knowledge  

Security threats to drones are not necessarily to be physical but cyber attacks are highly 

welcomed too. It's highly important to minimize civilian drone use only for military and 
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surveillance purposes drone certification should be permitted. Drone owners use 

bluetooth or Wi- Fi to control drones in restricted areas, these kinds of breaches give 

techies a chance to hold control over drones and other electronic devices connected to the 

network. [13]  

A. Safety apprehensions  

A drone is very tiny, lightweight, and has high mobility characteristics. It can be used to 

monitor criminal activities which are done at a high level of privacy. Such acts can create 

damage to civilians. Several terrorist groups can associate armed objects with a drone to 

perform their illegal activities. Security doesn’t constantly deliver protection. There are 

chances of damage done by the civilians in civilian areas which can result in financial 

loss [14]. The following list follows some safety concerns in brief.  

1. Minimum safety features in architecture can lead to control drone usage. This can 

result in damage and loss [15].  

2. Minimum mechanical and operative ethics include smashing avoidance 

techniques which can lead to drone’s incapability to identify airliners [16].  

3. Absence of Administrative knowledge: especially it mainly occurs when people 

have less knowledge of safety features [17]. 

 
B. Confidentiality apprehensions  

Privacy is also the main factor to be considered by or for people. Drones must be kept out 

of those areas which are private. One must know the level of privacy of people before 

capturing or entering a private legacy. Three types of privacy threats are discussed below. 

• Flying drones over someone’s property is considered a major issue because of the risks 

associated with this act. Because such data can be used by scammers for negative 

purposes.  

• Monitoring somebody’s location must be avoided without their permission [18].  
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• Monitoring someone’s acts and doings is also another unethical act which is also a 

matter of concern [19]. 

III.  Security threats to drones 

Drone vulnerabilities differ according to its size, use and controlling mechanism. The 

typical designs of drones using the communication network are Wi-Fi networks with 

ground stations. These networks are vulnerable to security breaches. Moreover, due to 

improper chip encryption most pro drones are vulnerable to get hijacked. The bottleneck so 

far emerged was that with no encryption drones may be hijacked by individuals. The 

concept of IoD is highly fancied yearly millions are attracted to buy advanced drones 

connected to the internet but these drones are not designed with security mechanisms in 

mind. Few of the major issues are security and privacy leakages in IoD domains, data 

confidentiality, data protection, data flexibility, data accessibility, and data encryption and 

decryption strategies.  

 
IV.  Relative counter measures  

A. Updating drone’s firmware regularly-There is always a security threat emerging when 

new drones are established, so regular updating can keep your drone ahead of the 

hackers.  

B. Use a strong password for your base station application. Using a mix of characters, 

numbers and special signs to create a very strong passcode which might deter hackers; 

most can give up and go after easier prey. This should help avoid a malefactor hacking 

the drone signal. 

C. If you're using a smartphone or laptop as your controller-  Secure it and don't let 

malware infect the system. Use anti-virus software, and prevent downloading dodgy 

programs or apps. 

D. Subscribe to a Virtual Private Network (VPN) from stopping hackers from accessing 

your communications connected to the network. VPN can act as a secure gateway to the 

internet and encrypts your connection, so a hacker can't get in. 
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E. Set a limit- Firmly number the devices to be connected to the base station,  so that less 

vulnerabilities have occurred. 

F. Ensuring drones have a "Return to Home" (RTH) mode. Once home point is set, it 

will enable the drone to return if it loses signal, if signal is jammed, or if the battery is 

depleted. This will make it easier to recover a drone from a hijack situation. However, 

because RTH depends on GPS to work, it's not immune to GPS spoofing.[20] 

  

Above are preventive measures but if a surveillance drone is already bombarded by an attack 

detection can also follow methods.  

● Radar is one of the useful methods used for detection, but completely not reliable; for 

instance, it can mistake birds for drones. Acoustic sensors can also be better way to detect 

unwanted drones, since they can be programmed to recognize the sound signatures of a 

particular type of drone. 

● By using electromagnetic spectrum RF scanners can spot rones in open skies by 

recognizing drone transmissions. But GPS drones and non radio drones for navigation are 

completely impossible to find by this way. 

● Finally, thermal imaging is also an effective method.Using thermal footprints electronics 

objects can be detected. However, there's a high rate of false positives too.[20] 

V. Future 

The (FAA) Federal Aviation Administration believes drones are expected to have a better market 

for commercial purposes than hobbtical ones. Drones could soon be reliable for deliveries, 

support surveying and mapping services, monitor crops, and be used for building up safety 

inspections too.  

Given the possibilities, there will certainly be more drones around in air and will create a bigger 

drone security threat. 

It may not yet be clear how drones can be proven functional to improve their security, but 

businesses will have to do so before commercial drone use becomes widespread. So, it's 

important that drone security issues are properly addressed by drone manufacturers or even 

owners too, and that you lock down your internet and home network to be safe from the menace 

of drone hacking.[20] 
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Abstract 
The foremost objective of this paper is elaborating term Green 

Communication and it’s impacts. This research provides the reader with 

recent advancements in Green Communication and Technology. Recent 

years, portable technology is involved in exploitation of resources which 

has triggered the need of innovative and sustainable technology. This 

paper expands about various protocols to improve the standard of energy 

efficient generation of networking and manifests overall analysis of 

distribution, expansion, concept of green communication and networking. 

Keywords:- Green Technology, Resources, communication, energy 

efficiency, sustainable, environment.  

 

 

 

Introduction 

“Green Communication” often referred as “Green Technology” or “Sustainable Technology”, 

aims chiefly addressing about sustainability, energy consumption. Green technology has led to 

an ecological generation of networking peripherals and systems. It gave rise to innovative 

solutions for present technical adversities, has enabled vast array of methods to maintain 

sustainability as well as communication abilities. They create direct as well as indirect impact on 

the environment.  

Today, the world is facing an extremely potential threats such as increase in Carbon and 

Energy Footprints and the major contributor is telecommunication sector. In accordance to 

experts, this level of emission and usage will increase unless a better variant of technology is 

initiated. It has been noted that- presently ICT’s share of Global contribution to carbon emission 

is 3.7 %. and usage of power over few years has risen about 6% i.e: (11% according to recent 

census). For the use of potential knowledge in this paper, reader should have hold of 

fundamentals of ICT, Networking, Environmental Studies. 

 

Theory 

On 2017 November 22-23, The First Regional Conference on Sustainable Industrial 

Development: Promoting Sustainable Energy consumption and Clean Technologies in Vienna 

International Center (VIC) organized by United Nations Industrial Development Organization  
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(UNIDO) discussing effective ways to overcome real time problems. One of the effective ways 

to improvise the standard of environmental footprint is through implementation of “Circular 

Economy”-Which refers to less energy use will lead to reduced material losses, reduce solid 

waste and a decline of water footprint. This will not only aid the environment but help us also 

improve our production capacities and affordability. 

 

Experimental 
The need for the most energy and time efficient data centers is crucial move for branch in 

telecommunications. So, Microsoft has just reached end of two years stage 2 experiment- 

Sinking their data to the ocean floor. On 9
th

 July 2020 Microsoft has reeled up what’s called 

“Northern Isles”. This experiment involves usage of 12.2 m long steel cylinder in which lies the 

Data servers collecting and transmitting data as usual filled with dry nitrogen, it has started 

similar long-term experiment 10 miles off the coast of Scotland in the Orkney Isles, Archipelago. 

 

 
 

Result 

During the following experiment Although handful severs went offline, Microsoft’s energy 

footprint and maintenance regarding the sunk data center’s fell to This due to convectional heat 

transfer from the water surrounding the steel cylinder when compared on land data centers 

consumes high energy to keep it on peak performance as well as the tidal turbines powers up 

these cylinders. And their study proved it to be eight times more efficient over the land-based 

data centers there were not many adversities faced by the data centers underneath were able to 

transmit data up to 27 petabytes per second.  
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Discussion 
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This chart manifests the percentage of renewable energy in the power supply of leading tech 

companies. Where Apple, Facebook, Google with 83%, 67% and 56% respectively stand in top 3 

positions.  

As part of its obligation to combat against climate change and create a sustainable 

environment, Apple today announced its global facilities are powered with 100% clean energy. 

This includes retail stores, offices, data centers and co-located facilities in 43 countries including 

the United States of America, the United Kingdom and India. The company also proclaimed nine 

additional manufacturing partners have committed to power all of their Apple production 

processes with 100 percent Renewable energy, bringing the total number of supplier 

commitments up to 23. As mentioned, Renewable projects initiated by Microsoft, it also invested 

on its several solar energy project in Ireland as well as experimenting various solutions for 

electricity sustainability such as for backup power at datacenters it started to experiment on tests 

hydrogen fuel cells. Therefore, Motivating other Telecom establishments for sustainable future. 

 

Conclusion 

This paper presents an overview of energy consumption adversities in green communication 

networks and describes energy saving techniques. It is identified that high energy consumption is 

the common problem. Green communication describes the techniques that have been used to 

improve the energy efficiency in branches of telecommunication. The study on green 

communication delivers an insight to a brief summary of enhancements that have occurred. 
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Abstract 

My main objective was to find out new ways to deal with pandemics and 

epidemics using Data Science techniques. Data science helps us to find 

hidden insights or patterns from raw data which can be of major use in 

formation of big decisions. The techniques which I have developed can be 

used very efficiently for the precaution of the pandemics and epidemics. 

Keywords:- Data Science, Aarogya Setu App.What Kind of Information 

do we need?,How to collect this Information?,Output of this Information, 

Features of the App, Profit of the App 

 

INTRODUCTION 

During a Pandemic or Epidemic, the main problem that the government faces is lack of 

information. To get this information, there is a clever technique called DATA SCIENCE. We all 

know that precaution is better than care, so we should always try to be precautious of a pandemic 

or epidemic rather than taking care afterwards. To take this precaution, we need to know the 

symptoms of a disease, the steps to take for avoiding the disease, the medication required, people 

who are affected or are in danger of the disease, etc. but what if this all was presented in a app in 

our Smartphone………… 

 

THEORY 

During the first wave of covid-19 pandemic in India, the Indian government released an app 

named “Aarogya Setu” which tracks the people for their travel history and contact with covid-19 

contaminated people. This partially helped to solve the problem of the lack of information. But 

we need a more detailed collection of the information which should be updated frequently. 

 

WHAT KIND OF INFORMATION DO WE NEED? 

1. General Information:- Information about the person which is includes-name, height, weight, 

blood group, age, etc. 

2. Contact details:- Contact details will be required for the contact between the government an 

the users. 

3.  Location:- The Location of the users will be required to track them for warning them. 

4. Medical History:-Medical history of the person for better understanding of the disease 

patterns and hidden insights. 
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HOW TO COLLECT THIS INFORMATION? 

 

This information can be collected by creating an application for the Smart phones. As everyone 

nowadays has it and have a frequent usage of this device, we can create the app for this so it will 

be easier to collect latest information as early as possible. 

 

WHAT WILL BE THE OUTPUT OF THIS? 

With this information we can create and bigger app which could solve many problems. 

 

FEATURES OF THE APP:- 

 Travel History Checking: - With the location setting on the user’s phone on, we can track their 

travel history. This will be used to inform them if they have come in contact with a disease 

contaminated person or have visited a area where the contamination of that disease is more. 

 Health Suggestions :- If the disease outbreaks on a large scale like a pandemic or epidemic, 

then normal cases of cough or cold are often looked upon suspiciously. If this list of diseases 

and their symptoms can be uploaded on Artificial Intelligence [A.I], the program can tell the 

possible list of diseases and guide the user about it . 

 Doctors Information: - In case of an emergency, we can see the doctors available near us and 

their qualifications and specialty. 

 Medication Reminder :-if there are some medications to take, the app will remind you about 

this 

 Danger Level Intimation: - If a pandemic or Epidemic occurs then there are few regions that 

will have more danger than others. Via this application we can gather the data and show real 

time danger level. 

 

RESULTS 

 Decreased work for doctors in the pandemic or epidemic 

 Awareness of the contamination in the people 

 Ease in tracking possible future cases in the problem 

 Early realization of diseases leading to better treatment options. 

 End of the situation of “Lack of Information” 

 No delay in medication among people 

 

DISCUSSION 

Due to the introduction of this app based on the principles of data science, the workload of 

doctors in the pandemic can decrease as the normal cases will go down and they can focus on the 

pandemic or epidemic cases. This introduction of this app can also lead to awareness among the 

people about the concentration gradient of the disease cases so they can avoid going to those 

regions. Due to the location feature, we can track the travel history of a patient and contact those 

that they have met. This will help in controlling the number of patients. The early realization that 

will come due to the medical assistant feature can lead to better treatment. As the app collects 

information, there will no longer be a “lack of information” case. Also the extra feature of 

medication reminder will help the people to not miss the medication and take their doses on time. 
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CONCLUSION 

It can be concluded that this app will be a lot beneficial as it will be easier for data scientists to 

collect the information for tackling the pandemic. This app will even help people in their 

everyday life regarding their medication. This research can be further made more profitable if the 

researcher could consult a person with the field of programming and try to make a small scale 

copy of this idea to check its drawbacks. 
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Abstract 

Green communication focuses on investigating and exploring 

different ways to increase energy efficiency in communication. 

Energy consumption is ever increasing. And with time it will increase 

even more. This paper aims to explore various methods of electrical 

energy harvesting and it’s transfer. And to study the works done by 

other researchers in this field. We will also have a look at the results 

of a personal survey. And finally observe the conclusion. 

Keywords: Energy, energy transfer, energy harvesting, electricity 

distribution, wireless power transfer 

 

INTRODUCTION 

Electricity has become an inseparable part of people’s daily lives. The rising global energy 

consumption has increased our dependency on fossil fuels as a source for energy generation. 

Hence, there is a need to shift to renewable sources like water, wind, sunlight etc. 

In this regard, energy harvesters have become an efficient and green alternative for gathering 

energy from the environment. Energy harvesting systems can obtain energy from sources 

available in industrial or other environments such as mechanical vibration, temperature 

gradients, natural or artificial light, elevated levels of noise, pipes with air or water.[3] 

This research work organizes and analyses the different energy harvester technologies and 

energy transfer method and also provide some application examples. 

 

ENERGY HARVESTING OVERVIEW 

Harvesting methods and applications 

In most of the cases, energy is wasted in the form of heat. Energy harvesting devices capture 

energy from various sources and convert it to electricity. 

Fig. 1 Different sources of energy 
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(Image credit: www.semanticscholar.org) 

Large solar panels and wind generators are the most efficient energy harvesters. They are fast 

becoming the next alternative source of energy. 

Many forms of energy harvesting technologies are used currently. Some of the common 

energy sources are light, heat, vibration and RF. 

 

 

Solar technologies 

Photovoltaic (PV) or solar cells use light energy to convert into electricity. Of all the various 

energy harvesting devices, photovoltaic cells have the highest power output. 

Solar cells are commonly found in consumer and industrial applications. Watches, calculators, 

portable power supplies, toys and satellites are some of the examples. Solar cells are also used 

to charge batteries. 

Fig. 2Solar energy module 

(Image credit: www.semanticscholar.org) 

 

Thermoelectric technologies 

Thermoelectric technology converts thermal energy into electric. These harvesters are useful in 

environments with temperature gradients. The temperature gradient between the material 

terminals provides the potential for efficient energy conversion, while heat flow provides the 

power [3]. Thermoelectric devices, have limitedcapability, and cannot provide more energy even 

in case of higher amount of heat flow, because of low material efficiencies. 

Thermoelectric harvesters are without any moving parts and are silent, reliable, scalable and easy 

to install. 
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Fig. 3Thermoelectric harvester 

(Image credit: www.semanticscholar.org) 

 

Piezoelectric technologies 

The piezoelectric effect converts kinetic energy in the form of vibrations or shocks into electrical 

energy. Piezoelectric harvesters are useful in converting normally wasted vibration energy in the 

environment to usable electrical energy. They are ideal in applications like charging a battery, 

super capacitor, or directly powering remote sensor systems. 

Fig. 4Piezoelectric harvester 

(Image credit: www.researchgate.net) 
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Radio frequency - RF 

Radio frequency (RF) harvesters obtain energy from RF and wireless microwave power. The 

background RF radiation emitted by broadcast transmitters, cell phone towers, Wi-Fi nets or 

low power wireless networks, are good sources of energy harvesting. 

Fig. 5 Radio frequency energy harvester 

 

(Image credit: www.iotdesignpro.com) 

The harvested power depends on the incident power density, the distance between the 

transmitter and receiver, the power conversion efficiency and the harvester antenna dimension. 

Thus, the intercepted power directly depends on the size of the antenna aperture. 

 

ENERGY TRANSFER 

Electricity is distributed to the homes in the following way: 

1) Electricity is made at a generating station by huge generators. Wind, coal, natural gas, or 

water are used as source of energy. 

2) The current is passed on to transformers that increase the voltage to push the power to long 

distances. 

3) The electrical charge travels through high-voltage transmission lines that are installed all 

across the country. 

4) Inside a substation, the voltage is lowered so it can be transferredthrough smaller power 

lines. 

5) It travels through distribution lines to the local neighborhood. Smaller transformers reduce 

the voltage again to make the power safe to use in homes. 

6) It connects to the house and passes through a meter that measures how much the family uses. 

7) The electricity goes to the service panel in a basement or garage, where breakers or fuses 

protect the wires inside the house from being overloaded.  

8) The electricity travels through wires inside the walls to the outlets and switches all over the 

house. 
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Fig. 6 Transfer of electricity to our homes 

(Image credit: www.thinglink.com) 

 

Wireless power transfer 

 
Fig. 7Basic Concept of WPT 

(Image credit: www.irjet.net) 

Wireless power transfer has been present for a long time, the most common method of wireless 

transfer being inductive coupling, invented by Nikola Tesla more than a century. It has many 

applications[1], including: 

1) Charging mobile and wearable devices - Some mobile devices, like smart phones, wearables 

and electric toothbrushes have a charging pad or bench on which the devices are placed. 

2) Charging and operating devices and implants in the medical field - Wireless power transfer, 

especially with high power, allows convenient continual charging and operation of under the 
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skin drug supplies, pacemakers and similar implants. 

3) Electric charging roads - Over 3 years ago, the first electric road opened in Sweden, 

recharging the batteries of cars and trucks driving on it. According to The Guardian, this 

system reduces carbon dioxide emissions by 90%.[2] 

Wireless power transfer is proving to be an effective energy source for indoor application. There 

have been some experiments in outdoor application as well. More studies is needed to scale up 

this technology to larger area coverage. 

 

PERSONAL SURVEY 

A survey conducted online, provided insights and suggestions for the current state of energy 

harvesting and transfer systems. According to the survey, participants were aware of the various 

renewable energy sources. Most of them believed use of coal for energy production must be 

reduced. Although most participants wished for newer and better tech for energy transfer, they 

also anticipated challenges in its implementation like availability of skilled personnel and 

affordability. The participants believe wireless power transmission is better and safe than wired 

technology. 

 
CONCLUSION 

The research work presented in this article explains some of the energy harvesting technologies 

that can convert various types of energy present in environment into electric energy. Thus not 

only do these harvesting models provide energy, but also reduce the environmental footprint at 

the same time. 
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Abstract 

The Information and Communications Technology sector produces 

roughly 2%of the world's carbon footprint per annum. If the 

communication industry continues on this current path it will prove to be 

fatal for the environment, and thus the time for amendment towards green 

computing is now. Green networking refers to the processes used to 

optimize networking functions to make it additional energy economical. 

Data Center networking infrastructures consider power-hungry devices to 

work. This study will explore some modern sanctionative technologies 

like software outlined Networking, Edge Computing, and Virtualization, 

and the way these distinct ideas can together empower efficient green 

network solutions. 

Keywords:Edge Computing, Visualisation, Data centre, Cloud computing 

 

 

INTRODUCTION 

As technology advances, the footprint created will grow heavily. Once the fifth-generation (5G) 

wireless networks are launched, traffic volumes are expected to increase one thousand times and 

therefore the range of connected devices will be 10-100 times more than these days [1,2]. A user 

is predicted to induce data speeds up to 1Gbps and latency of <10 milliseconds. Advances in 

technologies such as artificial intelligence (AI), autonomous internet of Things (IoT), massive 

information analytics, machine learning, blockchain, and augmented/virtual reality can play a 

major role in providing high-speed, low-latency, secure connectivity that's ubiquitous and 

reliable. Research is afoot beyond the fifth-generation (B5G) networks, additionally referred to 

as 6G to support an additional range of users on multi-gigabits transmission rate than 5G 

networks. The challenges for the long run networks are set to attain ten times the energy potency 

along with spectral potency compared with today’s 4G systems.  

Since the origin of computers, abundant architectural style focus has been directed to 

high speed and low complexity of the system. However, studies and recent events have shown 

that the energy costs of computing are negatively impacting the environment. In recent years, 

green networking has become progressively more vital to cut back green gas emissions within 

the environment. The main goal of green Networking is to cut back computing’s carbon footprint 

and reduce its impact on carbon emissions. This paper presents a few of some popular green 

computing initiatives that are already creating their way into the ICT industry. 
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Datacenters leave quite a bit of space for energy savings as they are typically designed without 

considering energy consumption. Many studies are going on for green networking under 

hardware and software system areas. Two main rising technologies are software-defined network 

(SDN) and network function virtualization (NFV). These 2 technologies highly complement one 

another. Therefore, the target here is to explore facultative technologies like Edge, SDN, and 

NFV for energy saving in datacenters. 

This paper will detail the results from a simulation that utilizes the ideas of SDN, Edge 

Computing, and Virtualization in a huge region under ICT infrastructure. It will explore how the 

adoption of virtualization and edge computing among a network topology will lead to reduced 

energy consumption and increased service quality for network end-users. 

 

Theory 

1. Motivation and background 
Extension of green networking ideas covers any methodology that reduces latency, saves 

bandwidth, or decreases computation time, as a discount in these factors invariably results in 

power savings. These savings can directly translate into lowering greenhouse emissions, a key 

concern within the modern ICT era. Increased energy consumption among the ICT field comes 

from various sectors. This paper will focus primarily on datacenters, that are the second highest 

leading perpetrator in greenhouse emission (Personal Computers being the number one 

source)[3]. Each day there are over two quintillion bytes of data created, these data originate 

from distinctive sources and typically need to be routed across the net [4]. Datacenters, with their 

centralized style and superior processing power, have become one amongst the main 

destinations.  

  

1.1 Edge Computing 
Edge computing refers to the infrastructure of computing that exists “on the edge” of the data. 

Edge computing allows the gathering and processing of data nearer to the source, reducing 

latency times [6]. Edge computing is an umbrella term encompassing others like Mobile Cloud 

Computing, Cloudlets, Fog Computing and Mobile Edge Computing. Current trends among the 

expansion of devices connected to the net shows that there will be new amounts of traffic 

travelling over it in the future. The arrival of the IoT heralds the ultimate incorporation of 

billions of devices (including sensors, watches, actuators, embedded systems) into the net . 5G 

mobile users are contributing to this increase, and their demand for network services pushes our 

networks to their extremes. Therefore a viable resolution rests in transporting the “Cloud” nearer 

to the devices requesting services [6]. This is often the concept behind edge computing, where 

computational resources are brought nearer to the user. Widespread distribution of these edge 

computing devices requires that some computation is completed at the sting before the 

information is shipped off to remote datacenters. This can reduce not only service delay, but 

conjointly energy consumption. 
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1.2 Software Defined Network (SDN) 
SDN is solely a paradigm rather than an ossified design. Hence, it's cheap for researchers to 

review the technologies for networking by adopting the core plan of SDN, not being restricted to 

a minimum of one mounted structure. Then the SDN can be extended to varied situations, like 

datacenter networks, network security, optical networks, satellite networks, and mobile edge and 

wireless networks on the far side 5G[7]. whereas the thought of SDN is relatively old, it's solely 

in recent years that the technology has seen widespread adoption, as it will build network devices 

less complicated, modify higher control over the network and increase network performance. 

The key idea of SDN is to separate the control plane for switches and routers from the data 

plane. It permits networks to run easy programs that permit dynamic rules. 

 

1.3 Virtualization 
As mentioned in the introduction, virtualization refers to the creation of a Virtual Machine (VM) 

in a Physical Machine (PM). The goal of virtualization is to boost quantifiability by centralizing 

tasks of a machine. Many virtual machines will run on one physical host, which reduces 

overhead, increasing potency and giving a lot of accessibility of resources compared to the older 

methodology of “one host, one machine”[8,10,11]. Virtual machines use a hypervisor, that 

basically is also a VM monitor; that is nothing but a pc software that creates and runs virtual 

machines. VMs conjointly capture snapshots of this virtual atmosphere, that is, the state of a 

virtual machine at an exact point in time. It permits the machine's state to be reconditioned later 

if required. In addition, if one needed to maneuver the VM to a unique host machine, the 

snapshots are typically migrated over to the other host machine that options a hypervisor. 

 

1.4 Reference model for virtualization 
Virtualization within the broader sense refers to the thought of sharing. A reference model is 

usually used to describe the differing forms of the concept and also the architectural 

implementations. In [9] a green maturity reference model bestowed uses a layering concept; a 

type of numerous layers of abstraction through which virtualization is typically applied. Higher 

levels of virtualization maturity correspond to lower levels of energy consumption. Therefore, 

architectures supporting higher levels of maturity are green and given a lot of attention. Shown 

here is an example of a green maturity model: 

Level zero – No virtualization 

Level one – Logical virtualization 

Level 2- Datacenter virtualization 

Level 3- Cloud virtualization 

This paper focuses on datacenter virtualization. 

 

2. Related work 
Virtualization will facilitate reduction of the power consumption of a datacenter, one amongst 

the primary contributors to ICT emissions. Virtualization has a lot to supply. One such profit is 

minimizing downtime by using the flexibility to migrate virtual machines between hosts. It 

conjointly offers the load leveling of labor , which can increase the employment rates of physical 

hosts, while closing down alternative physical hosts for raised ascendible power savings. 

Resources of the physical host are typically shared, and monitored simply within a virtualized 
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setting which may additionally save power [10,11]. Datacenter topology plays a major role in 

deciding the extent of failure resiliency, ease of incremental expansion, communication 

bandwidth and latency. The aim is to make a robust network that offers low latency, typically up 

to many microseconds, and high bandwidth across servers. several network designs are projected 

for datacenters in [8, 9]. These networks usually accompany a large degree of path redundancy 

that permits for raised fault tolerance. Though the majority of these topologies are symmetrical, 

in practice, datacenter networks end up to be typically a-symmetrical because of frequent failures 

of network parts (switches, links, ports, etc.). In distinction to mounted networks, reconfigurable 

topologies involve optical circuit change, wireless or a mix of each to adapt to traffic demands. 

These topologies believe quick algorithms that take into account the reconfiguration latency. 

 

Experimental 

Simulation design  
The main datacenter was designed with 10 hosts, each being a Dell PowerEdge R840 

multipurpose server. The smaller edge datacenters that act as the edge computing element of the 

simulation used a single host of the same hardware to keep up scale. Because the datacenters 

during this design are comparatively tiny, they were given a ten Gbps link to the surface 

network. 

 

 
 

The execution of a Cloudlet is as follows. First, the datacenter Broker creates the Cloudlet (task) 

and submits it to at least one of its VMs. The input size of the task determines however long it'll 

take to reach the datacenter primarily based upon links within the network and their several 

latency. The task’s instruction count and the MIPS rating on the physical host confirm the 

execution time of the task on the VM. Once the task is finished executing, it comes back to the 

datacenter Broker. 

 

RESULTS 

The simulation program was written in Java using the CloudSim API. The program was designed 

to modify dynamic creation of VMs and Cloudlets and permit their submission by brokers 

according to the antecedently outlined traffic model. 2 factors tested within the experiment were 

virtualization and the inclusion of an edge (Cloudlet). Virtualization had 3 levels, as outlined by 
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the CloudSim API: Best fit, 1st fit and simple fit. The edge element in the network topology was 

either present or not, its presence achieved by setting extra nodes within the network topology as 

smaller datacenters with four restricted hardware resources. The results are plotted in Figure 3. 

 
 

DISCUSSION 

 Interpretation of Results 

Virtualization: From the results, it can be shown that due to virtualization there is up to a nine 

percent savings in energy consumption. there is a negligible distinction in first fit algorithm 

versus the best fit algorithm when edge computing is taken into account.   

Edge: The VM scheduling algorithm is a vital contributor to energy savings across the edge 

factor. However, when considering the case of edge vs no edge, there is a dip energy potency. 

This can be attributed to the overhead prices incurred within the setup of further nodes. 

 

CONCLUSION 

As worldwide ICT infrastructure grows, and also the power consumed by the ICT field rises, the 

importance of green networking solutions are crucial for sustainable growth. Datacenters are one 

amongst the leading contributors to greenhouse emissions, and thus a green networking target for 

reducing carbon footprint. With the rise of IoT and mobile devices being promptly accessible to 

international client markets, this is projected to grow exponentially. This study has shown how 

green networking principles embedded within these networking infrastructures accomplish 

energy savings that scale with the size of the network. We have seen how virtualization is a 

primary factor in energy savings. Adoption of potent\ VM scheduling algorithms (such as Best 

Fit) lead to notice energy savings of up to nine percent.  
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Abstract 

IoT is the technology where a network of machines and devices are able to 

communicate between themselves and other internet-enabled devices over 

the Internet. They are embedded with software, sensors, and network 

connectivity that enables them to collect and exchange data. They have 

become a huge advancement in healthcare and medicine; helping monitor 

patients more closely and analyse the data. However, there are concerns 

about privacy and security since these devices constantly need to be 

connected to the internet. This paper covers the benefits of IoT in 

healthcare and the security issues that come along with it. 

Keywords: Internet of things, Healthcare, Medical devices, Privacy, 

Security 

 

INTRODUCTION 

In the past few years, the internet of things has become very successful and attracted the 

attention of many. These devices contain sensors, which take in information about the object or 

its surroundings, and actuators, which convert the signals into physical action. For an IoT device 

to function, it should have a connection to the internet. IoT devices have the ability to Intake 

information on their own, without human interference. They can make coherent decisions by 

themselves, as well as communicate the information to other devices through the Internet and 

execute those decisions in the real world by themselves or through other internet-connected 

devices. When the devices have collected the data, they send it to a central location, often 

referred to as an IoT platform- typically hosted by the cloud. The data is organized and relocated 

here, the platform guides the device’s response to the information it’s received. For instance, it is 

used in; 

 Smart city, for city traffic Management, Waste Management, Water Distribution, 

Electricity Management, etc. IoT makes people's lives easier. 

 In automotive engineering; for self-driven cars. 

 Industrial Application- Factory Digitalization, product flow monitoring, quality control of 

the product, manufacturing, energy management 

 Farming and agriculture- Drip Irrigation, understanding crop pattern or using a smart 

greenhouse 

 Smart Supply-chain Management 
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The flexibility of IoT technology and embedded devices cause them to be beneficial in a wide 

variety of applications and environments. 

 

Literature review 

Benefits of IoT devices in healthcare  

IoT eHealth can effectively process, analyse, and manage multi-scale, multi-modal information, 

disbursed and heterogeneous data produced through connected sensors in less time. This permits 

to extraction of beneficial actionable records from health data. It can monitor patients providing 

effective emergency services to patients. It is likewise getting used as E-fitness utility on distinct 

aspects together with early detection of clinical issues, emergency notification. Another benefit 

of IoT is that it permits patient monitoring in real-time, as a result substantially reducing down 

unnecessary visits to doctors. 

 Patients can also receive comprehensive additive data on their past, present, and future 

health; Patients can fight illness better since continuous patient monitoring and real-time data 

helps in diagnosing diseases at an early stage or even before the disease develops based on 

symptoms. The chances of errors in the data are significantly less. IoTis easy to use and can be 

operated by users since it only requires a few clicks. Devices such as smartphones can be 

connected with the sensor to monitor health. This system provides efficient monitoring and 

tracking that helps to improve the resource management of people; as well as providing a data-

rich personalized analysis of the health. 

 Some examples of IoT in healthcare include- wearables such as fitness bands, blood 

pressure, and heart rate monitoring cuffs, glucometers. Depression and mood monitoring can 

also be done by organizing and collecting data such as heart rate and blood pressure since it can 

be hard to interpret feelings precisely and relate it to mood swings and other symptoms. Another 

way IoT is used is in Robotic surgery- miniature robots’ movements can be controlled from far 

away. However, IoT devices are far more expensive than the ones which do not require the 

internet. 

 Doctors can monitor a higher number of patients by relying on the healthcare IT systems, 

by tracking treatment plans, progress, and looking out for any immediate medical attention; 

basically, be able to connect with patients proactively since it is far more efficient. It also enables 

physicians to make evidence-based conclusions. Moreover, besides coherent decisions in 

healthcare, IoT can reduce the number of errors and make the diagnosis more accurate and 

precise. 

 IoT canbe used in hospitals since the devices contain sensors that can track the present 

location of medical equipment for example- wheelchairs, oxygen pumps, and other healthcare 

devices. Another application is in hygiene monitoring devices which help prevent patients from 

infections. Apart from their use in noting patients’ health, they are widely used in asset 

management as well; like pharmacy inventory control, environmental monitoring- which 

includes measuring temperature and humidity. 

How IoTis used in healthcare during covid 

 IoT gives a platform that permits public-health corporations to get access to information 

for monitoring the COVID-19 pandemic. It offers possibilities for performing modelling research 

of viral activity and for guiding countries in healthcare to enhance preparation for the outbreak. 
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By using this technology, doctors will simply observe changes in crucial parameters of the 

COVID-19 patient, enhancing the detection and diagnosis of COVID-19. They can be utilized in 

elder care, which includes monitoring aged residence/patients at a nursing home and health 

facility as well as in data gathering, within the medical field. 

 IoT’s focus is to assist perform the treatment of various COVID-19 cases. It makes the 

surgeon's job easier by reducing risks and increasing performance; Improving treatment systems 

in the hospital. Along with the advantages to the patient and the doctors, medical students can 

currently be higher trained for disease detection to reduce casualties. It can be tailored to observe 

calorific intake and treatment like asthma, diabetes, and inflammatory disease of the COVID-19 

patient. Thus, improving the healthcare system during the COVID-19 days. In healthcare, it can 

be used for chronic disease, medical emergencies, creating better patient-care, fitness, blood 

pressure monitoring, health check system, measurement & control system, heart rate checking 

system, and hearing aids. 

 

DISCUSSION 

The Internet of Things brings many of the same security and privacy issues, but it is a much 

greater risk because these devices act automatically. Doctors are now able to program ICDs to 

monitor a patient’s heart condition. These devices can deliver data about that person’s heart 

rhythms to a doctor. It can also send the right level of electrical shock to get the heart beating 

properly. Researchers have been able to demonstrate how a malicious hacker can trigger the 

device to malfunction, delivering a dangerous shock; it alters the reading which can be fatal in 

some cases. 

 Unauthorized access can lead to misuse of personal information, it could expose 

individuals to the risk of identity theft. It can facilitate attacks on other systems and will put 

confidentiality, availability, privacy, and integrity at risk. 

Personal medical devices can be either planted in patients’ body or attached externally. These 

devices use a wireless system to interact. However, just like the other IoTdevices, these devices 

constantly need to be connected to the internet, if the device is connected to multiple different 

networks, then personal information such as location and physical conditions can be easily 

accessed. Apart from the security concerns, the increased use of these devices also create traffic 

on the network 

 

RESULT 

IoT is used in so many industries, if the devices fail to function, it would cause a huge 

inconvenience, so there should be security measures taken. Security measures include 

conducting a risk assessment before the device is released for use in the market, authentication 

measures should be built into the device. Make sure that authentication is properly followed, 

firmware being sent to the device is verified, and device-to-device communication is monitored; 

an authentic mechanism should be used and the device access should be limited. It needs to be 

ensured that there is proper access control, so no unauthorized individual can access the data. 

For safety there should be layers of security is in place to protect against risks.  

 There are numerous devices connected that process and transfer the medical data to the 

cloud.The most common attacks at device layer are tag cloning, spoofing, RF jamming, cloud 

polling and direct connection. In general, security measures at device layer include identity, 
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authentication, and authorization management, secure booting (i.e., prevent unauthorized 

applications to be executed), application sandboxing, whitelisting, fine-grained access control 

capability of resources, protection of data during capture, storage, and transit, traffic filtering 

feature, fault tolerance, password enforcement policies, secure pairing protocols, and secure 

transmission mechanisms.  

 At the network layer the most common attacks are Eavesdropping, Sybil attack, Sinkhole 

attack, Sleep Deprivation attack, and Man-in-the-Middle attack. To secure the network layer, it is 

very important to use trusted routing mechanisms, message integrity verification techniques as 

well as point to point encryption techniques based on cryptographic algorithms.This layer is 

important because it connects the device to the sensor.  

 The individuals controlling should be trained well on how to use the device to prevent 

disclosure of their critical medical data, and the device should be tested before going out in the 

market. 

 

CONCLUSION: 

IoT significantly helps various industries. It has numerous advantages as discussed in the paper, 

this paper mainly focuses on the healthcare aspect IoT. Although it is useful. safety measures 

should be prioritized because these intelligent devices could malfunction; it could be lethal 

because in healthcare even a small mistake could have severe consequences. Data security and 

privacy are huge concerns, considering how the number of smart devices has increased 

exponentially in recent years. Ways such as having layers of  security so no unauthorized 

individual can access, should be used to reduce  the risks.  
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Abstract 

The purpose of this research paper, is to find out how a country or society 
can be prepared for and handle an epidemic or a pandemic. In 2020, when 
COVID-19 hit India, the whole country was unprepared. India was among 
the worst hit countries in the world. The country saw around 100,000 
cases per day at peak and the country proclaimed success in its ability to 
handle cases though it didn’t have sufficient beds to handle the patients. In 
2021, the country had around 400,000 cases per day with around 3000 
deaths and the whole country was in disarray. This clearly indicates that 
the current form of data capture and communication is inadequate to 
handle problems of this magnitude [1]. 
This study aims to determine how governing bodies can better handle and 
prepare for deadly outbreaks. The information was collected from various 
websites including WHO and statistics from local bodies within the 
country. The results prove that we need to communicate detailed, correct 
and live information, obtained fromvarious diagnostic tools and 
imageryvia the media depictingthe seriousness of the outbreak. This will 
help the governing bodies to enact tough laws, stack medicine and 
supplies and build infrastructure to support public health.This could also 
play a massive role in predictingfuture trends. 

 
 
Introduction 

The topic of epidemics and pandemics are not often discussed in modern society. The Spanish 
Flu occurred over a whole century ago killing over 50 Million people while COVID-19 has been 
described as a black swan event taking 4 Million lives. Modern society has short lived memory. 
Media coverage of the pandemic peaked during March 2020 (at 10% of total news articles 
compared to the number of new cases) and dropped to an all- time low in June 2020 (at 4% of 
total news articles compared to the number of new cases). This proves that modern society has 
short lived attention and has taken the pandemic very lightly despite paramount urgency [2].  
This research paper speaks about what steps are already in process, but also recommends the 
future of how governments should taketougher stands in order to protect interest of its weakest 
and most vulnerable population. 
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1. Media and communication 

Communication plays a big role in combating pandemics and epidemics. It refers to the real-time 
exchange of information, advice and opinions between health experts or officials and people who 
face a threat to their survival, health or economic or social well-being. Its ultimate goal is that 
everyone at risk is able to take informed decisions to mitigate the effects a disease outbreak and 
take protective and preventive action. Communication also plays a huge role in slowing down 
the amount of deaths caused by pandemics and epidemics. Effective risk communication not 
only saves lives and reduces illness (by informing people on how to protect their health), it also 
enables countries and communities to preserve their social, economic and political stability in the 
face of emergencies [3]. 

Now, with access to social media, the internet, radios, newspapers, television news 
channels, etc; communication is a lot easier. People in poorer countries can also communicate 
with each other and spread detailed information more effectively. 
To prove this point, the Black Death killed around 75 – 200 Million people from 1346 to 1353, 
whereas during the peak of the HIV and AIDS pandemic, around 35 Million people lost their 
lives. Evidently, the deaths caused by the HIV – AIDS Pandemic is much lower than that of 
Black Death.This shows the drastic impact of having better communication. 
 
2. Tools For Diagnostics 

The direct detection of viruses in clinical and other samples include microscopy, antigen 
detection such as ELISA, and molecular detection of the viral genomic material by PCR. Popular 
molecular diagnostic techniques including qPCR or RT-qPCR also allow quantification of viral 
loads. While these techniques are highly sensitive for the detection of specific viruses in a 
sample, they can only identify viral sequences that match a pre-defined search image that 
matches the designed PCR primers. Thus, these established diagnostic tests frequently yield 
negative results when a patient presents a clinical phenotype, but no virus is detected. This can 
be either because an uncommon variant of a known pathogen is present in the sample, or because 
a novel virus is the causative agent of the disease. Notably, the difference between these two 
possibilities is continuous, reflecting increasing evolutionary distances along the viral phylogeny. 
Bioinformatic approaches allow PCR panels to be designed that capture an increasingly diverse 
array of viruses, but these assays will always remain limited to detecting viruses within a known 
range, and cannot extrapolate to identify completely novel ones. This may be resolved by 
untargeted (shotgun) sequencing of isolated viruses or complete sample DNA (metagenomics). 
Variants of known viruses may be detected by aligning the reads derived from the sample to the 
reference sequence of the known virus that was originally used for designing the primers. If 
enough high-quality reads span the regions where the primer sequences should anneal with the 
target, specialized variant detection tools can call the variant with a high degree of confidence, 
and new PCR primers can be designed to capture them. For example, a recent PCR-based 
investigation of the widespread human gut-associated bacteriophage Cross - Assembly Phage, 
designed globally applicable primers by screening an alignment of sequencing reads from a 
range of publicly available metagenomes and identifying highly variable regions of the 
appropriate size (1000–1400 nucleotides) that were flanked by conserved regions which could be 
targeted by primers, and were present in ≥90% of all metagenomic samples (<10% gaps). These 
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primers allowed a range of collaborating laboratories to independently detect Cross - Assembly 
Phage in samples from 62 different localities on six continents.  
 

3. Medical ImageAnalysis  

Popular imaging techniques include Magnetic Resonance Imaging (MRI), X-ray, computed 
tomography, mammography, and so on. Various techniques are utilized to tackle the difference 
in modality, resolution, and dimension of these depictions. Many more are being developed to 
boost the image quality, extract information from images more efficiently, and come up with the 
most clear cut interpretation. The deep-learning based algorithms increase the diagnostic 
accuracy by learning from the previous examples before recommending greater treatment 
solutions. The most common image-processing techniques specialize in enhancement, 
segmentation, and denoising that enables deep analysis of organ anatomy, and detection of 
numerous disease conditions. The most promising applications aim to identify tumors, artery 
stenosis, organ delineation, and so on . Different techniques and frameworks contribute to 
medical imaging in numerous aspects. 

MRI scans of patients with radiation necrosis (above) and cancer recurrence (below) are 
displayed in the left column. Close-ups in the middle column show the areas are 
indistinguishable on routine scans. Radiomic descriptors unearth fine variations displaying 
radiation necrosis, in the top right panel, has much less heterogeneity, displayed in blue, 

Image 1 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

370 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

compared to cancer recurrence, in the lower right, which has a much higher degree of 
heterogeneity, depicted in red.[4] 
Hadoop, a famous analytical framework, employs MapReduce to seek out the optimal 
parameters for tasks like lung texture classification. It applies machine learning methods, support 
vector machines (SVM), content-based medical image indexing, and wavelet analysis for solid 
texture classification. 
This shows how multiple programs and apps can work together using data from observations and 
external inputs, to get very detailed understandings on diseases. This would help us learn about 
the threats that these diseases impose on us and would help us be prepared by the time the next 
outbreak hits.  
 
4. Predicting the future for pandemics and epidemics 

Knowing what the next pandemic will look like is not as easy as you think. Historically, flu 
pandemics have all differed slightly. There were always different strains of the virus(6 variants 
of COVID-19) and outbreaks hit some places and peopleharder than others. What we need isa 
way to separate things that arespecific to a particular flu outbreak in order to clearly identify and 
understand solutions to the flu. For example, it is likely that social interactions areimportant in 
spreading flu. During the2009 pandemic in Hong Kong, there arelots of infections in busy places 
like schools. But we also know that childrenhad less immunity to this virus thanadults. So what 
kind of behaviour isactually important for epidemics? What sort of data should we becollecting 
before an outbreak if we wantto predict how infections might spread? These questions play a 
crucial role in finding out the types of potential future outbreaks. A study was conducted by 
Adam Kucharski and his team. They built a mathematicalmodel of the Hong Kong outbreak. 
Usingdata on social behaviour and immunity, they tried to predict different people's riskof 
getting flu.They created over 100models in total covering a whole rangeof behaviours. The most 
accurate ones showed that if they wanted to predictinfection patterns,they would need data on 
physical contact. They would also need to know who is more prone than others to a virus or flu. 
They know our risk of flu infectiondrops when we leave our childhood and 
enter our twenties; but it increasesagain when people become parents. Thisapproach was 
powerful because it wasn'tlimited to one location. Once they knewwhich kinds of behaviour 
were important, they could put in data from any country. For example, Hong Kong 
residentstypically had physical contact witharound five other people each day. The UK is similar 
but in Italy the average is 10. It was a promising start, but topredict epidemics they don’t just 
need toknow how many contacts people have. They need to know where they travel and 
wherethe infection might spread.So, they invited UK residents to download a specifically 
designed phone app. This allowed them to collect data on age, occupation and overall health. It 
also tracked their movements and allowed them to track other social information that was useful 
in getting important data for the study. They analysed the data of over 50,000 people. These 
people were school children, pensioners, healthcare workers, etc. Basically, the app was being 
used by society at large. With such data andour growing insights into how behaviourshapes 
epidemics, we will be able to studyflu pandemics in a whole new level of detail. We can look at 
how quickly theymight spread and which groups might be most at risk. We can also see 
thepotential effects of control measureslike school closures or vaccination campaigns and we 
will be able to do all ofthis before the next outbreak hits [5]. 
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Case Study - Summary 

COVID 19 has been one of the deadliest outbreaks we have ever been exposed to. We were 
underprepared when the virus came to our country and hence, it took many lives. But what if we 
were prepared? How could things have been done differently? And most importantly, what next 
steps can we take for our country? 
In this conclusion, we will see how these techniques can be best put to use altogether. The 
population of India is 1.4 Billion. Out of this, 469.3 Million people use smartphones (most users 
being from major cities). This could play to our advantage. The government could collaborate 
with phone companies to promote using an application that records data on age, occupation and 
overall health. It must track the user movements and must track proximity to other people along 
with other social information via GPS and control towers. It should track this information as we 
know that movements and proximity play an important role in the transfer of viruses. For privacy 
issues, residents of the country must be given codes that maybe given by the telephone company. 
Thus, the customer information can be with the telephone company.  
The result of this will be more accurate statistics for the government, making there be less 
corruption in the government system and resulting in better decisions; There willbe more 
customer information for telephone companies as well. Also, this will allow authorities to track 
those who travel the most and those who can be potential COVID-19 patients. This also will 
result in more accurate COVID-19 testing, better prediction for pandemic hotspots, etc. The 
media will come in use in promoting the app and spreading important information regarding new 
strains, statistics, etc. all found by diagnostic tools and imaging analysis companies working 
together.  
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Abstract 

Internet of Things (IoT) devices are growing more common, and IoT 

services are becoming more widespread. New emerging technologies are 

influencing the globe today. As a result, we are constantly surrounded by 

smart devices. These smart devices make life simpler and more convenient 

for us.  Their success has not gone unnoticed, and threats and attacks 

against IoT devices and services are also on the rise. Cyber-attacks are 

nothing new in the IoT world, but as the IoT becomes more deeply 

ingrained in our lives and communities, it will be vital to step up and take 

cyber defense seriously. As a result, there is a pressing need to secure IoT, 

which necessitates a thorough understanding of the dangers and attacks 

against IoT infrastructure. This study aims to categorize threat types as 

well as assess and characterize intrusions and assaults that affect IoT 

devices and services. 

Keywords: IoT(Internet of Things), Cyber-attack, WSN. 

 

I.  Introduction 

IoT refers to a trillion devices that are connected to the internet from all across the world that 

collect and share data. Due to the advent of super-low-cost computer chips and the ubiquity of 

wireless networks, something as small as a pill can be converted into something as large as an 

aircraft into part of the IoT. Connecting and adding sensors to all the various objects adds a 

digital intelligence level to devices that are otherwise stupid so that they can communicate real-

time data without the involvement of a person. The possibilities for personal or professional 

development are limitless. Insecure connections and data storage are the most common causes of 

data security concerns in IoT applications. Compromised devices can be exploited to access 

personal data, which is one of the major challenges for IoT privacy and security. 

The unintentional use of passwords, the failure to change passwords, and the lack of 

device updates have all exacerbated cybersecurity threats and given hostile programmes access 

to sensitive data in IoT systems. Data breaches and other dangers are more likely as a result of 

such poor security policies. According to findstacks' reports, 35.82 billion IoT devices will be 

installed globally by 2021, and 75.44 billion by 2025. As a result of these enormous amount of 

gadgets, attackers have a surface to attack. The graph below demonstrates how the number of 

IoT devices have grown as time has passed and technology has progressed. 
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Restful night's sleep. Your voice assistant tells you the weather forecast for the day, suggests  
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II.  Application of IoT 
Almost every aspect of our lives is affected by the Internet of Things. Some of the aspects are 

as follows: 

A.    Smart Homes 

Consider waking up to the scent of coffee while the curtains slowly open behind you. Your 

sleep sensor has made sure not to disturb you during a session of REM sleep, so you get a  
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outfits based on the prediction, and announces your calendar activities, including daily 

reminders. While you were sleeping, your iRobot softly cleaned. You go to the bathroom, and a 

smart toilet sensor detects health signs in your pee. Your smart fridge has already submitted an 

electronic order for milk to an online grocery store since you've ran out of milk for your cereal. 

This house is the epitome of a smart home. It's all thanks to the Internet of Things! 

 

B.    Smart Cars 

Self-driving cars have long seemed like something out of a sci-fi movie. Digital technologies 

have made their way into the automotive sector, thanks to the Internet of Things transforming the 

transportation industry. The Internet of Things permits human-to-human, machine-to-machine, 

and human-to-machine connections, all of which will influence how our cars run. Sensors have 

been added to IoT connected automobiles, allowing them to collect data from their surroundings. 

These sensors and cameras (such as the reverse camera) give the driver with a continuous stream 

of diagnostic data on which he or she can act. Some vehicles even feature automatic braking 

systems that activate when sensors detect something in the vehicle's path. 

 

C.    Smart Cities 

Cities are becoming digitally networked and hence smarter as a result of the Internet of Things' 

power. Cities are enhancing the lives of residents by gathering and analysing large quantities of 

data from IoT devices across many city systems. Data on infrastructure needs, transportation 

demands, and crime and safety may help smart cities make smarter decisions. According to a 

research, cities may improve quality of life indices (such as crime, traffic, and pollution) by 10% 

to 30% by using current smart city apps. In everyday life, IoT devices link to make your house, 

transit, or city more efficient and pleasurable. 

III.  IoT communication models   

 

A.    The device-to-device communication model 

Instead of going via an intermediate application server, two or more devices connect and interact 

directly with one another. These devices use a variety of networks to connect, including IP 

networks and the Internet. However, to create direct device-to-device interactions, these devices 

frequently employ protocols like Bluetooth, Z-Wave, or ZigBee. 

B.    Device-to-cloud communication model 

To exchange data and regulate message flow, the IoT device connects directly to an Internet 

cloud service, such as an application service provider. This method typically uses existing 

communication techniques, such as standard wired Ethernet or Wi-Fi connections, to create a 

link between the device and the IP network, which then connects to the cloud service. 

C.    Device-to-gateway model/device-to-application-layer gateway (ALG) model 

This means that there is application software running on a local gateway device that works as a 

middleman between the device and the cloud service, providing security and other features like 

data or protocol translation. 

This model may be found in a variety of consumer products. In many situations, a smartphone 

running an app to connect with a device and pass data to a cloud service serves as the local 

gateway device. The development of "hub" devices in home automation applications is another 
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variation of this device-to-gateway paradigm. These are devices that act as a local bridge 

between IoT devices and cloud services. 

 

D.    Back-end data-sharing model  

Refers to a communication architecture that allows users to export and analyse smart object data 

from a cloud service, as well as data from other sources. This design accommodates "the [user's] 

wish to give third-party access to the uploaded sensor data." This method is a development of the 

single-device-to-cloud communication paradigm, which might result in data silos if "IoT devices 

upload data solely to a single application service provider." A federated cloud services strategy, 

or cloud applications programming interfaces, offers a back-end sharing architecture that allows 

data gathered from single IoT device data streams to be pooled and analyzed (APIs), to make 

data from smart devices stored on the cloud interoperable. 

IV.  IoT security issue 

A.    Unauthenticated access 

Unauthenticated access is one of the most frequent firmware flaws that enable threat actors to get 

access to an IoT device, making it easier to abuse device data and controls. 

 

B.    Weak authentication 

When the firmware has a poor authentication mechanism, threat actors can simply obtain access 

to devices. These techniques can range from single-factor and password-based authentication to 

cryptographic methods that are vulnerable to brute-force assaults. 

C.    Hidden backdoors 

Hidden backdoors are a popular hacker target when it comes to firmware. Backdoors are 

deliberate flaws that are implanted in an embedded device to allow anybody with the "secret" 

authentication information remote access. Although backdoors may be useful for customer 

assistance, they can have serious repercussions if they are found by hostile actors. Hackers are 

experts at locating them. 

D.    Password hashes 

Most gadgets' firmware has hard-coded passwords that users can't alter or default passwords that 

they seldom update. Both of these outcomes provide gadgets that are very simple to exploit. The 

Mirai botnet, which infected over 2.5 million IoT devices around the world, used default 

passwords in IoT devices to launch a DDoS assault in 2016, bringing Netflix, Amazon, and The 

New York Times down with it. 

E.    Encryption keys 

When encryption keys are kept in a format that may be readily hacked, such as variants of the 

Data Encryption Standard (DES), which was originally established in the 1970s, they can pose a 

significant threat to IoT security. DES is still in use today, despite the fact that it has been proved 

to be ineffective. Hackers can use encryption keys to listen in on conversations, get access to the 

device, or even construct rogue devices capable of performing harmful activities. 

F.     Buffer overflows 

When writing firmware, if the programmer employs unsafe string-handling methods, buffer 

overflows can occur. Attackers spend a lot of time looking at the code inside a device's software, 

attempting to find out how to create unpredictable application behaviour or crashes, which can 
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lead to a security breach. Buffer overflows can be used to gain remote access to devices and to 

launch denial-of-service and code-injection attacks. 

 

G.    Open source code 

The quick creation of complex IoT solutions is made possible by open source platforms and 

frameworks. However, because IoT devices commonly employ third-party, open source 

components with unknown or undocumented origins, firmware is usually left unsecured, making 

it an attractive target for hackers. Although upgrading to the newest version of an open source 

platform would usually solve the problem, many devices are introduced with known flaws. 

H.    Debugging services 

Developers gain internal system knowledge of a device via debugging information in beta 

versions of IoT devices. Unfortunately, debugging systems are frequently kept in production 

devices, allowing hackers to get access to the same inside information. 

V.  IoT attacks 

A.    Physical attacks 

An attacker gets physical access to a physical asset in the infrastructure system in order to 

damage, disable, steal, or utilize it in an unfavorable way. 

B.    Sinkhole attacks 

Sinkhole attacks occur when a hacked node attempts to attract network traffic by announcing a 

bogus routing change. One of the consequences of the sinkhole attack is that it may be used to 

launch additional attacks such as selective forwarding, acknowledgment spoofing, and routing 

information drops or changes. 

C.    Eavesdropping 

An eavesdropping assault, also known as a sniffing or spying assault, is when a computer, 

smartphone, or other connected device steals information while it is sent across a network. The 

attack uses unprotected network communications to get access to data as it is delivered or 

received by the user. 

D.    Reconnaissance attacks 

An unauthorized user's attempt to identify and map network system devices, services accessible 

on those systems, and the vulnerabilities of those systems is known as reconnaissance. It's also 

known as data collecting, and it usually happens before a real access or Denial of Service (DoS) 

assault. The malicious intruder will usually start by pinging the target network to see which IP 

addresses are live and responding. As a result, the intruder may be able to learn what services or 

ports are active on the live IP addresses. The intruder uses the active IP address information to 

query the application ports to identify the programme kind and version, as well as the type and 

version of the operating system. 

E.    Denial-of-service (DoS) 

A denial-of-service (DoS) attack is a type of cyber-attack that prevents legitimate users from 

accessing computer systems, networks, services, or other information technology (IT) resources. 

In these sorts of assaults, the attackers often flood web servers, systems, or networks with traffic, 

overloading the victim's resources and making it difficult or impossible for others to use them. 

F.    Node Replication 

The security of wsn is thought to be jeopardized by replication. On this technique, an attacker 

attempts to capture sensor nodes by obtaining the credentials of real sensor nodes. Once 
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captured, the attacker creates a clone or replica of the real node in the same network in order to 

make it appear that the injected clone is identical to the real node (Game & Raut, 2014). Replicas 

are difficult to spot since they seem to be legitimate network nodes. It's possible that an attacker 

will target numerous sensor nodes by capturing the entire cluster or cluster head and creating a 

clone or copy of the whole cluster. 

G.    Tag Swapping 

 

Conclusion 

The Internet of Things (IoT) has developed as a key technology. The data provided by sensors or 

RFID tags may include sensitive information that must be kept secure from unwanted access. 

IoT communication between two nodes is insecure, and IoT device physical security should not 

be jeopardised. IoT must integrate services like encryption, end-to-end environments, and access 

control for real-time and critical infrastructure security to accomplish secure communication. 

Staying one step ahead of the adversary in cybercrime is difficult. We may expect better security 

for smart devices in the future, as well as higher privacy standards for IoT connectivity, allowing 

users to automate activities more easily with this technology. 
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Abstract 
Technological advance has led us to countless environmental problems on 

a global level and higher energy consumption, and this research paper 

aims to bring to light the problems and certain concepts that 

theoretically/practically be potentially used to counter the issues brought 

about. 

Keywords:-Emissions, power consumption, telecommunications, ICT, 

efficiency, RAN 

 

 

“It has become appallingly obvious that our technology has exceeded our 

Humanity” - Albert Einstein 

 

INTRODUCTION 

Technology is the application of scientific knowledge to practical human lives or, to manipulate 

the human environment. In the long term, technological advancement is essential to economic 

growth and development, and as technology advances, the local and global economy can thrive 

faster. 

Today, advances in various forms of technology have the potential to drive production and 

economic growth and create new and better jobs to replace old ones. Potential topics like Energy 

efficient device-to-device network, energy efficient ultra-sense networks, energy efficient 

spectrum efficiency, and many more are being discussed and looked into. Studies have shown 

that the number of mobile subscriptions around the world has increased exponentially from 500 

million in 2000 to 5 billion in 2012. In short, the increase in network communication is on a fast 

track, and with it comes the increasing data and energy costs, high energy consumption, and 

many environmental problems. And that’s where green communication came to fix the issues at 

hand. 

Green communication is basically the application of the idea of choosing from different energy-

efficient communications and communications technology and products, thereby reducing the 

usage of resources where possible in all communication branches. And while the introduction to 

green communications has produced substantial expectations, improving on the wireless 

networks is still an open research field and hasn’t been perfected. 
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Yet, human-to-human or human-to-machine or machine-to-machine communications rely 

heavily on wireless communications and huge demands such as this can inevitably cause 

environmental issues on a global scale, making energy consumption a key issue. Thus, shifting to 

green communications is very essential. 

According to the well-known Gartner report i.e., Gartner, 2007, the ICT market contributes to 

about 2% of global greenhouse gas emissions. A typical mobile phone network consumes about 

40-50 MW and a service provider such as Vodafone uses more than 1 million gallons of diesel 

per day to power its networks. This means that wireless connectivity could create a weighty bulk 

of the total energy consumption of the ICT infrastructure. To save costs, two major issues need 

to be addressed in green communications: 

1.Reduce energy consumption to reduce operating costs. 

2.Creating a more friendly environment by reducing carbon emissions. Therefore, it is necessary 

to develop new and advanced algorithms to reduce the total energy required for the operation of 

wireless access networks.  

When considering the environmentally friendly solution, air pollution, water pollution, and soil 

quality, ozone layer protection, natural resources, waste minimization, and many others have to 

be considered the main impact. Telecommunications equipment usually contains a large number 

of scarce materials and heavy metals. The biggest challenge is to extract these materials through 

mining and treatment of the waste, which is one of the main challenges to the environment. 

 

To get a complete view of the environmental impact of a product, all five stages should be 

considered, particularly material extraction, production, use, transport, and end-of-life. The drag 

on the issue of energy consumption, which is important to the use of ICT in relation to carbon 

emissions should also be considered. While discussing the same, we should consider the 

emission of greenhouse gases such as methane, nitrous oxide, carbon dioxide, PFCs, HFCs and 

sulfur hexafluoride. These greenhouse gases have a different global warming potential (or GWP 

for short) considered for a hundred years horizon. 

When analyzing the direct and indirect impacts, environmentally-friendly solutions should be 

considered. For example, implementing a solution that reduces the energy consumption of a 

service has a direct impact. Indirect impacts of solutions are related to the broader concepts of 

solution acceptance. The presence of email instead of letter writing, issues of transport, paper 

usage, etc. Indirect impact reduction often limits environmental issues. Since political, financial, 

and media differences depend on this, such reduction is very difficult to predict. 

 

Experimental 

Increasing efficiency is a key strategy in reducing environmental impacts. If we consider the 

adoption of email, one could state that by replacing every letter sent by email we are largely 

reducing the impact of those letters. This case shows that initiating the indirect environmental 

effects of solutions is a difficult task that must be done with great care. 

The structures of the carbon footprint of site manufacturing and construction for the radio access 

network (or RAN for short) are based on a comprehensive analysis of the Life cycle of network 

equipment. The total RAN electricity consumption in 2007 was almost 20kwh. Recent research  
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gives us an idea about the construction of new sites and the removal of old site equipment. From 

the survey by Vinay M and Rudresh Y R, in their paper “A Review on Green Communications” 

in 2018, it is known that on average there is a 10 percent decrease in the new base station when 

compared to the previous year.  

Energy efficiency metrics provide information that can be used to evaluate and compare the 

power consumption of different parts of a mobile network and of the network as a whole. These 

metrics also help us to set long-term research goals to reduce energy consumption. With the 

proliferation of research activities related to green communication and due to internal differences 

and the importance of different communication systems and operational measures, it is difficult 

for one metric to suffice. While the definitions of energy metrics for buildings and equipment 

levels are straightforward, it is very difficult to define energy performance metrics at a system or 

network level. Network level metrics evaluate energy efficiency at the network level by bearing 

in mind the features and properties of the coverage and capacity of the network. Here are goals 

that are connected with green cellular network:   

 Improvement of energy efficiency.   

 Improvement of the intelligence of the network through tradeoffs between energy 

consumption and external conditions, that is, traffic loads.  

 Integration of the network infrastructure and network services to enable the network to be 

more responsive and to require less power to operate.  

 Reduced carbon emissions. 

 

RESULT 

Currently, LTE marketing solutions are not available for all architecture/BS. Therefore, provided 

power models are usually found in existing solutions and may diverge each other’s. The relay 

case is symbolic in this sense: these low power nodes are categorized by a reduced area covered 

than the macrocells, so they can significantly decrease the irradiated power relative to M-BS. In 

addition, they are expected to have simpler structures than M-BS which has consequences, 

resulting in lower aggregate power consumption.  

 

DISCUSSION 

It is also important to deal with the appropriate components of wireless structures that may affect 

the power consumption greatly. According to Figure 1 below, the power consumed by the retail 

group, data centers, core transmission, mobile switches, and BS is about 2%, 8%, 15%, 20%, and 

55%, respectively. 

 
Fig.1 Percentage of power consumption in the cellular network infrastructure. 
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This suggests that BS or access point could be an important part of future research. Increased 

power consumption on wireless networks results in greenhouse gas emissions which can be 

considered a major threat to environmental protection and sustainable development. 

In fact, before the green radio program, there have been efforts to progress energy 

savings in wireless networks. Ways such as developing additional efficient power amplifiers, 

implementing passive cooling, and minimizing the feeder losses. However, these efforts were not 

sufficient to achieve the goal of saving energy within 5 to 10 years. On the other hand, the GR 

program with innovative solutions, based on high-quality architecture and integrated 

construction at all levels of the system and protocols, can certainly bring more results soon. 

 

CONCLUSION 

Green communications research focuses a lot on reducing the energy usage from a system 

perspective, often disregarding the effect on RF radiated power. However, some green solutions 

may reduce a few APs to operate with greater radiated power. Recently, public concern has 

arisen over the potential impact of electromagnetic fields on human health, and the mobile 

community should improve the adoption of existing wireless systems by reducing human 

exposure without compromising QoS. Therefore, it is necessary to understand the trade between 

fundamental green enablers and EMFs and to investigate joint ventures that reduce energy 

consumption and exposure to electromagnetic radiations. 
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Abstract 

IoT is a vast platform that has drastically changed our lives directly or 
indirectly. Reports show a sudden rise in the use of IoT in daily life. 
People are more dependent on technology than before. Robots and AI are 
replacing human work. Why? Because of IoT development and its 
influence on our daily life. Let us go deeper into the topic. 
Keywords: - Following are some keywords to be helpful to read this 
document. 
1)IoT(Internet of Things): -System of networked devices that form a 

connection to share data. 
2)Ecosystem: - A basic level system of data handling and transfer using 

IoT. 

3)Assistant tech: - A tech in which a specific human activity tool works on 

your digitally interpreted command. 

4)Cybersecurity: - A specific security measure system that gives 

properadaptive security according to the data. 

5)Biometrics: - A type of security measure over data in which it uses your 

face, fingerprints, or eyes to open. It is one of the most prevalent 

cybersecurity measures. 

6)Cloud:- a virtual storage space with a specific data value. 

 

INTRODUCTION 

IoT or Internet of things is a system of networked devices that form a connection to share data. 
The data can be a set of commands, instructions, a message, a money transaction, or a specific 
information. All of this has changed the world more than any other technology proposed in the 
world. It has had a drastic change in our lives. I am going explain two main significant things in 
human life, day to day activities and security. 
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Theory 

On basic level, IoT is an ecosystem that makes sure any type of data that is transferred by anyone 
is appropriately done. Following a basic diagram of its ecosystem: - 

 
 

But it does require various things like sensors and to detect the need of the user and the 
environmental conditions to send a valid command data. It needs actuators to understand the 
entered command and start the processing of data in the hardware mechanism. Connectivity, 
which can be through Wi-Fi, Bluetooth, Mobile data, or any other specific authorized network. 

Thing or device:- A 
device used to send a 
command, for e.g.:- 

smartphone 

Gateway:- A pathway 
to send encrypted data 
in safely to the cloud.  

Cloud:- A online data 
receiver that decodes 

the data in simple 
language and stores it 

to send to analytics 
for analysing the 

command. 

Analytics:- It analyses 
what command is 

needed to be 
performed, for e.g.:- 

AC's command panel. 

User Interface:- 
Displays the 

performed commands 
output, for e.g.:- AC's 

display. 
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Every single device has an RFID sensor (Radio frequency identification sensor) to understand 
the location to activate the sensors accordingly as it is a metered connection. They even need 
security measures to make sure the data is encrypted and safe for transfer. This ecosystem is the 
base to every single command that is processed using this system. 
Experimental 
Let’s research to find people with smart devices. 
1) Make a survey sheet. 
2) Randomly go to any house in your neighbourhood and ask about any specific appliances, 
vehicle, device, or any specific personal amenity that is controlled or linked to an app or device. 
3) Make a proper tally of the number of intel techs they have. 
4)Count even the smart tech you own. 
5)Count it and calculate the total. 
 
RESULT 

The use of IoT in daily life has increased. From household to devices to cars, everything has 
become a part of this vast chain of devices. Even statistics show that IoT’s use has grown. The 
reason for the growth it’s integration in daily life, and the price of the devices is cheap and 
affordable. It fast, easy to use and very strictly secured. Every single technological device can be 
replaced by this big global market’s products. Even when results collected you may find that it 
will be a massive sum of products. The reason is the rapidly growing market of IoT 
technological developments. 
 
DISCUSSION 

The life of human beings has changed by time. The development in this field has raised from a 
small sum to aenormous amount. Human life has more ease than before. From 2012 there has 
been a significantboost in this field which has grown in size to another level. The growth is 
increasing inpopularity over the years. Companies are hiring researchers to make new inventions 
to move ahead in this never-ending race. While companies like Tesla, Neural ink, Amazon, LG, 
Godrej, Haier, and various other companies.Even statistics claim that the growth has occurred 
and has happened with a great leap. Following is the statistics. 
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The trend is going up, so we can say that there is growth in its market. Even other statistics show 
that there is more growth to come and more devices to connect to embrace this technology to its 
fullest. There is an expectancy that by 2025, there will be 40 billion connected devices. The 
development rate has increased due to its impact on our daily life. Simply speaking, it is all 
assistant technology that helps in everyday life. It is a feature that uses your set of commands to 
do a specific task. 
Following are some of the prominent IoT developments that have caused its growth and 
development to date:- 
1)Smart Home:- It is a term that defines the use of third party or inbuilt apps to control various 
software integrated utilities in your house. This can include your any appliances, vehicles, and 
devices, thus makes your life much easier than before. 
2)Cybersecurity:- As earlier mentioned, it is crucial to keep your device or data secured. 
Cybersecurity means security for a device. As there are multiple devices linked together, there 
can be chances that your data can be at risk. So thus, there are numerous ways to save it. These 
options include Biometrics(security measure that uses your face, your eyes, or your fingerprint), 
Pins and Passcodes(alphanumeric keys) and Data encryption(securing the data as a complex code 
so that no one can hack it.). The most popular of all is Biometrics as it is complex and well 
encrypted and only a specific registered fingerprint, eye pattern or face can be used to unlock it. 

0

10

20

30

40

50

60

2012 2013 2014 2015 2016 2017 2018 2019 2020

D
ev

ic
es

 C
o
n
n
ec

te
d
 (

b
il

li
o
n
) 

P
ri

ce
 (

b
il

li
o
n
 U

S
D

) 

Year (Average:- 6 billion devices per year with a price of $6.2 billion 
dollars a year.)  

Connected IoT devices and their total price (2012 to 
2020) 

Use of IoT Connected devices price

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

386 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

3)Mass digital connectivity:- The entire world is connected in this vast chain, thus making data 
transfer easy and efficient. People nowadays can transfer documents, cash, videos, photos, 
messages etc., all over the world. You are one fingertip away from sending any data to anyone. 
The growth is due to the increasing dependency of humans on machines. Today’s human has 
faith in devices to do a job. But the plus point is that devices with highly advanced technology 
inside them are much better at doing jobs beyond imagination of human brain. They can help, 
serve, protect, care, and even fight for us. If every single person wants to live happily, you can 
put your faith in a machine. 
 
CONCLUSION 

To conclude, IoT is a platform of mass development and there is no limit over its development. 
Soon we will see a lot more astonishing growth in this field that may ultimately alter the life we 
live today and may even give a start to a new technological era, starting a never-ending chain of 
development that no human has ever imagined from any technological development. 
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Abstract 

Technology has formed a monarchy in the 21st century. However, its 
negative environmental impacts are as superior as the technology - 
especially the escalation in ICT (Information & Communication 
Technology). This paper centers on the sustainability of green 
communication, with network energy reduction techniques to improve the 
energy efficiency of these communication networks. 
Keywords:Energy efficiency, energy consumption, wireless 

communication networks, CO2. 
 
INTRODUCTION 

The use of wireless devices has multiplied to an extent where infrastructure for wireless 
communication networks, for connecting people and objects, is a need. A substantial amount of 
data is being transferred daily in the form of files, storing information on the cloud, making 
online transactions, etc. As a consequence, the volume and coverage has increased with the 
mobile traffic in these communication networks. Bandwidth storage, capacity, slower data rates 
and interference were some obstacles faced by the generation of 4G. As a solution, 5G has been 
considered as the best option to prevent these inconveniences. 5G can serve numerous devices 
with 1000 times greater capacity and bandwidth. Due to this new advent, the connected devices 
will grow. [1] 
It becomes vital to increase the number of transmission power to support these devices. In 
addition, telecommunications equipment contains a potential amount of scarce material; 
extracted through mining. Consequently, this extraction contributes to greenhouse gas emissions 
and adds to the scarcity of resources.  Facts reveal that during the year 2020, the communication 
networks consume between 2-3% of global energy and produce 2% of global CO2 emissions, 
among which wireless networks account for 57% of this energy consumption. [1]Heat in the 
form of waste is released when high amount of energy is consumed, and results in electronic 
pollution. Electronic waste (also referred to as E-waste) is caused when electronic devices 
become outdated or come towards the end of their useful life.[2] Technological convergence is a 
primary cause for an increase in electronic waste. The disposal of these electronic devices results 
in an overflowing of the landfill. Consecutivelythe toxic chemicals of electronic devices could 
cause serious health risks if they seep into the soil and the groundwater.  Many of these devices 
aren’t wasteful at all but are easily recycled for reuse. According to WHO (World Health 
Organization), recycling valuable minerals from e-waste has become a source of income for 
developing industrialized countries. Kyoto Protocol is an agreement between many 
nations,aiming to reduce therelease of greenhouse gases(methane, carbon dioxide, nitrous oxide 
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etc) in the atmosphere.[3]Great Lakes Electronics in the United States is a recycling center for E-
waste recycling with a zero-landfill policy in all locations. [1]They have portrayed sustainability 
and contributed to the conservation of the environment.  An increase in energy consumption 
increases greenhouse gases, causing global warming and climate change. It is necessary to know 
that every greenhouse gas has a different global warming potential (GWP). 

The greenhouse gas emissions in the telecommunications industry are minimal than any 
other industry. However, it is imperative to take precautions to reduce it after the evident 
increase in the demand for digitalization. [4] If sources are believed, the carbon footprint can 
contribute to 14% greenhouse gas emissions by 2040. Specific Absorption Rate (SAR) calculates 
the contact between human tissue and radio signal. Higher the SAR number, the more it becomes 
detrimental to not only the health of humans but also the environment. The rapid growth in the 
IT sector has disturbed the ecological balance.  
 
What is green communication? 

Green communication is a sustainable approach towards carbon footprint reductions by the 
networking sector through efficient use of scarce resources and energy-efficient technologies. It 
entails using such software and hardware techniques that can minimize the energy consumptions 
of network components.  
It is quintessential to have energy efficiency for the extended battery life of wireless devices to  
sustain. On witnessing a daily rise in mobile users, efficient batteries should be available for a 
lengthy working-life of these devices. In the next section, this paper exhibits a review of a few 
green communication techniques used in 5G.  
 

Theory 

Green Communication Techniques  
Renewable energy sources do not harm the environment with CO2 emissions. Therefore, these 
resources are useful for improving the energy efficiency of cellular networks. Fossil fuels 
(majorly oil resources) are depleting significantly.  Techniques like energy harvesting is used to 
obtain energy from the external resources of surrounding environment and convert it into usable 
electric power.[5] One of the drawbacks is the tiny amount of power produced from this method. 
Device-to-Device communication 

 
Fig.1. Device-to-Device communication. 
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Device-to-Device communication, also referred to as D2D communication, is a radio access 
technology that gives users living in closer proximity an opportunity to communicate directly, 
eliminating the need for a network infrastructure (illustrated in Fig.1).  A lot of transmission of  
power takes place when the users are at the edge of their cells. Due to this technique, delays for 
data transfer are removed and data traffic is reduced at the base stations. The base stations are 
enabled to store power by going into a sleep mode. As an outcome, lower levels of energy will 
be consumed, thereby lessening the CO2 emissions. In this way, energy efficiency comes in 
wired and wireless networks. [5] 
 
Green IoT 

IoT is a vast network with devices connected. All the data is saved and transferred from the 
device through sensors. Digital technology’s exponential growth is complementing the 
transformation of work in all sectors. The change in tastes and fashion favors availing the smart 
and connected devices which make the Internet of Things (IoT) famous amongst everyone. IoT 
is a comprehensive infrastructure of the network that involves using sensors and actuators. 
[6]When these devices are inserted into a physical object, they gain the ability to sense, operate 
and transfer information over the network. About IoT devices, their hardware is categorized into 
general and sensing devices. The sensing devices are connected with wired and wireless 
interfaces and are the major center for exchanging information. Sensing devices are sensors 
actuators that calculate temperature, humidity, light intensity and, other criteria. The IoT devices 
are controlled by gateways that transfer the data collected to the Cloud. To summarize, the cloud 
acts as a storage unit.  
 
 
 
 

 
Fig.2. Green IoT. 
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Green IoT focuses on the sustainable smart growth of the world. It believes in innovation and 
applications for societal changes with lower energy consumption of IoT devices. Thereby, it 
emphasizes the energy efficiency of IoT devices, as mentioned in Fig.2, to reduce the 
contribution to the greenhouse effect from its present appliances. It aims to make the complete 
IoT process green.Green IoT prioritizes the conservation of natural resources that will lessen the 
burden on the environment caused by the technology and even lessen the costs.  Hence, green 
IoT focuses on green manufacturing, green utilization, green design, and green disposal. [7] 
Green manufacturing can be achieved by using electronic components and other subsystems 
which have minimum impact on the environment. Green utilization can be achieved by utilizing 
the information systems in an environmentally sound manner that reduces the energy 
consumption.  Energy-efficient IoT equipment, servers, computers, and sound components can 
be designed to achieve green design. Lastly, green disposal can be achieved by recycling and 
reusing unwanted computers and other equipment from electronic waste.  
 
Green IoT even involves using the Green WSN and Green CC. 
Green WSN: Wireless Sensor Networks (WSN) include base nodes and automated sense nodes. 
To adopt a green system, these nodes can: use the devices sleep mode, reduce the working time, 
use renewable energy sources harnessed from the environment, effectively use radio 
transmission techniques and use data reduction techniques. [5] 
 
Green Cloud Computing (Green CC): In cloud computing, users can pass a large number of 
resources. As a sustainable approach, these shared resources produce the adoption of energy-
efficient hardware and software. Many power-saving techniques energy-efficient models can be 
used. [5] 
 
Massive MIMO 

 

 
Fig.3. Massive MIMO. 
Multiuser Multiple Input Multiple Output (MIMO) is a base station of multiple antennas that 
serve multiple users, with single-antenna equipment at the same time. Multiplexing is a 
technology that allows many communication signals to come together. [8] When independent 
data signals from individual antennas are transmitted, multiplexing gain happens. All users share 
the multiplexing data, as illustrated in Fig.3. A greater number of antennas in massive MIMO 
makes it energy efficient and produces overall benefits of good energy efficiency, latency 
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reduction, increased throughput, and high capacity gains. In this system, choosing the correct 
antenna becomes quintessential. To control the consumption of power, energy-efficient antennas 
are required. Its structure simplification also contributes to reducing power consumption. 
Antenna muting is a technique to reduce energy consumption for LTE (Long term evaluation) 
cells by working for a shorter time scale. [9] The power can be saved significantly up to 50% 
when the antenna is muted in a low load or no-load environment.  While considering this, an 
antenna with two or more ports can turn off the rest of the ports, while keeping only one of them 
on. This will not have an impact on the performance of the system and will conserve substantial 
energy. [7] 
 

Heterogeneous Networks 

 
Fig.4. Architecture of HetNets 
 
The concept of heterogeneous networks (HetNets) for green communication is illustrated in 
Fig.4. HetNets are a combination of individual cells. In the architecture of HetNets, there is one 
macrocell and several small cells such as microcell, picocell, and femtocell. A lesser number of 
macrocells in a HetNet reduces the consumption of power. Due to this type ofmixed wireless 
system, the Het-users are bought nearer to the network. This leads to a higher Signal to 
Interference noise ratio (SINR). This method provides a strong link and good QoS (Quality of 
service). Moreover, HetNets has lower bandwidth issues due to frequency reuse. When there is 
little or no load, the microcells can be put into a sleep mode to reduce the energy consumption. 
[10] 
 
Challenges  

While green communication provides myriad benefits, they are even associated with a price. 
Some key problems can slow down the deployment of green solutions.Green communication is 
expected to have high energy efficiency. To make devices energy-efficient, a high cost is 
involved. Similarly, a massive MIMO system also increases the cost significantly. Techniques 
such as heterogeneous networks require new infrastructure to be built. Therefore, the cost is a 
primary challenge for green communication.  
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In the previous section, several greenhouse techniques were studied. Particularly for 5G cellular 
communications, Massive MIMO is said to be the most effective energy-efficient technique. 
However, a significant numbers of antennas requiredcan increase power consumption. [7] 
Therefore, it becomes imperative to select the correct antenna. Additionally, massive MIMO is a 
complex architecture and, the multiplexing and demultiplexing unit can consume a large amount 
of power.  
Energy harvesting techniques can also be unreliable. For example, solar energy cannot provide 
sufficient power during cloudy conditions and at night.  
To achieve conservation of energy and reduced CO2 emissions, the communication equipment 
can be treated in two ways. Firstly, the development of by-products should be a boost by 
reducing the level of the optical-electronic system. Alternatively, the PCB (Printed Circuit 
Board) single disk density can be reduced. 
 
CONCLUSION 

Energy consumption metrics are the energy consumed per unit. These details are required 
toanalyze and compare how much energy is consumed by the various components of cellular 
network. These metrics support reducing energy consumption by setting long-term research 
goals. This paper portrays an overview of energy consumption issues and explains several green 
communication techniques like Device-to-Device communication, Green IoT, Massive MIMO, 
and Heterogeneous networks. Drawbacks involved with these techniques are also discussed. 
More efforts are required to design and develop wireless access networks. There is a drastic 
increase in green communication along with the growth of information and communication 
technologies. Network security and secured power optimization also need to be considered for 
the future of green communication. Overall, green communication is a way towards a sustainable 
future.  
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Abstract 

It is undeniably true that today people across the globe are linked together 

by an efficient telecommunication system; and with the increasing 

developments in this field, it has proven its importance in the modern 

society- a world without media is beyond our imagination. It has faced an 

exponential growth over the past few years, and will keep growing, giving 

rise to a more close-knit world. The increased demands are leading to the 

production of new, advanced devices. However, there’s a flip side of the 

coin- this has enormous impacts on the environment (energy consumption, 

radiation, biological impacts, etc.) These prevalent issues have given rise 

to the concept of ‘Green Communication’. 
Keywords:Green communication; Energy consumption; Energy 

efficiency; Sustainability; CO2 emissions; Wireless media 

 

INTRODUCTION 
In the present scenario, the availability of communication devices over a range of affordable 

prices and varied features has increased the growth of its 

applications around the globe. Moreover, the 

introduction of new, updated and highly advanced 

devices such as portable mobile phones has expanded 

faster than anticipated, enabling people in every corner 

of the world to connect. Consequently, the demand for 

energy consumption and distribution has increased 

drastically in many parts of the world. 

Statistics suggest that about 57% of energy is consumed 

by the base stations while 20% is utilized by switching 

of mobiles alone. In addition, a lot of power is used to 

process e-waste, especially when it is not disposed in the 

right manner. From the figures, it is clear that more than 

65% of the consumption is due to electricity sectors, 

production sector, and areas that are prominent of pollution. The only solution to combat all of 

the above problems is Green Communication. This futuristic technology aims to reduce the 

carbon dioxide emissions, energy consumption, radiation, or any other environmental impact, 

without compromising the quality for the users. Even though the topic is not much talked about; 

Fig. 1 Data Consumption 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

395 

 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

it has received a lot of attention recently. There have been a lot of surveys that summarize a 

blend of different opinions on the work carried out and actions taken on the above concept. 

 

ENVIRONMENTAL IMPACTS 
While the telecommunication industry has many ill effects on the environment, lately carbon 

dioxide emissions have gained a lot of importance due to its role in global warming and climate 

change. Other major impacts include water pollution, air pollution, ozone layer depletion, 

exploitation of natural resources and more. Since this industry requires large extracts of rare 

metals and other sparse materials, it is hard and 

damageable to gain and disposethe waste 

matter.  

The picture on the left shows the various 

components that go into making a 

smartphone. As mentioned earlier, its sale is 

faster than anticipated, increasing the thirst 

for new advancements. People buy the latest 

technology, unaware of the impacts the disposal of old and production of new devices is having 

on the environment. The statistics on the right suggest that the production of each smartphone is 

responsible for about 80% greenhouse emissions, followed by 16% from customer usage, 3% for 

transport and 1% for recycling. While this may seem like shocking numbers, in 2019, an 

estimated of 82% the world’s e-waste was dumped or burned rather than recycling increasing the 

emissions by more than 48%. The overall carbon footprint of the phone has jumped from 17 

megatons of emissions per year to 125 megatons of emissions per year (730% increase).  A 

mobile phone used 1 hour a day has a carbon footprint of 63 kg a year. 

Berners-Lee, a famous computer scientist and inventor of the World Wide Web stated that, “It 

would take 34 years of average use for the footprint of electricity to equal the footprint of the 

phone itself.So, if you keep your phones twice as long, you almost halve the total annual 

footprint.”  

 

 

 

 

 

 

 

 

Fig. 2Components to make smartphone 
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TECHNIQUES 
5G is a major component in the green 

communication techniques. Here I have 

explained 4 of the major techniques used. The 

first and most widely used is device-to-device 

(D2D), which is the radio network access and 

communication between devices in proximity. 

This is a very efficient way since it reduces 

latency and reliable link through the direct 

communication system. In this method, since 

users communicate directly, it reduces the load 

of the data traffic at the stations, this allows the 

stations to be dormant and save power at 

intervals. This in turn reduces the carbon 

footprints. The figure to the right shows the 

reduced involvement of data centres with the D2D method.  

The second most widely used method is called Multi-user 

Multiple Input Multiple Output (Massive MIMO). Here, a 

base station with numerous antennas can simultaneously serve 

multiple users. As represented by the illustration on the left, 

one station can benefit 

lots of devices. This 

system of Massive 

MIMO is very robust, 

efficient, helps in latency reduction, high-capacity gains, profit 

and more. In this method, the type of antenna plays a 

significant role. It can be integrated in 3 ways: network, single 

and distributed. The choice of method is based on the number 

of devices, network needed and area covered by the centre. 

However, this method is used lesser than D2D method as it involves more resources and is more 

expensive. Hence, it mainly deals with larger data. 

The next technique is known as heterogeneous networks, often referred to as Hentet. It consists 

of small cells. A network is generated by connecting to 

the base station to the main network through a series of 

wires, wirelessly, or in some cases both. The picture to 

the right shows the framework of connections. This 

mixed usage of wired and wireless technology helps 

Hentet to be robust with minimal bandwidth issues. 

The power can be saved by putting the cells in sleep 

mode when there is little or no load on the network. 

This helps save energy as well as make the system 

more efficient in time of use. 

Fig. 4Device to Device 

Fig. 5 Massive MIMO 

Fig. 6Heterogenous network 
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Finally, Green Internet of Things is yet another branch of 5G technologies. The image to the left 

shows the various industries it is used in. Green IoT 

greatly aids in reducing greenhouse effect through the 

different methods it possesses. One of the main 

components in IoT is Wireless Sensor Networks. In 

Green IoT, you can keep the nodes in these sensors on 

sleep mode and reduce power when needed, thus saving 

about 19% of energy being wasted. It can be used with 

various methods, but when interlinked with D2D, it can 

become even more energy-efficient. 

 

 

 

 

 

 

 

CHALLENGES 

Green Communication, however, has a huge price to its benefits.  

The main drawback is cost.  Even though green communication involves lesser use of energy, 

the installation and infrastructure of the devices is not very cost-effective. Moreover, in order to 

establish an efficient network, we need a complex and expensive computer system. 

The other secondary challenges may include bandwidth, spectrum efficiency and antennas. There 

are variable factors, thus making it hard to make the right choice and get the desired result. 

 

CONCLUSION 

Overall, this research paper talks about Green Communication, its environmental importance, its 

techniques and its challenges. Green Communication is the concept referring to establishing a 

network system with least number of resources and energy being wasted. It is very important, 

especially after the rising concern over carbon footprints and global warming. There are various 

techniques to practice it- most common being device to device (D2D), massive MIMO, Hentet 

and Green IoT. While there are many negative sides, main ones include cost, choice of devices, 

bandwidth, spectrum efficiency, etc. 
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Abstract 

Background: COVID-19 erupted in Wuhan, China, in December 2019, 

causing national and foreign disruptions in health care, business, 

education, transportation, and virtually every part of our everyday lives.  

Objective: The paper will study, explain, and summarise the 

characteristics of the established AI techniques and data sets used for their 

creation and validation. 

Methods: I examined the most used electronic databases (for eg, 

MEDLINE, EMBASE, and PsycInfo). These words were chosen 

depending on the intended action.(i.e., AI) and the disease of interest (ie, 

COVID-19).  

Results: AI was also employed in drug and vaccine research, forecast the 

spread of COVID-19, measuring the magnitude of COVID-19.assessing 

the severity of COVID-19, predictingmortality risk. 

Conclusion: The included studies demonstrated that AI has the ability to 

combat COVID-19. 

Keywords: artificial intelligence; mortality risk; electronic databases; 

 

 

INTRODUCTION 

Background 

COVID-19 broke out in Wuhan, Hubei Province, China in December 2019, spreading across the 

world and killing over 330,000 people as of May 2020.COVID-19, which was caused by SARS-

CoV-2, was considered a global pandemic.The World Health Organization had declared a 

pandemic in March 2020.Many people infected with COVID-19 developed fever.Some patients 

had cough and nausea, while others had a dry cough.Some experienced a serious course of the 

medical condition, necessitating intensive care, including hospitalisation and 

mechanicalventilation. COVID-19 and its contagiousnessan enormous number of cases all over 

the world have resultedglobal and international disturbances in industry, health care, and 

education, transportation, and almost every other part of our everyday lives.To mitigate the 

impacts of this pandemic, prompt and successful countermeasures are required; robust public 

health policies including monitoring, diagnostics, and clinical trials are required.Care and study 

are needed. 

Using digital platforms and software to tackle COVID-19 will supplement public health 

interventions, such as using chatbots to answer public questions about COVID-19.Furthermore, 

public health practitioners may use interactive resources tomonitor the occurrence of COVID-19 
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infections in real time, model their projection if possible. Artificial intelligence (AI) is one such 

tool—a field of computer science concerned with intelligently processing and managing complex 

knowledge. —intensifying public health campaigns to combat COVID-19.Despite the 

excitement for AI applications since the 1950s, only a few have been created.Because of the 

availability of AI, there has recently been a surge in interestof high-performance computer 

processingas well as massive quantities of data being produced every second. 

AI allows computers to become intellectual, comprehend questions, sift through and bind 

mountains of data points, and draw actionable conclusions Thus, specifying the taxonomyAI is 

not a simple task; its approaches can be classified depending on the aim is to learn from 

experience, investigate, and discover. Draw conclusions from knowledge, and reason from 

knowledge. Several nations, research institutes, and technology industries issued calls to action 

immediately after the COVID-19 pandemic broke out throughout the world, asking researchers 

to take action and create AI solutions to combat the disease. Help with COVID-19-related 

investigations. From a hierarchical standpoint,AI will help COVID-19 at many levels: molecular 

(e.g., medication and vaccine discovery), patient (e.g., patient diagnosis), and global population-

level surveillance (for example, epidemiological surveillance). 

 

Research Problem 

AI can analyse large data sets by aggregating and sifting through mountains of health care data 

(including patient data) to produce insights that can allow predictive analyticsexamination. The 

opportunity to gain these inputs quickly enables physicians and other partners in the health care 

community to make efficient, secure, and prompt decisions to better serve patients as well as 

public health policy. There has been a consistent increasein the number of reports on the use of 

AI techniquesto fix or overcome the COVID-19 pandemic.During the COVID-19 pandemic, 

much of the AI development activity was dispersed, and there was a need to investigate and 

summaries how AI worked. Technologies are being used to tackle or fix the many 

issues.COVID-19 challenges will help us plan how to proceed. Make use of AI technology in the 

event of a present or potential pandemic.Several reports on AI strategies used to combat the 

COVID-19 pandemic have been published.The majority of the work, however, has taken the 

form of literature reviews or systematic evaluations focused on a particular application. A.I. (for 

example, COVID-19 diagnosis and prognosis). As a result, a more complete and comprehensive 

inquiry is required Experimental. 

 

Search Sources 

I conducted searches on the following online databases between April 10 and 12, 2020: 

MEDLINE (through Ovid), EMBASE (via Ovid), PsycInfo (via Ovid), IEEE Xplore, ACM 

Digital Library, arXiv, medRxiv, bioRxiv, Scopus, and Google Scholar. In the case of Google 

Scholar, and owing to the amount of returned hits, I only evaluated the first 100 results, since I 

discovered that results beyond this point soon lose relevance and application. Inaddition to 

scanning bibliographic databases, I checked the reference lists of the included studies and 

pertinent reviews for other relevant studies that might be included in this review (backward 

reference list screening). 
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Study Eligibility Criteria 

I focused on any AI-based tool or method utilised for any purpose connected to the COVID-19 

pandemic, including as diagnosis, epidemiological forecasts, and outbreak response, Treatment 

and vaccine development, as well as patient prediction outcomes. I did, however, omit papers 

that provided an overview, or by presenting a viable AI method for COVID-19, or by doing 

researchthings were solely considered from a scientific standpoint I looked at peer-reviewed 

papers, theses, dissertations, conference proceedings, and preprints published in English between 

December 25, 2019, and April 12, 2020, while omitting reviews, conference abstracts, proposals, 

editorials, and comments. I imposed no limitations on the country of publication, research 

design, comparator, or results. 

 

Data Synthesis 

I utilised a narrative method to synthesise the data after extracting it from the selected studies.  I 

classified and described the AI techniques used in the included studies in terms of their purposes 

(e.g., diagnosis and drug and vaccine development), AI area or branch (e.g., traditional AI 

models and algorithms (for example, decision tree, random forest, and naive Bayes), as well as 

platform (ie, computer and mobile).Furthermore, I described the data sets used for AI model 

development and validation in terms of data sources (e.g., public databases and clinical settings); 

data type (e.g., radiology images, biological data, and laboratory data); and data type (e.g., 

radiology images, biological data, and laboratory data); size of the data collection, the kind of 

validation, and the proportion of training, validation, and test data sets are all important 

considerations. To handle data synthesis, I utilised Microsoft Excel (Microsoft Corporation). 

 

RESULTS 

Search Results 

By searching the indicated bibliographic databases, I was able to locate 435 studies (Figure 1). I 

eliminated 53 duplicate studies before screening the titles and abstracts of the remaining 382 

papers. For reasons stated in Figure 1, the screening process resulted in the removal of 234 

research. I eliminated 73 papers after reviewing the complete texts of the remaining 148 studies 

because they did not fulfil all qualifying requirements. As a result, the remaining 75 studies were 

included. By reviewing the reference lists of the included studies and related literature reviews, I 

discovered 7 more research. This review comprised 82 papers in total. 
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Figure 1. Flowchart of the study selection process 

 

AI-Based Techniques Used for COVID-19 

Purposes or uses of AI Against COVID-19 

During the epidemic, AI methods have been employed for five purposes. AI was utilised 

in 31 studies to diagnose COVID-19 cases or detect probable COVID-19 cases using different 

markers such as computed tomography (CT) pictures, x-ray images, laboratory tests, genomic 

sequences, and breathing patterns.AI was used in 20 trials to develop treatments and vaccines for 

COVID-19. In particular, 9 research utilised AI to find medicines that might be used to fight 

COVID-19, while 2 studies used AI to repurpose currently available pharmaceuticals that could 

be used to treat COVID-19. There was one research that used artificial intelligence to estimate 

the safety of utilising traditional Chinese medicine for COVID-19. AI was used to identify 

COVID-19 vaccines in four trials.  Another four studies utilised AI to anticipate the 

microstructure of SARS-CoV-2, aiding researchers and pharmaceutical firms in the discovery of 

COVID-19 medicines. 
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AI was utilised in 17 research to do epidemiological modelling tasks. In specifically, 14 of this 

research deployed Intelligence to anticipate epidemic development (e.g., numbers of confirmed, 

recovered, death, suspected, asymptomatic, and critical cases, as well as durations and ending 

times), while three studies used AI to predict epidemic development. 

AI was employed for patient outcome–related tasks in 14 research. Six research, in particular, 

employed AI for segmentation and quantification of COVID-19-infected areas in the lungs, 

allowing the severity of the illness to be assessed. AI was also employed in four trials to identify 

patients that were at high risk of progressing to severe COVID-19.Furthermore, AI was utilised 

to predict mortality risk, related variables, and length of hospital stay in COVID-19 patients. 

AI has also been applied to epidemiology. Specifically, AI was utilised to raise awareness about 

the need of water, sanitation, and hygiene by integrating authentic sources of information with 

daily headlines. 

 

DISSCUSSIONS  

I did a scoping assessment of the application of AI against COVID-19 in this work. In December 

2019 and January 2020, I discovered a dearth of publications. This is not surprising given that 

SARS-CoV-2 was only discovered on January 7; insufficient data was available to support 

scientific publications, particularly those published internationally; and the virus's 

contagiousness and aggressiveness were underestimated (the first lockdown in China occurred 

on January 23). Half of the research included in this study were first published in China. Because 

SARS-CoV-2 originated in China and was the most prevalent during the first three months of the 

epidemic, it had the most data on COVID-19.Given the duration of the publishing process and 

the large number of COVID-19–related article submissions, it is not unexpected that the majority 

of the included research were preprints. 

AI was utilised for five goals in the included studies: diagnostic, therapy and vaccine 

development, epidemiological modelling, patient outcome–related activities, and infodemiology. 

None of the research featured employed AI for additional objectives, such as tracing people' 

contacts, teaching students and health care workers, or using robots to deal with suspected and 

quarantined cases. 

The majority of the AI techniques utilised in the included research were deep learning 

approaches like CNN and RNN. Except for one research, all were conducted on desktop 

computers, workstations, and clusters rather than mobile platforms. The computational 

requirement in training AIs can explain this.Although all major smartphone manufacturers have 

AI coprocessors in their top models, these coprocessors only speed up inference, which is a 

computationally far lighter operation. Furthermore, federated learning (a machine learning 

privacy-preserving approach commonly employed in mobile phones) is still in its early stages, 

raising concerns about data sovereignty, scalability, and performance. 

 

Conclusions 

I present a scoping review of 82 AI research against COVID-19 in this paper. Given that many of 

the recommended approaches are not currently clinically approved, I believe that the most 

fruitful research will focus on strategies that have potential usefulness beyond  
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COVID-19. I feel that mobile phones have untapped potential, but further study towards energy-

effectiveness of no pharmaceutical treatments is a relatively untapped research area, especially 

given the data driving this study is publicly available, unlike most of the data produced by 

clinical studies. Standardized reporting standards for AI investigations are required for AI to 

acquire widespread adoption. Similarly, additional study on AI ethics and explainable AI is 

required, as well as public education campaigns. 
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Abstract 

Pandemic diseases are highly contagious. Great efforts will be needed to 

successfully combat this disease. In this paper, we evaluate the role of data 

science. Data science, combined with statistical analysis, computer science 

and computational biology, is helping in numerous ways with applications 

including epidemiology, drug discovery, and molecular design for 

diagnostic and therapeutic purposes. A number of data driven models, 

mathematical models, correlations and predictive models have been 

established. Challenges faced by the data scientists at present have been 

highlighted. Finally, open source datasets sources are mentioned that can 

be potentially used in curing and evaluating the health policies.  

 

Keywords:- Data Science Technology,Medical Science,Data Analytics, 

Artificial Intelligence  

 

INTRODUCTION 

Infectious diseases represent a main challenge for health systems worldwide, either in private or 

public sectors. With the increase in cases related to these problems, combined with the recent 

global pandemic of COVID-19, the need to study schemes to cure these health disturbs is even 

more latent. Data Science has been addressed in this situation with the chance of predicting, 

mapping, tracking, monitoring, and raising alertness about these epidemics and pandemics. Thus, 

the main motive of this study is to find how it can help in cases of pandemics and epidemics. 

Data science technologies today are supporting medical science in reaching new milestones in 

medical imaging, genetics and genomics, drug discovery, patient– customer assistance, and 

predictive medicine. COVID-19 has put this in a spotlight. Data analytics has been effectively 

used to monitor real time disease outburst, forecasting, and spotting real time trends for 

governments, health organizations, and society in general. Data science field can be categorized 

into data management, data visualization and statistical machine learning. Each field has 

methods that can be used for organization, sorting, processing and enabling real time data 

analysis. At present, chemical engineers can aid in managing COVID-19 response with suitable 

data analytical techniques. These techniques are generally used to exploit the correlations in the 

datasets due to the mass transfer, energy transfer and basic thermodynamics and can be 

implemented for process modelling, diagnostics and predictions. In comparison to the earlier 

outbreaks, open source datasets for countries and cities have been made widely available for 
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COVID-19. Combining these with the socio-economic factors, investigators have been engaged 

in mathematical modelling and use of artificial intelligence. Applications in the field of risk 

assessment, diagnostics, modelling, contact tracing, economic and logistic planning, 

understanding effect of government policies and social interventions have helped us in gaining 

insights into the pandemic. The current research to detect the anomalies of pandemic, besides the 

diagnostics and therapeutics, is around detection of virus using CT scans data mining to collate 

information from social media and patient records, diagnostics of lungs and respiratory sound 

analysis in addition to speech and sound processing. The use of modelling techniques has 

become particularly beneficial during the COVID-19 pandemic for forecasting of trends and 

apply it for anticipating resource requirements, informed policy making, and ensuring adequate 

non-pharmaceutical interventions. This article aims to review the various ways in which 

modelling and artificial intelligence are being used to handle the pandemic situation efficiently 

and effectively. 

 

Theory 

1. Numerical analysis of pandemic trends there has always been a nearby association 

between biostatistics and epidemiology for health planning and policy making. Statistics 

can be grouped into descriptive statistics and inferential statistics. Utilization of statistical 

analysis for describing the diagnostic test accuracy has been a benefit in the present 

COVID-19 scenario. Datasets are accessible publicly to enable population-based study 

taking individuals age and chronic medical conditions to scrutinize the consequence on 

death rate and approximation of recovery time. The most popular use of statistical 

correlation is evident in analyzing the consequence of climate conditions as well as the 

socio-economic factors on spread of disease. However, there are a few statistical 

explorations that claim that the spread of pandemic depends on population and its 

density, and that it is impervious to the weather conditions. Clustering analysis has been 

used extensively to visualize the likenesses in the countries based on the active cases per 

population and per area network analysis to estimate the incubation period of virus, 

infection rates, and fatality rates and spatial statistical analysis for analyzing the spread of 

the disease along with the grouping of the similar behaving countries. To normalize the 

irregularities in the datasets, fractal interpolation and dimensions has been confirmed to 

be well-organized and effective. The isolation strategy, a probable option for lockdown, 

has been established to assist health planning based on the predictive analysis of the 

number of tests.  

2. Mathematical modelling: Due to the nuances involved in modelling of contagious 

diseases, mathematical models including the Susceptible Exposed-Infectious-Recovered 

model have been developed specifically for epidemiology. Some variations of the model 

consist of simulations of the spread of the disease based on constraints. Researchers have 

aimed to alleviate limitations of the model by accounting for health care capacity, 

underreporting of data, ICU beds accessible and precision of modelling the number of 

fatalities.  

3. Use of artificial intelligence in modelling of pandemic: The flexibility of artificial 

intelligence has surged up the momentum to implement the modus operandi for medical 

and societal adversity. AI cover a varied biomedical area. However, only few 
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implementations are successful. The application of multilayer perceptron neural network 

in predicting the incident rates, recurrent neural network in combination with long short-

term memory models for forecasting the infected cases and convolutional neural network 

for detecting the virus by analyzing the patients X-ray have offered useful insights about 

the spread of disease. In addition, algorithms like support vector regression for predicting 

the spread and analyzing the growth/transmission rate, random forest machine learning 

model for anticipating compound growth rate with respect to social distancing stringency 

and as a discrimination tool for early screening have contributed towards gaining an 

improved understanding of the potential risk factors. For early stage diagnostics, scope of 

implementation of methods like random forest classification, lasso based generalized 

linear models and supervised machine learning algorithms are being explored. However, 

for predicting the trends, genetic programming and models based on ensemble empirical 

mode decomposition with artificial neural network have proven to be effective.  

4. Managing pandemic using data science and technology: Data technology has helped in 

assessing the associated risk factors, curing and surveillance. Furthermore, data analysis 

assists in realizing the effectiveness of non-pharmaceutical interventions & development 

of vaccines. Technology start-ups in partnership with the clinicians, academicians and 

government officials, are helping in managing the pandemic. The Bluecoat artificial 

intelligence, a Canadian start-up, was among the first one to identify, track and forecast 

outbreak in Hubei province and predicted the first 8 cities that would import the virus. 

Their real time data intelligence helps with monitoring of the pandemic movements. AI 

powered diagnostic systems developed by Alibaba has 96% efficiency for diagnosing 

coronavirus in few seconds based on the CT scans of patients. Google Deep mind AI is 

helping to identify the structure of protein associated with the respiratory diseases like 

coronavirus whereas Benevolent helps in determination of potential drug candidates. 

Terra drones are being used to deliver the medical supplies to minimize the human to 

human contact whereas robots are being used for cleaning and sterilization. In the present 

pandemic situation, data technology and artificial intelligence are playing a critical role in 

effective management of the outbreak. 

Experimental 

Before policymakers reopen their economies, they must be certain that the resulting new 

COVID-19 cases will not force indigenous healthcare systems to resort to crisis standards of 

care. Doing so needs not just prevention and suppression of the virus, but ongoing measurement 

of virus activity, assessment of the efficacy of suppression measures, and forecasting of near-

term demand on local health systems. This demand is extremely variable given community 

demographics, the prevalence of pre-existing conditions, and population density. 

Data science can already offer ongoing, precise estimates of health system demand, which is a 

constraint in almost all reopening plans. We need to go beyond that to a dynamic approach of 

data collection, analysis, and forecasting to inform policy decisions in real time and iteratively 

optimize public health recommendations for re-opening. While most reopening plans propose 

extensive testing, contact tracing, and monitoring of population mobility, almost none consider 

setting up such a dynamic feedback loop. Having such response could determine what level of 

virus activity can be tolerated in a zone, given regional health system capacity. 
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By using current technology, it is likely to set up that feedback loop, which would maintain 

healthcare demand under the threshold of what is available in an area. Just as the maker 

community stepped up to cover for the failures of the government to provide adequate protective 

gear to health workers, this is a chance for the data and tech community to partner with 

healthcare professionals and provide a measure of public health planning.  

For the data science effort to work successfully, we need to fix delays in data collection 

and access introduced by existing reporting processes. At this time, many sectors of public health 

are collecting and reporting metrics that are not helpful, and are reporting them with 48 hour 

delays, and often with mistakes. Although there are examples of regional excellence in such 

reporting, by and large, the recommendations from the health IT community around precise and 

fast public health reporting remain overlooked. For instance, consider the amount of COVID-19 

hospitalizations, which is the greatest indicator of the disease’s burden on the regional health 

system. Currently, as a result of time lags in confirming and reporting cases and a failure to 

distinguish between current and cumulative hospitalizations, even regions that report 

hospitalization data often provide only an unclear picture of the burden on the regional health 

system. Regions should ideally account both suspected and confirmed hospital cases and specify 

the date of admission, in addition to the date of report or authorization. 

Even with perfect reporting, there are fundamental delays in what such data can tell us. 

For example, new admissions to a hospital today reflect virus activity as of 9 to 13 days ago. Not 

factoring in such considerations have led to significant over-estimation of hospitalization needs 

nationwide. We therefore need to measure virus activity via proxy measures that are indicative 

early in the lifecycle of the virus. We must benchmark these against the number of new and total 

COVID-19 hospitalizations as well as ideally the number of new infections, assuming it is 

accurately measured through large scale testing. Available proxy measures include test positivity 

rates in health systems, case counts, deaths and perhaps zero positivity rates. Ongoing symptom 

tracking via smartphone apps, daily web or phone surveys, or cough sounds can identify 

potential hotspots where virus transmission rates are high. Contact tracing, which currently 

requires significant human effort, can also help tracking of potential cases if it can be scaled 

using technology under development by major American tech companies.  

With reliable tracking and benchmarking in place, we can calculate infection prevalence 

as well as daily growth and transmission rates, which is essential for determining if policies are 

working. This is a problem not only of data collection but also data analysis. Issues of sensitivity, 

daily variability, time lags, and confounding need to be studied before such data can be used 

reliably. For instance, symptom tracking is nonspecific and may have difficulty tracking virus 

activity at low prevalence. Other emerging data sources such as wastewater and smart 

thermometer data hold similar promise but will have to grapple with these same issues. 

Several efforts have quantified the impact of mobility on virus transmission and a few 

have suggested “safe” sorts of mobility. While there are many potential ways to quantify 

population mobility — like via traffic patterns, internet bandwidth usage by address, and site of 

MasterCard swipes — the foremost scalable mechanism to live mobility appears to be via 

tracking of smartphones. Groups like the COVID-19 Mobility Data Network offer such data 

daily in anonymized, aggregated reports. 

Once the power to project from mobility to transmission to health system burden is made, 

we will “close the loop” by predicting what proportion mobility we will afford given measured 
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virus activity and anticipated health system resources within the next fortnight. Researchers have 

already attempted to calculate “tolerable transmission” within the type of maximum contagion 

prevalence during a given geography which may not overload health systems. Coupling such 

tolerable spread estimates with daily assessments of a legitimate sample of the population would 

allow nursing of changes in transmission which may alert us to the necessity to intervene, like by 

reducing mobility. As new measures like contact tracing cut transmission rates, these same 

monitoring systems can tell us that it's harmless to extend mobility further. Uninterruptedly 

analyzing current mobility also as virus action and projected health system capacity can allow us 

to line up “keep the distance” alerts that trade off tolerable broadcast against allowed mobility. 

Concretely, then, the crucial “data science” task is to search the counterfactual function linking 

last week’s population mobility and today’s transmission rates to project hospital demand 

fortnight later. It's blurry what proportion days of knowledge of every proxy measurement what 

scientific form this function might take, and the way we do that correctly with the observational 

data accessible and avoid the trap of mere function-fitting. However, this is often the info science 

problem that must be undertaken as a priority so that the situation comes back to normal. 

 

RESULT 

Implementing such technology and data science to stay anticipated healthcare needs under the 

edge of availability during a region requires numerous privacy trade-offs, which can require 

thoughtful legislation in order that the solutions invented for enduring the current pandemic do 

not lead to loss of privacy in perpetuity. However, given the immense economic also as hidden 

medical toll of the shutdown, we urgently got to construct an early warning system that tells us to 

reinforce suppression measures if the next COVID-19 outbreak peak might overwhelm our 

regional healthcare system. It is imperative that we focus our attention on using data science to 

anticipate, and manage, regional health system resource needs supported local measurements of 

virus activity and effects of population distancing. 

 

CONCLUSION 

Contagious and infectious diseases represent a serious test for health systems, both public and 

personal, round the world. As it may be a recent epidemic, little has been originate within the 

literature on the utilization of knowledge within the control and monitoring of pandemic. Thus, 

methods and advancements used in other epidemics and pandemics have been mapped to recount 

them to the COVID-19 pandemic, seeking to highlight possible strategies that may help in this 

context. 

Therefore, in order to classify how Data Science can help in the fight against epidemics 

and pandemics, we mapped the types of data and sources used for analysis and creation of 

techniques that support the fight against epidemics and pandemics. Equally, the techniques wont 

to treat these data were also mapped, thus showing their correlation with the present COVID-19 

pandemic. 

The changes Data Science can transport back the healthcare sector promise to be much 

bigger than many, governments, companies and organizations, can realize. With the emergence 

of a series of smart devices capable of collecting, storing, analyzing, and sharing user data during 

a mist, will make many data available to many people. This situation will change, almost 

completely, the way the health science outcome is attained. 
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The limitations of this study is that the incontrovertible fact that the review used only articles 

from journals, excluding studies published in other sources and websites to some extent.  

We have realized that the Health Area is a fruitful field for Data Science, in which not both can 

broadly benefit from future studies, but the whole society as well. From these studies, results, 

dashboards for monitoring information, and even insights on data from patients who contracted 

the disease, future outbreaks could be early identified and stop illnesses to spread. Lastly with 

the data science we can eradicate the pandemic quickly. 
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Abstract 

In recent years there have been advancements in the application of IoT in 
the field of healthcare. Since 2020 our world struggled with the covid-19 
pandemic, during this hard time IoT came to the rescue. This research 
paper surveys how the application of IoT has helped and become a crucial 
part of combating the pandemic, and the state-of-the-art technology used 
to do this. The objective is to prove the advantage and safety provided by 
using the Internet of Things in two key phases of detection of suspicious 
cases and quarantine of confirmed cases. 
Keywords:Internet of Things (IOT), Covid-19 pandemic, detection of 

suspicious cases, quarantine of confirmed cases. 
 
INTRODUCTION 

Kevin Ashton was the first person to use the term “Internet of things” in a presentation. Since 
then, the technology of the internet of things has been incorporated into many fields and services. 
One of these is healthcare, where IOT is having a humungous impact and is becoming vital to the 
treatments of patients. Since the year 2020, the entire world has been struggling with the Covid-
19 pandemic, though many countries have managed to curb cases; there is again a boost in cases 
worldwide, during this time the health sector is coming across many challenges of detecting 
suspicious cases, and ensuring patients follow quarantine guidelines. 

This has helped people to actually realize the importance and advantage of IoT in 
healthcare. The pandemic continues to infect people all around the globe. There is desperate need 
to safely and efficiently detect covid cases in hard hit countries such as India which have been 
experiencing a rise in cases again.IoT has proven to be a safe technology in the key phases of 
detection and quarantine. Using devices and advanced technologies such as a multitude of 
Robots, vast variety of wearable technologies to track patient’s vitals, all circumvent the hurdles 
of the pandemic. Other technologies include drones to provide fast help, IoT buttons to perform 
various tasks only at a touch and Smart phone applications to keep everyone updated and provide 
a popular interface for all the patient’s needs. IoT devices can instantly capture patients’ vitals 
and safely test without human interaction, and can monitor a patient’s health remotely and ensure 
patients adhere to quarantine. They are cost efficient and provide rapid response. 

 
Phase 1-Detection of covid-19 cases 

The first phase to curb the spread of this virus is detection of suspected Covid-19 cases, this is an 
important phase as identification of infected persons and surveillance of disease is extremely 
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vital for identifying public health threats. “IoT devices speed up detection by effectively 
capturing data with sensors and then analyzing data for health authorities to effectively diagnose 
and control this virus.” IoT devices such as drones and robots are the solutions to problems such 
as distance and accessibility to deliver test results, samples and medical aid. The following are 
some examples of IoT devices that can be used to easily detect suspected covid-19 cases: - 
1. Wearable technologies-These devices provide an efficient means for early detection. They 
are devices that can be worn by a person and are primarily meant for health and fitness. They 
have sensors which can record body temperature and oxygen level of a person, also they can 
confirm if the patient is exhibiting any symptoms of covid-19. Some examples of these devices 
are Smart helmets, Smart thermometers and Smart glasses. “It is predicted that healthcare 
providers will spend $20 billion annually till 2023 to monitor patients”. Further description on 
wearable IoT technology is as follows: - 

a. Smart thermometers: -They have been made to constantly record a person’s body 
temperature. These devices are stuck onto the patient’s skin and are available in a 
multitude of varieties, shapes and sizes such as a patch or a wrist band. Their advantage is 
that they prevent the unsafe usage of infrared thermometers, which actually lead to 
increased infection due to proximity of the patient and healthcare provider which is less 
than 2 meters. Health officials can access the data recorded by the thermometers on their 
phones. Some widely used smart thermometers include; Tempdrop, iFever and Kinsa’s 
thermometers. 

b. Smart helmet: -This IoT device is safer than using infrared thermometer guns. It detects a 
person’s body temperature with the help of the thermal camera on the helmet. It 
simultaneously identifies a person using an optic camera. It is useful for reducing human 
interactions during tests. “Google location history can also be incorporated into this 
helmet, so the places visited by the person can be disinfected ensuring public safety. 
Countries such as Italy and China have incorporated this to assist health officials from 
safe distances. An example of a Smart helmet is a Chinese helmet named KC N901. 

2. Drones-Small aircrafts flying by remote control, called Unmanned Aerial Vehicles. The use 
sensors, GPS and communication services to operate. The Internet of Drone Things enables 
drones to perform research work on the virus with human supervision. Some are designed for a 
specific purpose, like the thermal imaging drone which captures temperature of people in 
crowds. An example of a drone is the pandemic Drone application developed by a Canadian 
company which can remotely monitor, check for sneezing and detect infection using a connected 
drone. Other drones include disinfectant, medical and surveillance drones. 
3. Robots- “Robots are machines that resemble living creature and can move independently.” 
There are four categories of robots which are; telerobots, collaborative, autonomous and social 
robots. These robots are outfitted with thermometers and infrared imaging allowing for easy 
detection without human interaction “An example is the intelligent care robot developed by 
Vayyar imaging and Meditemi. It can detect any symptom of covid in 10 seconds using touch-
less scanning of the person at a distance of 1 meter.” 
4. IoT Buttons-They are as the name suggest, are small buttons which through wireless 
communication are connected to the cloud. The device is able to perform repetitive tasks 
according to its code. These buttons allow patients to alert authorities, regarding public health 
safety in to time at all, all at a touch of a button. If a person is in the proximity of a suspected 
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covid-9 case, they can immediately touch the button and alert authorities regarding the suspected 
case.  
5. Smart phone applications: -These apps are designed for the specific purpose of reducing 
Covid cases and ensuring public safety. They offer cost effective, online consultation with 
doctors and can warn users when they are in the vicinity of a positive or suspected case of 
Covid. Smart phone applications have one disadvantage though, they are limited by their users, 
they cannot access the information of someone who has not downloaded the app. Below are 
some examples: - 

a. nCapp-An app developed in China using a cloud platform, it has eight functions, and 
gives a questionnaire on the basis of which a diagnosis report will be produced on which 
the doctor will divide it into confirmed, suspected and suspicious. They are then further 
divided into critical, severe, moderate or mild case. 

a. MobileDetect-Using this app, a test is taken at home using a nasal swab, the test results 
can then be viewed 30 minutes after the test. Then the user sends the report to the doctor 
for prescribing medicines and advice on further steps.        

Phase 2-Treatment and Quarantine 

The second phase to combat the covid-19 pandemic is treatment and quarantine of positive cases. 
The method of quarantine is used to isolate suspected or confirmed cases of Covid-19 away from 
others, this prevents further spread of the virus. Following quarantine is key to stopping the 
pandemic; this is ensured by IoT devices which use innovative track-and-trace methods using 
devices such as drones, robots, wearable devices and patient’s phones. Below are the 
explanations to usage of IoT in this phase:    

1. Wearable technologies-These technologies can be worn at all times. They are helpful in 
preventing patients from flouting rules of quarantine. These are cost effective appliances 
which can be tracked by GPS. Medical authorities can track a positive case through the 
wearable; or a device which is connected by Bluetooth to the wearable such as a phone; 
this way authorities will know the location of the person, and take action. Authorities 
receive alerts if a patient leaves the quarantine area, then the patient is immediately 
contacted. Some examples are theincorporation of IoT-Q-Band in airports in Hong Kong 
which are wristwatches that monitor recent arrivals and Ankle bracelets/Ankle monitor in 
USA to monitor people who refuse to comply with quarantine rules.     

2. Drones-Drones are important in the field of medication to reduce human interactions. 
They are often used in hospitals and delivery services as they can cover long distances in 
short times and can reach remote locations with ease, using the disinfectant and delivery 
drones.  

a. Disinfectant Drone-Used to thoroughly sanitize areas during quarantine, keeping health 
workers safe from danger of getting infected.  

b. Delivery Drone-Used to transfer test-kits, samples and medical supplies between medical 
center, acting as a safe and fast alternative. 

Some examples of real-life working drones include, Delivery drone by Canada Inc. which moves 
Covid goods such a test samples and swabs. It is also used for postal and grocery services for 
quarantined families.  
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3. Robots-During this pandemic, robots have been useful in the treatment of patients, 
different varieties of robots have been developed for diverse purposes such as surgery and 
remote diagnosis, below are some varieties and their purposes. 

a. Telerobots-Made for remote diagnosis, measuring a patient’s body temperature, 
treatment and surgeries. They are remotely controlled by a surgeon when 
operating on a patient. Examples include the DaVinci Surgical robot, which is 
operated by an expert surgeon while the patient is safe under a plastic sheet. 

b. Collaborative robots-These robots are also called Cobots, and have been created 
to aid healthcare workers, but are not as beneficial as telerobots. An example is 
the “eXtreme Disinfection robot, known as XDBOT which has been implemented 
by Nanyang Technological University in Singapore. “It is used to disinfect the 
area around hospital beds and are wirelessly controlled by a supervising person. 

c. Autonomous robots-These are the most widely used and are utilized in various 
scenarios such as; sterilize or disinfect contaminated areas to decreases risk of 
infection to health workers. An example is a “robot created by Xenex which is 
capable of cleaning and thoroughly disinfecting areas of virus and bacteria by 
using UV light to destroy the DNA and RNA of the microbes.” 

d. Social robots-Created to deal with mental health problems which might be 
developed during isolation. The robots act as lovable friends which relieve a 
patient and reduce their stress levels, a robot called Paro is an example.  

4. IOT buttons-IoT buttons are can track patients during quarantine, the program will track 
whatever device the patient has with them, all at a touch of a button. The Sefucy IOT 
button is used for tracking patients and emergency notifications for the healthcare 
provider. 

5. Smart phone applications-A variety of smart phone applications have been developed to 
help track a patient’s whereabouts to make sure they are adhering to the rules of 
quarantine, they use technologies such as GPS tracking. Some examples of these apps are 
as follows: -  

a. Social monitoring-Mandatory surveillance app in Russia to track patients. A patient 
requests a QR code when they need to go outside and leave quarantine areas, the code 
represent a person’s identification through which authorities track them. 

b. Aarogya Setu-App developed by the Indian government can show a person’s status in 
whichever area he or she enters by using data of patients from nearby area and giving a 
diagnosis such as safe or not safe depending on the number of cases it detects in the area. 
This allows people to remain cautious where they go. 
 

Safety and Cybersecurity of using IoT devices 
Numerous IoT devices have been manufactured during pandemic, and millions of users and 
healthcare centers trust them with their data. There is a vital need to protect the patients and 
user’s data from cyberattacks or cyberthreats. The continuation of IoT technologies in healthcare 
must be maintained by keeping out hackers, viruses and other cyberthreats. By ensuring security 
and privacy of the people, we can create a reliable interaction between the physical and cyber 
worlds. There are two kinds of threats out there; the first being external attacks such as attacks on 
systems by hackers and the second being the misuse of data and privacy. Authorities must make 
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sure that patient records, details and test results must be kept safely in the system using methods 
such as passwords, encryption, firewalls and ensure that allemployees receive regular security 
training to keep out threats. To prevent internal threats, authorities should run complete 
background checks on employees who regularly access confidential data. 
 

Experimental 

A survey was conducted by me on public opinion of Aarogya Setu app using Google Forms. The 
questionnaire was conducted among 46 people, it contains two close ended questions; the first 
one being "Do you use the Aarogya Setu app?” And the second question being “Do you think the 
Aarogya Setu app has helped during this COVID-19 pandemic”, the open-ended question being 
“Why do you think Aarogya Setu has/has not/some-what helped during COVID-19 pandemic.” 
The results were compiled into pie charts and short answers. The following is the link to the 
form: https://forms.gle/ypsqyce47hXRYaw37 

RESULT 

a. Maximum amount of the people surveyed, regularly use the Aarogya Setu app, while 
exponentially less people don’t use it. Equal amounts of people think that the app has 
helped very much and moderately, while equally lesser amount of people think it hasn’t 
helped or are not sure. 

b. The Aarogya Setu app has assisted people during this pandemic, but it still has its 
problems and issues. The data depends on the number of people who have downloaded 
the app and given their true medical status. The government still can make much 
improvement in this app to improve user experience. 

 

DISCUSSION 

After collating the data received, the data was converted into Pie chart form by Google forms, 
below are the results and their respective statistics: - 

1. As seen in the Pie Chart, we can see that 86.9% of the people surveyed; more than half 
the people surveyed use the Aarogya Setu app showing that it is widely used and popular 
tool for assisting people to combat the pandemic and ensure their safety, while only a 
small amount of people that is 13% do not use the app. 

 

 
Fig.1 Screenshot of Pie chart taken from google forms 
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2. By observing this Pie Chart, I inferred that 82.6% of the people surveyed found the app 
useful, proving that IoT technology such as this Smart Phone application is the solution 
to stopping further spread of covid-19 and that the method used by this app has been 
effective and useful to help people be on their guard against the virus. The chart also 
shows a significant amount of 8.7% of the surveyed persons did not find the app useful, 
showing that even though the services provided by the app are effective there is still 
much room for further updates and improvement. 

 
Fig.2 Screenshot of pie chart taken from google forms 

1. Why do you think the Aarogya Setu app has/has not/some-what helped during Covid-19 
pandemic? -The last question of the survey is an open-ended question, asking for a short 
answer on their views. I received 46 responses from which I listed some from each of the 
three points of views and explained them: - 

a. Has helped: - “It has helped in warning it's users of any exposure to an infected person 
thus giving an initial warning for remedial actions to its user. Also, it has helped 
corporates, in combating the spread of the disease through its usage.” And “It has helped 
for contact tracing around a COVID positive case to an extent, also lots of latest updates 
regarding vaccination centers and vaccine registration are available on Aarogya Setu app. 
So yes, it has helped.” Both these views describe how the Aarogya Setu app has given 
alerts; and information regarding vaccination and how is it used to track positive covid 
patients who have taken the test. These positive views highlight the benefit of using this 
application. 

b. Some-what helped: - “It helped but a lot could have been improved in its UI and 
efficiency. The Bluetooth functionality was erratic and it asked to re-login every time it 
was opened. But at least it gave a tentative estimate of people and infection around you.” 
And “Basically the app does not have a QR code approach. It is not capturing the data in 
real time. It should ensure mapping of people who are getting tested positive and map 
them with people with whom they have come across. This way the app will automatically 
raise alert for the person in real-time if they are under threat of infection. Also, it will 
help the govt to inform and track people. Movement of people can be tracked better.” 
These two opinions describe that the app did not always function perfectly, was erratic 
and did not show real time information. This describes that though app has been useful 
track some cases and register for vaccines; it has many bugs and problems which need to 
be fixed and updates to be made to improve user experience and functionality. 
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c. Not helped: - “Many people do not share true status, so it becomes difficult for other 
healthy people.” And “Concept was hinging on user declaring correct info, if user hides 
info, then entire purpose is lost. It would have been perfect if It was linked with master 
data base of Indian Govt.”Views such as this which did not find the app useful mainly 
highlighted its two problems, that are the fact that all the people haven’t installed the app 
and most people do not share their true medical status with the app, leading to incorrect 
data. 

 

CONCLUSION 

IoT has indeed taken a great leap forward during the pandemic, and has proven to be an effective 
and efficient solution during quarantine and identification of COVID patients. Technologies such 
as wearables, which include ankle bracelets, smart bands, glasses and helmets which are easy to 
wear provide cost-efficient and no-contact strategies to control the spread of this virus; alongside 
various kinds of drones such as medical, delivery and disinfectant drones, which cover large 
distances in short time. Robots such as telerobots, collaborative and autonomous robots are made 
to assist heath-workers and monitor patients while social robots are for patients to relieve stress. 
Smart phone applications have been developed around the world and most have been successful 
and useful to citizens, but much still remains to be improved for better user experience.“IoT is 
becoming a norm in healthcare, Covid has opened the gateway for IoT adoption in healthcare”. 
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Abstract 

Out of all health related adversities, an epidemic is the most unpredictable 

one. An epidemic is a pathogen that affects people of only a certain 

country. While a pandemic is a pathogen that affects people across the 

globe, In 2020, COVID 19, a novel airborne virus, emerged as the 7th 

amongst the 6 previously known coronaviruses. This pathogen uses RNA 

(Ribonucleic acid) instead of DNA(Deoxyribonucleic acid). The virus 

contains spikes, thus making penetrating the cells much easier. This causes 

the contracted person’s symptoms to go unnoticed, making it harder to 

track. In the wake of the COVID 19 surge, data scientists have been using 

various tools like Artificial Intelligence, Big Data, and Machine Learning 

to predict the rate of spread of the virus. This paper talks about the factors 

taken into consideration and the methods used to predict the speed and 

spread of the novel coronavirus. 

Keywords: Data Science in Epidemic Prediction, Big Data Analytics in 

Epidemiology, Virus case count prediction, Virus transmission rate 

algorithms, Machine learning, AI, Big Data in Epidemics, Prediction in 

Epidemics 

 

 

INTRODUCTION 

Over the decades, various viruses have affected micro level healthcare systems and macro level 

healthcare systems. Since the early Stone Age, the world has seen several such pathogens 

arising. Some of the most harmful pathogens were: the Bubonic Plague (1346-1353) [1], the 

Spanish Flu (1918-1920) [2] with an estimated case count of 500 million, Influenza Virus A 

(H1N1) (1918) [3], Influenza Virus (H2N2) (1918-1919) [4], Human Immunodeficiency 

Syndrome (1981) [5] and the currently ongoing COVID 19 [6].  With the technological 

advancements in the past century, healthcare systems have strengthened and dealing with 

epidemics has become more effective. Data Science, a field that uses mathematics and statistics 

to analyse current data and to predict future data, has played a major role in the prediction of 

COVID 19 cases. Under this broad category come several other emerging technologies. Machine 

learning is one such example. It is a type or form of Artificial Intelligence that allows machines 

to imply future scenarios from data. This research is of utmost importance as it will affect the 

actions of the future. This is because the case count predictions for a particular location will 
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decide whether the place will be in containment for that period of time or will be ‘unlocked’ due 

to fewer cases. This is a strategy that the governments of several nations have been using, to 

ensure that minimal risk is taken with the case increase while also ensuring that economic 

activity in the nation does not halt completely. Not only does this affect government action, it 

also affects micro-level decision making as the prediction proves fruitful for people to 

understand the risk level to a certain age group, also affecting economic and entrepreneurial 

decisions made on the microscopic level. For these reasons, the predictive part of Data Science’s 

contribution to the pandemic is the most vital part. This research is not just restricted to 

predicting the number of cases in a certain locality. It can extend to predictive analysis for 

recovery from the virus. Such research can include factors like predicting the number of vaccines 

a city or district will need. Recent research predicted through algorithms in data science (Sicilia, 

2020, 9) has been using one aspect of public interaction through the Internet like Google and 

other social media to understand the severity of cases in that particular area via the tonal 

implication of the searches. Google Flu Trends, a source of study that is now discontinued, was a 

tracking platform to check how many times questions about a certain persisting disease were 

asked on Google. This is one of the many types of data used to predict the case count in different 

locations using prediction and transmission rate algorithms. This is just one example of how 

different data sets are being used for predictions, thus proving how useful Data Science can be in 

a health crisis like this.  

 

Body: An Overview 

As a topic of current discussion, lots of research and conclusions have been carried out. Each 

paper has taken into account different variables that could help in prediction of the case count. 

All these variables play instrumental roles in the course of the virus’ rapid spread, also giving a 

rough idea of how the virus will travel and where it could potentially cause the most harm. Listed 

below and explained in detail are the factors considered while predicting the virus’ movements, 

effective recovery from the virus and prediction of future viruses for the world to be better 

prepared for, also showing how Data Science was used to collect this information and implicate 

it. [7] 

 

Prediction Factor A 

Due to the unpredictable nature of an epidemic, it is impossible to predict where the spread will 

escalate the quickest. For this reason, data scientists consider the movement of the population on 

a daily basis [8]. Factors like the lifestyle of a population can give useful insight and can help 

understand where the virus might spread easily. The first and most commonly used variable to 

form data sets in Data Science is the understanding of where hotspots could potentially be 

formed. This is ideally the first approach in the wake of a pandemic as the data available for this 

set is relatively easily available.  
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Fig 

1 Caption: Satellite tracking of adults and minors [9] 

As shown above, Fig 1, depicts the real time satellite tracking in the normal life of people in the 

location recorded. This data shows the number of commuters in different places across the 

country. Based upon this data, it becomes easier to predict where cases could rise quickly after 

analysing where most people travel to and fro from. Though in this case, the sets show different 

possible ‘hotspots’ as it examines different age groups. However, this problem can be solved. 

These sets could become one cohesive set after combining the commuter number for both minors 

and adults, thus giving an estimate of the population travelling across the country and the places 

where travel is more frequent. This could result in earlier allocation of preventive measures like 

imposing night curfews, weekend lockdowns and restriction of the number of people attending 

social events, thus slowing the spread of the virus.  

 

Prediction Factor B 

The second predictive factor comes into play in a later stage where a number of people have 

already been infected and are now susceptible to carrying the virus. This factor is actually a 

number of different factors in synchronisation. Though this dataset is used much later into the 

pandemic, it is more effective than Predictive Factor A since it is actually dealing with the real 

time statistics of those who have been infected, those who have recovered, the death count and 

the population of the area, based on the level that the data scientists are dealing with. This 

method is more efficient in analysing smaller ecosystems. Such analysis on a national level 

would be more inconvenient as it requires more data than other methods. 

 

In this predictive method, several factors are taken into account: 

1. The death count of that location 

2. The number of infected people 

3. The number of contacts for the infected and susceptible people 
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4. The number of recovered people 

5. The population of that location (including minors) 

 

Fig 

2: Caption: Factors involved in prediction [10] 

 

 

Fig 

3: Caption: Formula to predict the rate of transmission, to predict case count[11] 

 

 

As shown in Fig 3, the transmission rate can be predicted by multiplying the number of 

infectious people by the number of contacts by the probability of the infection on contact by the 
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susceptible population proportion. Another method around this is subtracting the death count, 

recovery count and case count from the total population. 

 

Total population= Number of people who died + Number of people who recovered + Number of 

people who have contracted the virus + Remaining population vulnerable to the virus 

 

This gives a very accurate estimate on the number of people who are still vulnerable to the virus, 

as compared to the population on a whole, thus giving a ratio of vulnerable to the total 

population. This, once multiplied by the rate of transmission, can be used to predict cases in that 

location.  

This method is effective with small populations as it gives an accurate prediction and can help 

the governing bodies to decide on which steps to take next. But other more widely available 

predictive factors can be used to reach a conclusion for large scale communities and ecosystems, 

that would otherwise require more data if this predictive factor was applied. Based on the 

predictions, the leading body of the community can decide on which activities can be cut down 

on. The body can also decide to which extent must these activities be held off and for long they 

must be held off. Also, the decision of which activities should go on to avoid the economy from 

coming to a complete standstill can be made.  

 

Predictive Factor C 

Predictive Factor C is not used for prediction of positive cases in a certain area. This factor uses 

another aspect of Data Science helping in battling epidemics, it aids the immediate response 

sector like hospitals, testing centres and other healthcare based institutions that are helping in 

battling the pathogen. Despite this, Factor C uses Data Science at its heart to get the information 

needed to carry out the required action and allocation. This factor uses predictive graphs to help 

understand the medical supplies needed to battle the virus. As an epidemic is a sudden jerk to the 

healthcare ecosystem, it is difficult to predict the medical supplies that will be needed to treat 

patients who have contracted the virus. Furthermore, it is difficult to predict cases, which will 

indirectly affect the prediction of the stockpile of medical equipment, including medicines, 

needed to treat those patients. 

As the number of cases increased, the World Health Organisation or WHO, came up with a 

‘Hospital Readiness Checklist for COVID 19’. [12] 
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Fig 3: Caption: A Tabular Summary of the WHO Hospital Readiness Checklist[13] 

 

 

The World Health Organisation has also established detailed guidelines and a certain standard set 

per criterion for every hospital to go by through all stages of the pandemic [14] 

Over the course of the pandemic however, several hospitals, particularly over the course of the 

passing of the Delta variant in India in early January, have struggled with severe shortage of 

supplies [15] 

This situation could have been avoided had hospitals gotten some idea on the estimated amount 

of supplies needed for that particular period.  A recent survey shows how unprepared hospitals 

were for the second wave, which in turn slowed down the recovery rate [15] 

Despite the fact that the epidemic is a completely unpredictable healthcare scenario, to a certain 

extent, an estimate of the supplies could’ve been taken. Using data from previous cases in the 

area, the hospitals could’ve been assigned a certain amount of emergency stock. Based on 

carrying factors like the hospital’s popularity amongst the crowd, the location and how 

convenient it is to travel to, hospital budget, rooming capacity, staff number, staff qualification, 

type of hospital (specialisation). number of positive tested patients checked in and ranking in 

terms of facilities available, hospitals should be allocated a minimal amount of resources to use 

for treating patients. In this manner, hospitals of all areas and all specialisations will, to a 

minimal extent, get access to basic resources and equipment needed to treat and help patients 

recover from the virus.  

 

While this factor is time consuming and will need more data as the population increases, it is one 

of the fewer and more fool proof ways to understand the hospitals’ readiness in terms of supply 

of vaccines and important dosages and medications for the surge in cases and their equippedness 

in terms of hospital staff and qualification. Despite the detailed analysis that will come out of 
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such a survey, this factor can only be restricted to less densely populated areas as such an in-

depth analysis will be difficult when the area is more widespread as the place will have more 

hospitals.  

However, with the World Health Organisation’s Checklist, it becomes easier. The 

implementation of government rules could help understand the preparedness of hospitals. If the 

government (Central or State), gives out rules that every public and private hospital has to submit 

the checklist. If made a compulsion, this rule can help immensely. If this is followed by 

allocating a separate Cabinet to affairs of recovery from the virus, effective measures can be 

taken more quickly, thus reducing the potential risk. The creation of such a cabinet will 

streamline the process of allocation of resources. This particular body could analyse reports 

submitted by hospitals from that region. After this, it could submit a collective estimate of the 

supplies of injections, masks, sanitisers, Personal Protective Kits, vaccines and oxygen cylinders 

that the region needs.  

This could not only help in the current situation, it could also help streamline the healthcare 

ecosystem. This division of work will help people on a micro level, thus affecting the population 

on a macro level. This, in turn, will help nations prepare themselves for the next epidemic or 

major global health crisis in the foreseeable future. This particular method will take time. 

However, it is one of the long term benefits and should not be overlooked. With more people in 

such a Cabinet and more data scientists and surveyors, this particular method could become 

streamlined and could eventually become a part of our healthcare system. 

 

Predictive Factor D 

Predictive Factor D is a vastly different statistical and analytical factor. It involves Artificial 

Intelligence and Data Science working hand in hand.  

This factor requires information from past pandemics and major health crises like the Bubonic 

Plague (1346 – 1352), Influenza Virus A (H1N1) (1918), Influenza Virus (H2N2) (1918-1919), 

Human Immunodeficiency Syndrome (HIV)(1981) and other pandemics to understand the 

connection between the causes of these viruses, particularly zoonotic diseases, as those are the 

most uncertain amongst other types of viruses. 

The Bubonic Plague’s outbreak was caused by a bite from a contaminated flea [16]. Swine Flu 

was caused by pigs [17]. The Avian Virus began due to a contaminated bird, most likely a 

chicken [18]. The novel SARS-CoV-2 began due to a contaminated bat. 

These examples all have zoological and habitual connections. Such research has already begun 

by the BBC [19].  
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Fig 4: Caption: A Visual Representation of the Potential Diseases between Different Species 

[20] 

 

This research involves Data Science to collect information on every epidemic and pandemic in 

history, along with the causes, symptoms, severity and cure. With this information, connections 

can be made. It will become easier to predict the next virus and its nature. This can be predicted 

by understanding the location of the disease’s rise, the animal species, the behaviour and habitat 

of the species and how it has affected other species in relation. This will save a lot of unexpected 

trouble that will arise in the future when the next pandemic hits, as it is a known fact that the 

novel coronavirus will not be the last. 

 

Conclusion 

All of the evidence above thus proves the importance of Data Science in all parts of dealing with 

a pandemic: predicting the cases through the different waves and mutations, the imposition of 

lockdowns and curfews, immediate response for vaccination and prediction of the next epidemic. 

With Data Science, we have an advantage our ancestors did not have: technology. Using pure 

statistics along with Machine Learning and Artificial Intelligence, we can get through this 

pandemic and prepare ourselves for the next pandemic, now that we are truly aware of the 

impending danger a virus can bring. 
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Abstract 

The COVID-19 pandemic has created an oversized quantity of human harm within 
the economic, social, and health care systems all around the world. Such kinds of 
infectious and contagious diseases square measure a serious challenge for health 
care systems worldwide. With the rise in cases associated with these issues during 
this recent international pandemic, there's a necessity to check ways to treat these 
health issues. Understanding these characteristics and behavior of such viruses 
may be known by aggregation and analyzing the large knowledge. Big Data, still 
as massive knowledge Analytics techniques, are content during this context by 
predicting, tracking, monitoring, and elevating awareness concerning these 
epidemics and pandemics. So, the goal of this study is to spot however BDA(Big 
knowledge Analytics) will facilitate these cases. A meta-synthesis was 
administered using the methodology Methodi Ordinatio. The software NVivo 
twelve and VOS viewer were used for assortment and analysis. Its intent was to 
spot however massive knowledge will facilitate fight epidemics and pandemics. 
The results showed that most sources of knowledge return from social media and 
net search engines. 
 Keywords:- Big data - Big data analytics(BDA) - Pandemics - Epidemics - 

COVID-19 - Meta-synthesis - Methodi Ordinatio. 

                                 
                               
1. INTRODUCTION 
The term huge knowledge is wide accustomed to describe the exponential growth of knowledge 
in recent years. It means is sort of varied. It is often understood as a group of knowledge with 
high volume, diversity of selection, coming back from totally different sources, like cell phones, 
social networks, sensors, etc that want specific techniques and tools for his or her process. Big 
knowledge Science is that the study that compasses different options of massive knowledge, as 
well as knowledge storage capability, and analysis speed. It is often engaged within the study of 
various areas, like health knowledge, genomes, surroundings, social media, and industrial 
activities (Rana and Mugavero 2019). All of those use knowledge analytics and straightforward 
knowledge. Thus, huge knowledge Analytics (BDA) has become a contemporary apply for 
analyzing knowledge. BDA consists of a collection of advanced analytical techniques, 
from connected fields like statistics and data processing, reassuring the likelihood to get 
information from huge volumes of knowledge.      
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2.THEORY 

A) 
On thirty Jan 2020, the globe Health Organization declared the unfolding of the COVID-19 
pandemic as a reason behind the threat and involved increasing the extent of health emergencies. 
Afterward, the government of the dominion of the Kingdom of an Asian country desperately 
took many strict measures to limit the unfolding of the pandemic among the regions of Saudi 
Arabia [1,2]. The Saudi Ministry of Health (MoH) and plenty of alternative countries have dead 
WHO steerage associated with the identification and isolation of suspected COVID-19 cases. 
Even so, the pandemic has unfolded dramatically, with the number of infected individuals over 
eighty-two million, and therefore the variety of deaths surpassing a meg [3]. The uncontrollable 
unfold of the pandemic, with its constant developing patterns and therefore the distinction in its 
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symptoms makes it harder to manage. Additionally, the pandemic has affected care systems and 
therefore the accessibility of medical resources in many countries around the world, golf shot up 
a high death rate [4]. Many studies used massive amounts of knowledge for sentiment analysis, 
like Reference [5]. Similarly, the authors of Reference [6] had studied however the management 
responding to client satisfaction online review affects the selection of the shoppers for a few 
facilities or hotels. It showed correlational statistics between the response and client satisfaction. 
The authors of Reference [7] 
had surveyed varied papers regarding mathematical models to enhance the potency in 
detecting and predicting COVID-19. Their survey recommended the exploitation of computer 
science toIt intended to discover COVID-19 cases, huge knowledge to trace cases, and nature-
inspired computing (NIC)to select appropriate options to extend the accuracy of detection. 
Some studies related to heart diseases suggested some recommendations and guidelines, such as 
Reference [8], to help in the better understanding of heart failure causes, symptoms. They 
declared that heart failure can increase in the patient’s injuries, especially the ones with serious 
illnesses. 
 The authors in Reference designed a prediction model referred to as Conscious-based 
Susceptible-Exposed-Infective-Recovered (C-SEIR) model to confirm the utility of the 
lockdown and protecting countermeasures in decreasing the influence of the pandemic in urban 
center towns. The projected model consisted of 2 classification teams, namely the quarantined 
suspected infection cluster (P), and therefore the segregated diagnosed infection cluster (Q), 
beside a blue/green curve with a solid line for daily patients and a broken line for cumulative 
patients. It showed that the results of the prediction may be a double drop-down or increase 
supporting the towns imprisonment precautions in urban centers. The authors conjointly gave 
steering for protection against COVID-19, like being educated concerning the virus, social 
distancing, and imprisonment. 
Some authors also came to a conclusion about the symptoms and the causes in the sector of 
radiology. 
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The pattern of the paper is as follows: 
Section B represents this massive knowledge analytics application for COVID-19. Section C 
shows knowledge of privacy. Section 3 discusses massive knowledge analytics within the care 
sector from totally different aspects and analyzes the challenges which will hinder its application, 
then provides our future predictions in terms of mistreatment of massive knowledge within the 
care field, additionally to many recommendations. Finally, Section 4 concludes the paper 
 
 
 
 
 
B) Applications of Data Analytics in COVID-19 
The unfolding of the world pandemic, COVID-19, has generated a large and varied quantity of 
knowledge, that is increasing chop-chop. This knowledge will be employed by applying massive 
knowledge analytics techniques in multiple areas, as well as the designation, estimate, or predict 
risk score, attention decision-making, and pharmaceutical business [9]. We also show the theory 
used in the RAMSES II project for each study in Table 2. 
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The Theory of Scaling applied to the RAMSES II project  
 
Table 1
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Figure1 shows the evolution, application, and emerging research related to big data. 
 
The authors in Reference [10] have planned a model to differentiate between COVID19 and four 
various agent chest diseases. The model utilizes several body sensors to collect info and monitor 
the patient’s health condition, alongside temperature, force per unit area, heart rate, metastasis 
looking at, aldohexose detection, and others. The collected knowledge is unbroken on a cloud 
info base containing AI-enabled versatile systems that facilitate identification symptoms of 
patients infected or suspected of obtaining COVID-19 to check the acceptable procedure to upset 
them. However, it is not clear whether or not the patient’s health info area is given to the hospital 
staff. Moreover, the authors in Reference [11] had surveyed varied papers relating to 
mathematical models to reinforce the efficiency in detection and predicting COVID-19. Their 
survey suggested exploitation AI to observe COVID-19 cases, large info to trace cases, and 
nature-inspired computing (NIC) to pick out acceptable choices to increase the accuracy of 
detection. 

Another study [12] provided an Associate in Nursing degree analytical model for 
predicting patient census and estimating ventilator needs for a given hospital throughout the 
COVID-19 pandemic. Through this study, it completely was detected that the estimation of the 
bed and ventilator needs is influenced by the length of hospital keep, and thus the variability of 
days of inmate ventilator use. Also, there was no relationship between the age of hospitalized 
patients and thus the possibility of needing a ventilator, or between the inmate gender and thus 
the length of keep. They recommended that each hospital depends on its internal info for proper 
resources to come up with. what's a lot of, the Institute for Health Metrics and analysis (IHME) 
COVID-19 health service utilization prediction team conducted a study to predict the expected 
daily use of health services and thus the variability of deaths because of COVID-19 for 
succeeding four months from the date of the study for each state at intervals the U.S. [13]. 
Table a pair summarizes the very important signs and externally measurable symptoms thought 
of by the reviewed studies, wherever the distributions of important signs and symptoms within 
the reviewed studies area unit conferred in Figures a pair of and three severally. 
Figure2 

 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

440 
 Vol. 8 Issue I, September 2021 

ISSN 2350-109X 

www.indianscholar.co.in 

 

MISA LUMINOUS SPARK- 2021 

 
 
figure3 

 
 
C) About knowledge privacy 

Data had become Associate in Nursing inevitable in the vicinity of the technological world. Data 
privacy focuses on correct handling of information. Knowledge privacy is targeted around but 
data needs to be collected, stored, managed and shared with third parties furthermore as 
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compliance with the applicable privacy laws. Challenges with the quality and consistency of 
information stay a priority. Lack of official standards and inconsistencies in government 
coverage statistics across countries produce world comparisons that are unit hard. an oversized 
amount of personal data we have a tendency to tend to unit of measurement emotional, as a result 
of we wish to fight Covid-19, {and we have a tendency to tend to|and that we have a tendency 
to} have opened the door to allowing our data to be surveilled in some ways in which we ne'er 
would have been allowed at intervals in the past. 
It is vital to create certainty that the private knowledge is employed for the right purpose and 
knowledge ethics is maintained throughout the proceedings. 
 
CONCLUSION 

In the future massive knowledge can play a vital role in analyzing knowledge regarding several 
viruses, new diseases, and trailing human action. Technologies like massive knowledge, machine 
learning, and computing are often effectively wont to assist researchers in obtaining ready for 
future pandemics. massive knowledge is helpful in guiding policy, however additionally it's vital 
to ascertain the privacy policies. 
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Abstract 

Transmissible and infectious diseases denote a major challenge for health 

systems worldwide. More recently, with the increase in cases related to 

these problems, combined with the recent global pandemic of COVID-19, 

the need to study strategies to treat these health disrupts, is even more. So 

by taking the recent global pandemic in concern, in this research paper I 

have described some significant ways in which Data Science plays a vital 

role during these pandemics. We incorporate essential questions like what 

is Data science, how it helps improve similar situations and what measures 

should be taken during a pandemic.  

Keywords: Severe acute respiratory syndrome (SARS); Center for Disease 

Control and Prevention (CDC); Host/healthy cells; Data science;Artificial 

intelligence; Pathogens. 

 

Introduction 

A pandemic occurs when a disease spreads, which people are not immune to. Similarly this new 

virus which has boomed into our lives and has become a global crises causing immense 

suffering. Yes the coronavirus. What is Coronavirus? Coronaviruses are a troop of viruses that 

can cause illness in humans as well as animals. Severe acute respiratory syndrome (SARS), and 

the common cold are examples of coronaviruses. SARS spread rapidly in 2002–2003 but 

recently In December 2019, scientists identified a coronavirus outbreak in Wuhan, China. 

Specialists named the newly identified virus severe acute respiratory syndromecoronavirus 2 

(SARS-CoV-2) and the illness that it causes coronavirus disease 19 (COVID-19).The virus has 

spread to all the continents worldwide. 

  China took the first few cases lightly and assumed it’s a normal spread of some disease 

until it realized the disruption it caused. China delayed in informing the world health 

organization about this new virus spread. When the whole world realized the immense 

destruction the virus caused finally on 11 March, 2020 the World Health Organization declared 

COVID-19 as a pandemic.  Anytime you have the emergence of a novel disease, in this case it’s 

a novel virus, it’s important to understand the structure of the virus, how is it spreading, who all 

are getting infected and what are the symptoms. These are the questions we have to keep in mind 

while analyzing a pandemic.  
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Theory 

Analyzing each and every problem is important and easy in today’s generation, as we have 

technology with us. Speaking of analyzing we cannot miss the key term, Data Science. Data 

science is the study of pandemics and such outbreaks, it keeps collecting minute data and 

information about the outbreaks. They continuously research till they find effective solutions. 

Thankfully, data collection today is much easier than it was 15-20 years ago. Before people 

would have to hand distribute survey papers to individuals, who would then give it back for data 

to be collected. So the reason this outbreak seems to be moving so quickly is not just that it is 

infectious, but because of how interconnected we are digitally. We are kept up to date and aware 

on the current state of the pandemic. So if we keep the searching, analyzing, and testing going 

we will be able to respond much more quickly, because we know how many people are being 

affected and how. 

 

Literature  

The number of people infected changes daily. One of the organizations that collectthis 

information, are the World Health Organization (WHO) and the Centers for Disease Control and 

Prevention (CDC), they are gathering information and continuously and learning more about this 

outbreak. 

 

How Does Coronavirus Attack Your Body? 

The virus first enters the body by transmission.Once inside, the coronavirus hijacks host cells 

and takes control. It then starts multiplying itself, creating more and more copies. Eventually, it 

kills some of the host cells. 

 

How Does Coronavirus Move Through Your Body? 

Once inside, the virus moves through our respiratory track the Trachea, which goes through our 

mouth, eyes, nose and lungs. If your immune system is good it might stay there for about 3-5 

days without causing much damage to your body. But if it infects the lungs there is threat to your 

body. Our immune system may respond with symptoms like: 

Fever, cough, Shortness of breath or trouble breathing, Fatigue, Chills, Body aches, Headaches, 

A sore throat, Congestion or Runny nose, Loss of taste, Loss of smell, Nausea or Vomiting, 

Diarrhea.  

Our lower airways have more of ACE2 receptors than rest of the respiratory tract. Hence the 

virus is most likely to go deeper than the normal cold. Our lungs might become inflamed, 

making it tough for us to breathe. If a doctor does a CT scan of the chest, they’ll find patchy area 

which indicates the virus has started damaging our cells. The patchy areas are known as “ground-

glass opacity”. For most us, the symptoms mightend with just a normal cough and a fever. But 

for some, the infection gets more critical. After 5 to 8 days of the symptoms, they can have 

shortness of breath which is known as (dyspnea). 

Who is most at risk for getting COVID-19? 

• The people who have recently travelled to hotspot places. Where there is an active spread 

of the virus. 
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• The person who has been in contact with a detected COVID patient. Close contact is 

well-defined as being within six feet of an infected person between a range of 15 mints or 

over 24 hours. 

• People over age 60 who have pre-existing medical illnesses or a weak immune system. 

What is the structure of the coronavirus like? 

The virus is spherical in shape, covered in a protein cote called capsid. The genetic material 

inside the virus is (RNA). They have spikes all over the surface which bolt on to human 

cells.The spikes even helps it, to break through our cell membrane and fuse in. 

 
How many people are infected with COVID-19? 

 As of writing 05/11/2021, more than 159,000,000 people in the world have been infected. Over 

3,300,000 people have died. Some 192 countries and territories, and all continents (except 

Antarctica) have reported cases of COVID-19. [1] 

Country  People infected  Deaths 

U.S.    32,000,000    580,000  

India    23,000,000    250,000  

Brazil    15,200,000    420,000 

 France   5,800,000   5,000,000 

Russia and  

England            4,400,000    400,000 

Italy    4,100,000   126,046 

 Spain and  

Germany   3,500,000    168,330 

Argentina and  

Columbia   3,000,000    100,000 

Poland and  

Protein spikes 
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Iran    2,600,000    50,000 

Mexico   2,300,000    75,000 

 

This was all the detailed information on the virus, Data science uses the same technique to 

simplify outbreaks.  

After the first case of coronavirus in Wuhan, China, it has spread to at least 100 other countries. 

As China initiated its response to the virus, it inclined on its strong technology sector along with 

Artificial Intelligence, Data Science, and Technology to track and fight the pandemic while tech 

leaders,have accelerated their company's healthcare initiatives. As a result, tech startups are 

closely involved with clinicians, academics, and government entities around the world to activate 

technology as the virus continues to spread too many other countries. 

Here are some effectiveways Artificial Intelligence, Data Science, and Technology are being 

used to manage and fight COVID-19. 

 

 
 

Discussion 

 

1. AI to help diagnose the virus, track and forecast outbreaks. 

2. Process helthcare claims 

3. Drones deliver medical supplies 

4. Robots sterialize, deliver food and supplies and perform other essential tasks. 

•  All the scientist have come up with effective medecines as an temprory solution to the virus.  

5. Develop drugs. 

• Scientists and companies have come up with clothing that offer protection along with protective sheilds to 

protect the front line workers from direct contact with the infected people. 

6. Avanced fabrics offer protection. 

7. AI to identify non-complience or infected indiviuals. 

•We need people to be aware of the current situation and thus Data science and technology have come 

together to form apps that have all information related to covid, so they have just one  place to look for. 

Eg-: Aarogya setu app 

8. Apps to share information. 

9. Supercomputers working on coronavirus vaccine. 
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The COVID-19 pandemic has led to a dramatic loss of human life worldwide and offers an 

exceptional challenge to public health, food sector and economic sector. The economic and 

social sectors are hit severely. Tens and millions of people are at risk of falling into extreme 

poverty, while the number of undernourished people is increasing day by day. 

Millions of enterprisesare facing an existential risk. Nearly half of the workforce of the world are 

at risk of losing their livelihood. Many of them lack social protection, access to good quality 

healthcare facilities along with food and security. During the lockdown they earned nearly less 

than half of the income and to them no money = no food.  

 

Conclusion 

The year 2020 will go down in history as the year that was drastically shaped by a virus, which 

as of late October had infected more than 40 million people worldwide.Scientists have compared 

what is happening today to the pandemic of 1918.But what’s unlike today is how technology has 

allowed us to see, almost in real time. Where the virus is spreading, how is it transmitting and 

what effect is it causing on the economy. This detailed view of COVID-19 is made possible 

thanks, to a new generation of huge datasets, hundreds of genomes, millions of tweets along with 

advances in computing power and the analytical methods to study them. Data science and 

technology has made this pandemic going. Yes, the pandemic is getting worst but the major part 

of it is being handled by Data science which we fail to notice. They make us aware of things 

going on around the world at our leisure and space.[2] 
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Abstract 
What is a SMART city? 

Self-Monitoring Analysis and Reporting Technology (Smart) are the 

devices that can monitor, communicate, analyze and react based on sensor 

data. Similarly, Smart Sustainable Cities (SSC) use the most advanced 

sensors, meters, actuators, and analysis tools to bring infrastructure, smart 

solutions, sustainable and efficient environments, subsidized and safe 

cities. Smart cities support different types of technologies, including 

information and communication technology (ICT), the Internet of Things 

(IoT), and geographic information system (GIS). This document focuses 

on security, privacy, and risks in smart cities, and focuses on threats 

related to information security. And the challenges faced by smart city 

infrastructure in managing and processing private data. 

Keywords: Information and communications technology, Internet of 

Things network, Geographical information systems, Privacy 

  

INTRODUCTION 
According to the latest United Nations estimates, the average population of India is 1.35 

billion (as of May 20, 2018). 70% of the total population live in rural areas and 30% 

live in cities. Mumbai, Chennai, Delhi, Kolkata, Hyderabad, Bangalore, Pune and 

Ahmedabad are all metropolitan areas in India. Obviously, less than 30% of capital 

cities in India have chronically low quality of life in their cities. The country urgently 

needs to improve the quality of life of citizens in metropolitan and rural areas. India 

faces several major obstacles that continue to hinder the development of urban 

infrastructure: complex governance structures, land valuation issues, capacity gaps and 

lack of funding are part of the urban challenges that severely hinder India’s exciting 

new economic growth. India is a latecomer, more crowded and complicated. On the 

other hand, India needs a more efficient and sustainable solution to serve urban areas 

and can benefit from technology and learn best practices from other parts of the world. 

Therefore, India is building a world-class smart city, a self-sufficient environment with 

minimal pollution, improving recycling, optimizing energy supply and adequate public 

transportation. 
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In 2015, the Indian central government added a new dimension to urbanization and urban 

development policies and introduced smart city theory. As part of the contract, the Ministry of 

Urban Development (MoUD) developed a “Draft Concept Note on Smart City Scheme;". Smart 

cities are those cities that have physical, social, institutional, and financial infrastructure. It is 

expected that such a "smart city” will provide ordinary people with opportunities to meaningfully 

realize their resources and benefits. 

 

I) Vision: With the growth of urban population and the rapid expansion of territory, operators 

are looking for innovative ways to solve complex problems, increase efficiency and improve the 

quality of life. This creates a need for cities that control and integrate infrastructure; better 

optimize equipment and maximize services for citizens. 

II) Mission: The mission of City IA is to promote the development of sustainable and inclusive 

cities and provide its citizens with core infrastructure and a decent life. The availability of high-

quality public services such as water and energy is one of the core infrastructure elements of 

smart cities. 

2) Reliable public transportation system 

3) Provide residents with work and resources. 

4) Provide sufficient conditions for people's entertainment and safety. Health status and learning 

opportunities are also needed. 

5) Reduce waste by improving energy efficiency, reducing water conservation and proper waste 

management. 

Smart city developers use advanced technologies such as mobile cloud computing, electronic 

objects, networks, sensors and machine learning technologies to enable the various components 

of the smart city to interact and interact with the norms. The city is to process and manage the 

information related to the existing data in the city database, and to connect the knowledge with 

the new systems and sensors that have an impact on security and privacy in the smart city. 

However, the smart city network infrastructure has brought new user security and privacy 

challenges, in which sensitive data is vulnerable to third-party attacks. 

  

Table 1  Smart City Data Landscape Suggested 

Sector 

 

 

Domain Kind of Date Application 

Infrastructur

e 

Transport and 

asset 

management, 

built 

environment 

Monitoring data, 

registration data, 

geo data 

Traffic and congestion 

patterns, real time dashboards 
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Sustainability Energy usage, 

water, 

environment, 

weather 

Sensor and 

monitoring data, 

civic measurement 

data 

Air quality monitoring and 

pollution warnings 

Health Health, quality 

of life, well-

being, life 

expectancy 

Health data, survey 

data, life logging 

Location specific noise levels 

and social or health problems 

in specific neighbourhoods 

  
 Because there is little concrete empirical research yet about how people experience their privacy 

in smart cities, the actual placement of smart city technologies and data in one of the four 

quadrants in this framework is based on extrapolating and combining the research about people's 

privacy concerns discussed in the previous paragraph and the smart city data landscape 

suggested in 

 Table 1. 

  
1.1     Smart Power Systems 

All aspects of the smart city power system are critical to the entire security and data protection 

infrastructure, because third parties connected to the grid can track usage patterns and predict 

consumer behaviour. Smart cities, this will make the network vulnerable.  A methodology for 

enhancing privacy within smart power systems-The proposed method uses demand models for 

different consumers connected to the network to provide new consumption patterns. The new 

pattern hides individual consumer attributes through the particle swarm optimization process. In 

the research process, the proposed method has been tested against genetic algorithms on many 

real-world consumption patterns, which shows that the proposed method is effective. 

  

1.2  Smart Healthcare 
Smart healthcare is a practical method for the intelligent management of patient flow 

systems in the healthcare industry. The introduction of smart medicine reduces costs, which 

is a very good disease. However, maintaining privacy and security is becoming an issue for 

the scalability of portable medical devices. Many design issues need to be resolved. The 

main security and privacy issues when designing IoT architectures in healthcare applications 

have highlighted the increasing use of sensors in medical and healthcare applications over 

the past decade. The importance of heart rate and blood pressure and overall system 

integration safety solutions. In a study, a solution was developed that enables data owners to 

authorize external healthcare providers to use attribute-based encryption (ABE) and 

identity-based transfer encryption (IBBE) to analyze data. This solution uses encryption and 

decryption processes, effectively entrusting most of the computing costs to the cloud. As a 

result, the computational workload of mobile devices with limited resources is reduced, 

thereby improving safety and efficiency. 
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1.3 Structures, Models, Algorithms, and Protocols for Improving Security and Privacy 
As smart cities face various security and privacy issues, some studies have proposed various 

structures, models, and algorithms to improve these aspects. Integrate safe algorithms in smart 

city systems. Similarly, an encryption method provides a scheme called Complete 

Confidentiality and Recall Data-Based Transmission Encryption (FPPRIB). The proposed 

system should respect the confidentiality of data and the confidentiality of the identity of 

recipients and withdrawn users. Only authorized users can access the data. The revocation 

procedure does not provide any information about the content of the data or the identity of the 

recipient, and the identity of the recipient and the identity of the revoked user are not known to 

the public. These characteristics lead to smart city applications that need to protect personal data. 

As part of the research, an encryption protocol was developed to manage large amounts of 

personal data generated in a scalable and interoperable manner through electronic participation, 

and to ensure the privacy of smart city citizens. It is important to develop sufficient security or 

access to IoT systems to prevent attackers from controlling IoT devices or leaking sensitive 

information stored at the facility or node level. Protect user privacy while ensuring scalability 

and efficiency. The proposed platform effectively 

  

Provides decentralized access control for IoT devices based on users’ privacy preferences. 

SMARTIE aims to integrate privacy and user-centric privacy and governance within IoT 

applications in a scalable and efficient mode. The role of software in smart cities is very 

important, but it also brings some privacy and security issues, such as personal data, access to 

data centre information, and the impact of other applications and economic pressure. A mobile 

smart city application protocol that solves user privacy issues by integrating a pseudonym-

based signature scheme and the signature delegation scheme into the OAuth2.0 protocol 

process (an authorization platform is a protocol that allows users to grant access to third-party 

websites or applications to access users' protected resources without revealing their long-term 

credentials or even their identity.). This product enables users to automatically generate 

pseudonyms for specific users and applications. It also provides enhanced data protection for 

user authentication on the service provider side. 

  

 1.4  Operational Security Vulnerabilities for Smart Cities 

Data in smart city applications must withstand modification, manipulation, inspection, 

unauthorized access, disclosure, and destruction. Basic security and confidentiality 

requirements include confidentiality, integrity, availability, non-repudiation, access control, and 

confidentiality. Privacy issues are caused by security vulnerabilities in smart city applications, 

but without perceived security and privacy precautions, the public may be reluctant to use smart 

city mobile applications. Methods of collecting and processing personal data. They usually do 

not provide facilities and consent mechanisms to the community. For smart cars, the issue may 

be related to physical threats, communication interception, data security, and DoS. For IoT 

sensors, security threats may include data protection, secure communication, data management, 

data storage, sensor failure, and remote use. Finally, security threats to cloud platforms may 

include data leakage, malicious insider threats, insecure APIs, DoS, malware injection attacks, 

system and application vulnerabilities. 
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 1.5  Social Media 

Data collected from social networks on the Internet (such as Facebook, Instagram, 

LinkedIn) provide social, economic, and cultural information that can be used by 

governments, politicians, authorities, and companies. This can help them better understand 

the market trends and behaviours that affect personal dynamics, through open data sources. 

However, online social media may pose a threat to privacy. Disclosing on the Internet the 

risks, threats, and personal behaviours associated with social media to improve data 

protection, security, and social participation challenges in smart cities. The use of the 

Internet poses risks of endangering personal identity, anonymity, personal space, privacy 

and communication, as well as security threats from third parties. And implement 

appropriate guidelines, taking into account all stages of individual behaviour on social 

media. 

 

Theory 

Table 2 Books Related to Issues In Smart City. 

Book Name Author 

From Smart Grids to Smart Cities: New Challenges in 

Optimizing Energy Grids 

  

Massimo La Scala et al. 

Block chain Technology for Smart Cities (Block chain 

Technologies) 1st ed. 2020 Edition 

  

Dhananjay Singh et al. 

  

This book studies various algorithms and applications based on optimization theory to 

achieve multi-standard goals. The author showed in detail how the best network system for 

the transmission tower (i) corresponds to the load, (ii) minimizes energy costs, and (iii) 

ensures the stable and reliable operation of the grid. It can be formalized with limited 

general nonlinear optimization problems. Because these design goals contradict each other, 

there is no single solution to the optimal energy flow problem, and a suitable compromise 

must be found between the goals. Provide a comprehensive overview of all aspects of 

smart city development to ensure safe, reliable and reliable data transmission, put forward 

theoretical concepts and empirical research, as well as examples of smart city plans and 

their ability to create added value for citizens. These materials outline the most important 

aspects of the development and implementation of smart cities in various fields such as 

health, education, and transportation. 
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Experiment 

 
Most of the people chose Sustainable which is correct, as it is referred to an eco-city, the 

smart city targets to enhance the high-satisfactory of city services or lessen its costs. ... 

Their primary purpose is to reconcile technological innovation with the economic, social, 

and ecological demanding situations of the city of tomorrow. 

 
 

It's true!  Smart is essential to future cities as a smart metropolis must offer urban 

surroundings that offer an excessive first-class lifestyle to citizens. This will become more 

and more vital within side the mild of the future population increase in city areas, wherein 

extra green use of infrastructure and belongings could be required. Smart metropolis 

offerings and programs will permit those enhancements to cause a better quality of 

lifestyles for residents. We need smart cities in India to have well organised and developed 

country 
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Discussion 
Significant developments in wireless and sensor technologies have paved the way for the 

widespread adoption of IoT technologies in smart city environments. Smart cities require 

the integration of key technologies such as the Internet of Things, big data, sensors, 

machine learning, and GPS. All these applications pose a major threat to the security and 

integrity of citizen data. The system must be technically rigorous and have sufficient 

security mechanisms to prevent data leakage and identify weaknesses. Smart grids, 

building automation systems, unmanned aerial vehicles (UAV) and electric vehicles 

(electric vehicles) have been largely ignored. Poor system quality the fragmented nature of 

smart city data can negatively affect the efficiency and accuracy of key business systems. 

These factors create additional risks associated with the large-scale deployment of systems 

and equipment from different manufacturers using the latest technology. The key factors 

related to privacy and security risks in smart cities highlight the threats caused by the 

imprecise roles and responsibilities of different parties. Inf Syst FrontContent is provided 

by Springer Nature and the terms of use apply. 

 

The key factors are the lack of common understanding of key security requirements that 

are not shared between parties, flexibility of privacy policies, anonymity, and data sources. 

Users interact with mobile applications and interact with smart city infrastructure. 

However, solving the privacy problem in the smart city environment seems to be a major 

technical challenge facing system designers and developers. The privacy protection system 

must be closely related to ongoing security requirements, and the implementation of 

security requirements is critical to the trust and well-being of smart cities. The focus of the 

concept usually comes down to questions about when cities can use technology to reduce 

crime, improve the efficiency and sustainability of road transportation, reduce energy 

consumption and ensure a healthier and more fulfilling life. Technology seems to be a 

starting point, not a mechanism to solve problems and bring benefits to urban participants. 

The use of technology is regarded as a key element of smart cities, but integrating ICT into 

urban infrastructure (if a city is social capital) does not make it smart, as are general 

economic policies and urban development management. After consideration. The reality of 

the smart city plan effectively creates an innovative ecosystem that enables citizens and 

communities to interact with the government and knowledge developers, which shows that 

“people, not technology, are the real contributions to urban intelligence. The basic 

elements of people-centeredness show that, in the context of the security and privacy of 

smart cities, when determining the outcome, special attention should be paid to assessing 

the benefits and risks from a human perspective. 

  

Results 
The developments of smart cities around the world enables citizens to communicate with 

authorities at all levels, obtains services, and improve the efficiency and effectiveness of 

system interaction, thereby bringing greater economic prosperity and quality of life. Look 

at confidentiality, security, and risk from the perspective of many stakeholders. The 

literature emphasizes how these multiple issues affect citizens’ interests and identify 

vulnerabilities that can be exploited by external organizations. Although the smart IoT 
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environment has considerable capabilities and advantages, security and data protection are 

key factors that seriously endanger the safe operation of smart city infrastructure. 

Technological progress and the transition to an integrated digital society may affect many 

cultural characteristics. And social aspects. In daily life, maintaining interpersonal 

communication, a sense of belonging and identity is an indispensable part of a person 

(Monzón 2015). The literature shows how these factors may limit future development and 

threaten the realization of citizens' interests. And general stakeholders. ; May not consider 

interaction and related human factors. 
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