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Abstract 

E- Banking (Electronic banking) is the use of an electronic and 

telecommunications network for the delivery of various banking products and 

services. It is also known by many different names, such as virtual banking, 

online banking, internet banking or e-banking. With e-banking, a customer can 

access his account and conduct numerous transactions using his computer or 

mobile phone. Due to the elimination of geographical restrictions and traditional 

banking hours, e-banking has improved convenience of clients. Users can easily 

manage their funds according to their needs and preferences because to its 

flexibility. Banks give their customers easy access to their accounts through e-

banking, which allows them to manage investments, pay bills, check balances, 

examine transaction histories, transfer money, and apply for loans from 

computers, tablets or smart phones. Customers now perform financial transactions 

from anywhere at any point of time. It lessens the need for physical branches and 

increases the availability of banking services. According to Mr. Parameswaran 

Iyer, CEO NITI Aayog (July 2022), Report offers a template and roadmap for a 

Digital bank licensing and regulatory framework in India. While the Digital India 

revolution catalyzed by PMJDY, e-KYC and UPI has led a paradigm shift in the 

way India interacts with and consumes financial services. (PMJDY, launched in 

2014, has witnessed 420 million bank accounts opened till date. UPI was 

launched in 2016 and has become a bellwether real-time payments system 

clocking ₹ 4 trillion in value transactions till date), there is a long way to go when 

it comes to credit deepening in the economy. 

According to IBEF (India Brand Equity Foundation, April 2022), India has a huge 

potential for digital payments. As of October 2021, the country had around 1.18 

billion mobile connections, 700 million Internet users, and about 600 million 

smartphones. These numbers are growing rapidly each quarter. With about 25.5 

billion real-time payment transactions, India ranked first in the world in terms of 

the number of transactions in 2020.E-banking has improved security measures to 

protect user information and transactions, such authentication procedures, 

encryption etc.  This Paper focuses on the evolution of E-Banking, its benefits, 

issues/challenges and the future of e-banking in India. 

Keywords- E-banking, Benefits, Issues/challenges and future of e-banking in 

India 
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Introduction 
The term internet banking or net banking is generally used to refer to electronic banking. This 

electronic payment system works with website which provides a range of electronically operative 

bank products and services, such as deposits, transfers, payments etc. This arrangement of 

encrypted online transactions between a bank or other financial institution and its clients is 

known as e-banking. E-banking, comes in a variety of forms to meet the diverse needs of 

consumers. Non-financial tasks like updating personal information, obtaining a small statement, 

modifying ATM PIN, checking balance or printing an account statement can all be facilitated 

through e-banking. Government of India passed IT Act, 2000 to provide lawful recognition to 

automated transactions and other means of electronic commerce. The progress of internet 

banking started with use of ATM in India. With the help of technology there has been a 

tremendous increase in efficiency and productivity of banking services to customers. 

 

E-banking 

According to RBI annual report (May 30, 2024), During 2023-24 RBI sustained its endeavor 

towards providing secure, accessible, affordable and efficient payment systems for every user of 

the country. The Reserve Bank also explored avenues for expanding the global outreach of 

Unified Payments Interface (UPI) and RuPay cards. The Reserve Bank remained steadfast in its 

efforts to ensure robust and secured Information and Communication Technology (ICT) 

infrastructure for smooth functioning of IT systems and applications in the Reserve Bank. 

Efficient payment and settlement systems foster economic development, promote financial 

stability and support financial inclusion. Ensuring safe and efficacious payment systems has 

been one of the important strategic goals of the Reserve Bank. 

 Reserve Bank is becoming a catalyst of innovation in the payments’ ecosystem, also addressing 

risks and challenges and ensuring that the benefits of advancements reach segment of the 

population. The Reserve Bank explored the possibilities for increasing the global footprints of 

UPI and RuPay cards by engaging with the central banks of various countries. 

Banking, which provides accessibility and control to its users, is a paradigm change in financial 

services. It keeps changing in with technological upgradation, offering a smoother and more 

convenient banking experience that is customized to satisfy various demands of contemporary 

customers. Electronic banking is a fundamental advancement in the way that financial services 

are provided to and used by clients.  

 

Review of literature- 

1. Giri and Ipsita Paria (2018) the article entitled "A Literature Analysis on Effect of 

Digitalization on Indian Rural Banking System and Rural Economy". The study focuses on a 

review and summary of several studies conducted by different researchers from various 

locations across India on the influence of digitization on India's rural banking sector. 

According to the study, digital banking has huge potential to revolutionize the landscape of 

financial inclusion. The study also discovered that low-cost, simple-to-use digital banking 

can hasten the integration of the unbanked economy into the mainstream. 
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2. Sankararaman.G Suresh.S and Thomas, (2020) studied user’s opinions towards Unified 

Payment Interface (UPI) transactions. According to study the majority of respondents are 

aware of UPI as a digital payment mode and have chosen Google Pay as their preferred 

Virtual Payment Address. Some of the respondents have chosen UPI as their first choice 

among the different digital payment tools and have the practiced of using UPI in all of the 

places. 

3. Nagadeepa, C. (2020). Studied to find out E-banking acceptance on Demographic differences 

among rural customers. The results of this study revealed that demographic factors such as 

gender, age, and occupation of the customers have significant difference while accepting e-

banking services. Most of the services were accepted by the young group of people. The 

people who are at home are comfortable with the traditional banking system.  The research 

suggests that more awareness needs to be created among the aged people and should gain the 

trust and belief of all types of customers.  

4. Nithya C. & Maheswari P. (2021) summarize the present position of E-banking in the Indian 

banking Sector. The study is based on the data collected from annual reports of RBI, reports 

on trends and progress of banking in India, and websites of RBI. The advent of current 

technologies such as Artificial intelligence language (AI–MML), big data, block chain, cloud 

computing, robotic process computerization, and others allow banking companies to provide 

customer-centric assistance to varied clusters of people. The scope of frauds in banks is 

minimized through the use of passwords, dual verification in virtual banking. Technology 

also leads to compete among the banks which lastly offer better facilities to people. 

5. Rahul Kumar M. & Dhruv M. (2021) have undertaken a relative study on E-banking services 

provided by selected public and private sector banks. As per the research study, customers 

prefer the E-banking services of Private sector Banks more when compared with Public 

Sector Banks. 

6. Suresh V, (2022) In terms of service dimensions, customers have higher expectations and 

perceptions of private sector banks compared to public sector banks. The higher expectations 

placed on private sector banks may be attributed to the increased interest customers have in 

conducting transactions with them compared to public sector banks. Customer expectations 

indicate that they believe they can achieve greater satisfaction through private sector banks in 

comparison to public sector banks.  

7. Tyagi and Fatima, (2022) have made a comparative study that aims to study about the factors 

that affect the customer perception towards e-banking of SBI and ICICI bank and current and 

future prospects of E-Banking to the customers. In the future, the availability of technology 

to ensure the safety and privacy of e-transactions and the RBI Guidelines on various aspects 

of Internet banking will definitely help in rapid growth of Internet banking in India. 

8. Dhanya B K, &V. P Velmurugan, (2022) have researched to examine the position of 

demographic factors on measures of service quality of Internet banking, customer value, 

satisfaction and trust. The results of the research revealed that higher-educated, huge-income 

clients who utilize Internet banking for much of their financial accounts and who have been 

using it for extended periods appear to has more positive views and attitudes against e-

banking services. The analysis revealed that gender and age will not have any effect on 

consumer expectations of the measurements of efficiency, value, satisfaction and trust of the 

Internet banking service 
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Research Methodology- 

This research is conducted using secondary data from various databases of related articles, 

research papers, magazines, annual reports and books. 

 

Objective of the study 

 To understand the concept of e-banking. 

 To study the status of Indian banking sector. 

 To study the issues/challenges in e-banking. 

 To know about various opportunities in e-banking. 

Various e- banking services- 
1. Mobile banking: Often known as M-banking, is the term used to describe the process of 

exchanging or exchanging accounts, paying bills, applying for loans, checking balances, 

and completing other financial operations using a mobile device, such as a cell phone or 

Personal Digital Assistant (PDA). 

2. Electronic Clearing System (ECS): This innovative tool is designed to help people who are 

busy. An individual's savings bank account is used to pay their credit card bill as a result of 

this provision, so they don't have to worry about making late or missing payments. 

3.  Smart card: A smart card is a payment card that, instead of the magnetic stripe used on 

debit and credit cards, saves data on a microchip, memory chip, or microprocessor. Smart 

cards can be used for a variety of identifying purposes in addition to moving or exchanging 

financial data. To protect data communication between parties, smart card transactions are 

encrypted or jumbled. Encrypted exchanges are impenetrable and only communicate the 

minimum amount of data necessary to complete a particular transaction or exchanges 

regarding neglected or delayed payment. 

4. Telephone Banking: This is a service provided by banks, financial foundations, and other 

institutions that allows customers to conduct a variety of financial transactions over the 

phone without the need to visit an ATM or a bank branch. These transactions do not 

involve cash or other financial instruments. 

5. Internet banking: Banks offer online-based banking, which enables account holders to 

access their record information via the internet or the web. Other terms for web-based or 

Internet banking include "web banking" or "online banking." Customers using traditional 

banks can perform all common transactions online, including Bill payments, balance 

queries, stop-payment requests, and balance inquiries. Certain banks even provide online 

loan and credit card applications. Account information should be accessible from 

anywhere, at any time of day. Online banking: Banks offer online-based banking, which 

enables account holders to access their record information via the internet or the web.  

6. Home banking: The most popular method of completing a financial transaction from the 

comfort of one's own home as opposed to utilizing a bank branch is through home banking. 

It includes requesting accounts, transferring funds, paying bills, requesting credit, and 

making deposits. 
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7. Electronic Fund Transfers (ETFs): Through the use of computer-based frameworks, EFTs 

are the electronic transfer of funds from one individual bank account to another individual 

bank account, or between individual bank accounts and other financial institutions, without 

the immediate intervention of bank employees.  

 

Benefits of e-banking system 

E-banking is a significant advancement in the banking industry, with a large number of 

users. Many of banks are offering their clients online banking services. Geographical 

boundaries are eliminated by e-banking system. Since online banking transactions are 

getting faster and more comfortable, their popularity is rising quickly. Through increased 

convenience and the removal of very lengthy lines, internet banking has given financial 

transactions a new dimension. There are several benefits of online banking, including the 

following: 

 One of the main benefits for customers is the ability to pay bills online, including 

shopping, loans installment payments (EMIs), online purchase of tickets etc. 

 Saving time and obtaining bank account information is simple. 

 Consumers no longer have to stand in the lengthy, congested lines at the bank to get a 

financial transaction or to get statement. 

 Customers can bank more conveniently with e-banking because they don't have to visit the 

bank's location. 

 Consumers can access monthly e-statements using e-banking, saving both bankers' and 

consumers' time. 

 Low mistake rates lead to more users and customers using online banking, which is a huge 

benefit. Customers can use ATMs to access money at any time. 

 Accessing bank account details whenever you want, even when the bank isn't open for 

business. Easiest approach to determine whether a transaction has cleared your account. 

This might assist you in determining the transaction amount in the event that your receipt 

is lost. 

 E-banking enables users to immediately identify and address any fraudulent transactions 

from their accounts. 

 Customers can receive discounts from retail stores by using their credit cards and debit 

cards. Decreased expenses for transaction-related paperwork and administration. 

Additionally, banks are able to serve thousands of clients at once. Due in large part to the 

reduction in operational expenses, all of these factors have raised the profit margins of 

commercial banks. 

 On both a national and international level, money transfers between accounts have gotten 

considerably faster and more convenient. 

 

Issues/challenges of e-banking 

In today’s digital age, when individuals find it difficult to find time for personal tasks, 

electronic banking seems like a blessing. It's quick and simple, online banking has grown 

in popularity in recent years. Even while online banking has many benefits over traditional 

banking, there are also some drawbacks, which are as follows: 
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 No personal interaction with bank employees and even when consumers do speak with 

bank employees over the phone, there's no assurance they're speaking with the correct 

person or not. 

 The biggest drawback for consumers who use e-banking carelessly, there is a possibility 

that "hackers" may gain access to their bank accounts. Security concern is crucial as 

cybercrimes are becoming more prevalent.  

 Technical problems occasionally cause online banking websites to go offline.  

 Despite the fact that banks offer E-Banking, opening an account may take some time. 

When a consumer is unfamiliar with computers and the internet, banking sites can be 

challenging for them to navigate at first.  

 It may take some time to become comfortable with the program and become a member of 

the virtual lobby. There can be certain challenges for the user in understanding these online 

banking activities. 

 Hackers and crackers target customer's bank account by either obtaining the password or 

deceiving the victim with fictitious credit cards, which results in financial loss for the 

victim. 

 

Other issues while using e-banking services 

There are a few significant issues that consumers may face while using online banking, 

that is why many still choose to visit their local banks in person rather than using this 

service. There are some other issues with the e-banking system: - 

 The number of people who are willing to utilize the E-Banking service is limited because 

it requires a great deal of computer and Internet knowledge from the consumer. As a result, 

it is a serious issue in nations with low literacy rates, like India. It is important to exercise 

caution while using an online bank account for banking purposes. It is largely up to you to 

secure your computer, password, and pin number in order to protect your online bank 

account. This is the most frequent issue with online banking. Computer hackers can access 

bank account by any disclosure of information about pin number, password, or banking 

transactions.  

This can result in unlawful and illicit transactions happening without your knowledge. 

When you discover such activities on bank statement, it can already be very late. If a user's 

pin number, password, or user name can be cracked; some proxy websites can gain easy 

access to a customer's bank account. Many people are wary of using internet banking 

because of these security issues. Although consumers' time is saved by the E-Banking 

system, it is quite challenging for those customers to use this feature.  Because there is no 

money safety with online banking, a further issue could be a lack of faith in the computers 

that the banks provide. 

Guidelines of RBI for safer banking services  
RBI has established a "Working Group on Internet Banking." This Group had concentrated 

on three main facets of e-banking:  

(i) Technological and security concerns  

(ii) Legal difficulties  

(iii) Issue related to regulation and supervision 

http://www.indianscholar.co.in/


      Indian Scholar 
 

An International Multidisciplinary Research e-Journal 
 

23 

 Vol. 11 Issue III, September 2024 

 

 

ISSN 2350-109X 

www.indianscholar.co.in 

 
 

 Banks are required to follow these standards. The original report may provide banks with 

specific recommendations on several topics; banks are urged to consult it as well. You can 

characterize these problems as: 

 Legal Issues: Financial institutions are always required to maintain accurate manual and 

electronic records on their clientele. In order to help the bank minimize any legal risk, 

throughout the online account opening process, the customer must gather the necessary 

identification documents and undergo a physical verification. Lawmakers must 

acknowledge the security protocol that banks use to verify users' identities as an acceptable 

alternative to signatures. Customers' requests to halt payments must be handled strictly, 

and banks must make it apparent under what circumstances they will accept such requests. 

 Technology and Security Issues: As stated in the Group's study, banks should appoint a 

network and database administrator with distinct responsibilities. The Board of Directors 

ought to have properly authorized a security policy for banks. Security officers' duties 

should be kept separate from those of the information technology division, which is in 

charge of actually implementing the computer systems, and the information systems 

security division. In addition, banks had to embrace and put into effect new security 

inspection standards and educate clients about emerging e-banking technology.  

 Regulatory and Supervisory Issues: Residents of India may only purchase Internet banking 

products from banks that are both physically present in India and have an Indian license 

and supervision. The bank's schemes and products ought to be restricted to account holders 

alone, not to account holders with accounts outside of its territorial jurisdiction. The ability 

to provide internet services must be granted to Indian foreign banks. Appointing a 

monitoring authority is necessary to help prevent any illicit transactions. 

 

Future of e-banking in India- 
According to Mr. Suman Bery, VC, NITI Aayog, (July 2022) India has emerged as a global 

leader when it comes to fintech innovation. India Stack and related developments in the 

domestic fintech industry and Unified Payments Interface recorded impressive growth. In 

addition, India has given the world its own version of “open banking”, the account aggregator 

framework that recently went live, enabling the consent-based transfer of financial data 

between regulated intermediaries. Having prepared the bedrock of financial innovation and 

inclusion, it is time to look towards the next steps in the direction of digitalization in the 

banking, financial services, and insurance sector- with the advent of a “full-stack” digital bank 

– entities that will issue deposits, make loans and offer the full suite of services under the 

existing regulatory regime. 

 

According to Dr. C.Nithya (2021), The future banking industry will look different from what it 

is today due do its dynamic changes. The pandemic has completely changed the way from how 

people shop, travel, work, to even how we bank, and has also brought a change in consumer 

behavior. The Financial Technology (Fin Tech) startups have revolutionized this transformation 

with innovative products and services to suit the diverse customer base. In India, banks often 

ensure to incorporate new technologies in their business and operations. ATMs, virtual banking, 

mobile banking, point-of-sale (POS) machines were initial technologies that banks 

implemented. Now, FinTech companies have appeared as disruptors in the financial service 
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sector by including a number of leading-edge technologies in their products and service 

offerings. 

The term Fintech (Financial Technology) denotes to program and other current technologies 

used by industries that offer computerized and enhanced financial services. The advent of 

current technologies such as Artificial Intelligence-Machine Language (AI – ML), big data, 

blockchain, cloud computing, robotic process computerization and others allow the banking 

companies to provide customer-centric assistances to varied clusters of people. 

According to Mrs. Ani Smriti & Mr. Rajesh Kumar (2021), Contributing to 70% of the total 

population in India is a largely untapped market for the banking sector. In all urban areas 

banking services entered but only a few big villages have the banks entered. So that the banks 

must reach in remaining all villages because the majority of Indians still living in rural areas. 

Banks can offer so many channels to access their banking and other services such as ATM, 

Local branches, Telephone/mobile banking, video banking, etc. to increase the banking 

business. The benefit of adopting e-banking provides a competitive advantage to the banks over 

other players. The implementation of e-banking is beneficial for banks in many ways as it 

reduces costs to banks, improves customer relations, increases the geographical reach of the 

bank, etc. The benefits of e-banking have become opportunities for the banks to manage their 

banking business in a better way. 

 

Conclusion  

Digitalization has become conclusive for the banking sector in India, which plays a major role 

in providing better services to customers. Internet banking is one of the most significant 

banking channels that allow consumers to do many transactions, either financial or non-

financial through a bank's websites. The various services offered are Internet banking, SMS 

banking, ATMs, mobile banking, e-cheques, UPI, and debit/credit cards. 

In today's world of globalization, e-banking is a significant aspect of the development of the 

banking sector by solving major issues, challenges faced by e-banking. The Indian banking 

industry can develop customer loyalty towards the banking sector. This can be done through 

training and development and by making the banking process easier and familiar to the 

customers. The younger generation is beginning to see the convenience and benefits of e-

banking. In the years to come, e-banking will not only be an acceptable mode of banking but 

will be preferred mode of banking in India. Private sector banks represent more of the POS 

terminal market as compare to public sector banks. The prepaid payment instruments in the 

country are mostly paid through mobile wallets. 

The Government of India and various government agencies are making an effort to make e-

banking more safe, secure, and reliable with the convenience of digital channels. Most of the 

customers are visiting branches less often and they use online and mobile technology for their 

banking needs more often. Online and mobile banking are rapidly growing. Nowadays most of 

the people of India using e-banking for their transactions and make them stand with the current 

scenario of the country. The Reserve Bank has formulated a standard operating procedure (SOP) 

for oversight of CPS, i.e., NEFT and RTGS, based on the learnings from the internal assessment 

of CPS in line with PFMI standards. As announced in the Statement on Developmental and 

Regulatory Policies (October 6, 2023), the PIDF scheme was extended by a period of two years, 

i.e., up to December 31, 2025. The Reserve Bank is working on the implementation of the ‘payee 
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name look-up facility’ in compliance with newly enacted ‘The Digital Personal Data Protection 

Act, 2023’. The Reserve Bank is also working on enhancing coverage and granularity of 

published payment transaction data, which shall provide useful insights to stakeholders and 

facilitate research and further innovations in payment systems. (RBI annual report, May 30, 

2024) 
The banking sector must adhere to strict compliance standards and regulatory frameworks. 

Banks operations may face difficulties in managing complicated rules and adjusting with 

changing policies. To counter this threat, banks should place a high priority on adhering to 

regulatory standards, making investments in strong risk management procedures and making 

sure that there is efficient coordination and communication throughout the organization. 

According to Mr. Parameswaran Iyer, CEO NITI Aayog (July 2022) With the 

establishment of India Stack, the Aadhar layer and the UPI rails that catalyzed a payments 

revolution in this nation, India has become a beacon for global community of Nations. Fully 

Digital Banks will reinforce India’s apex position on the global firmament. The Digital Bank 

licensing and regulatory framework proposed by Niti Aayog in this Report is a bold initiative 

towards that inevitable digital future. 
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