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Abstract 

Since the birth of IoT (Internet of Things) in 1999 by MIT’s Kevin 

Ashton, it has gained significant momentum as technology and many 

things have transmuted around the globe in the history of humanity. Not 

only this invention availed humans to make their standard of living to 

elongate it at a next level, but it has thoroughly transmuted all the work 

fields such as medical, science and engineering. This paper focuses on 

definition of IoT, why technology Era is consequential to humans. Besides 

of it we have withal discussed potential risks and peril utilizing IoT 

contrivances and how cyber security proves to be a vaccine to the current 

threats likely hackers who are one of the most sizably voluminous risks to 

IoT contrivances. 

Keywords: Internet of Things, Technology, Raspberry Pi, Hacking, Cyber 

Threats, Cyber Security  

 

Introduction 

The vision of a connected and keenly intellective world can be traced back to 1920s, as 

expounded by Nikola Tesla in 1926:  “When wireless is perfectly applied the whole earth will be 

converted into a huge brain, which in 

fact it is, all things being particles of a 

real and rhythmic whole. We shall be 

able to communicate with one another 

instantly, irrespective of distance. . . . 

A man will be able to carry one in his 

vest pocket” [1].Nowadays, in this 

modern world, everything can be done 

within a blink of your ocular perceivers 

due to the avail of IoT (internet of 

things). Internet of things a.k.a IoT 

refers to a system of interrelated, 

internet-connected objects that are able 

to accumulate and transfer data over a 

wireless network without human Fig. 1 
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intervention. The number of contrivances connected to internet in 2008 was even more sizably 

voluminous than human population present on earth at that time. It has made our life more 

luxurious and more facile. It is present virtually everywhere in some different forms such as 

perspicacious phones, navigation system in conveyances, hi-tech machines in hospitals, and so 

on. However, in additament to these positives, IoT systems have withal magnetized negative 

attention from malignant users who aim to infiltrate impotency within IoT systems for their own 

gain, referred to as cyber security attacks. Consequently in this paper we're going to discuss: 

1) How is IoT Utilizable?   

2) Working of IoT with fundamental contrivance  

3) Cyber Threats to IoT 

4) How to surmount threats by Cyber security 

 

Theory 

1) How is IoT Utilizable? 

IoT contrivances have capability to connect you to anyone in the whole world from wherever 

you are staying now. In some IoT contrivances there are AI or programs by which they act 

according to the current situation by themselves without any command such as, if a heart patient 

suddenly has problem in the heart then if he 

would have worn a wrist band measuring 

heart beat extraordinary or suspicious then it 

itself calls for most nearest ambulance 

without commands. IoT has a purpose to 

simplify human's day to day work and avail in 

some emergency situation so everything could 

be done much more expeditious and 

efficiently. Furthermore, with the avail of it 

many companies have turned from labor-

intensive to capital-intensive as for a work 

where we required 20 people, now with 

assistance of machines only one worker could 

do the same work, and even he’s more 

efficient and more expeditious at the work 

which results in cost-cutting of companies as 

now they have to pay wages to lesser 

labours.  

 

 

 

 

 

 

Fig. 2 
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2) Working of IoT with fundamental contrivance 
Internet of Things (IoT) is revolutionizing the electronics 

industry. With more and more applications habituating IoT, it is 

consequential for the engineers of today to get acquainted with 

this technology.  

The Arduino Uno and the Raspberry Pi 3 are popular culls 

when it comes to DIY, IoT, or just fun engineering projects. 

They can be utilized for prototyping and authentic-world 

engineering solutions i.e. Into the Blue utilizing Arduino & 

Raspberry Pi boards for an submerged camera, Netflix 

documentary, Chasing Coral. They were additionally abaft 

the Autonomous racing robot. 

 The Raspberry Pi 3 is a Single Board Computer (SBC). This 

denotes that the board is a plenarily functional computer with its own dedicated processor, 

recollection, and can run an operating system (runs on Linux). The Raspberry Pi 3 includes its 

own USB ports, audio output, and has a graphic driver for HDMI output, exhibiting how it can 

run multiple programs. You can even install other operating systems that include Android, 

Windows 10, or Firefox OS.[2] 

 

Raspberry Pi IoT Projects 

• Estimate Crowd Sizes and Fight the  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Virus. 
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Fig. 4 

 

Fig.3 
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• Smart Energy Monitor Predicated on IoT. ... 

• Build a Wi-Fi Range Extender With Raspberry Pi. ... 

• Create an IoT-Predicated Agricultural Solution. ... 

Develop a Face Apperceiving Robot with Raspberry Pi. ... 

• Build an IoT-predicated Perspicacious Home System with Raspberry Pi. [3] 

 
Fig. 5  System block diagram 

 

Raspberry Pi Remote Control 

The Raspberry Pi hosts a simple Web server. Controls household contrivances utilizing Insteon 

technology. That signifies the utilizer can configure this project to control GPIO relay drivers, 

Insteon controls, or both. The advantage of the Raspberry Pi in a project like this is that it's 

minute and frugal enough to be dedicated to the remote control task, perhaps put out of the way 

on a shelf, and it will reliably accomplish its objective without tying up a more astronomically 

immense computer that has more consequential work and that might need to be powered down 

periodically. [4] 

 
  Fig. 6   The circuit diagram of the watering system 
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Soil moisture sensor 

This fig. shows precision soil moisture which consists of two probes that are inserted into the 

soil. When the current passes through the probes, the soil contains less moisture offers less 

resistance, and passes high current. That variable resistance is the parameter to identify the 

caliber of soil moisture. [5] 

3) Cyber Threats to IoT devices 

One of the distinct challenges in the IoT infrastructures is the constrained computation power 

and minimal resources of most of the IoT contrivances [6]. These constrained resources preclude 

the state-of-the-art cryptographic techniques that are indispensable for securing IoT contrivances, 

thereby making them vulnerably susceptible to a diverse range of security attacks [7], such as the 

denial of service attacks and privacy attacks such as data exfiltration or leakage attacks. 

Nowadays if IoT connected contrivance not has good antivirus software then it is thoroughly 

vulnerably susceptible to hackers and viruses and they infiltrate the contrivance, due to which 

your all personal information including password, images, credit card number, and so on are now 

in control of hackers. Every 39 seconds, there is a new attack somewhere on the web. Globally 

30000 websites are hacked daily. Statistics shows 12.7 million Americans were victims of 

identity theft. There are open security gaps that require opportune controls to mitigate them. The 

challenge is that the currently proposed systems do not provide a consummate security solution 

that tackles all IoT security and privacy requisites. For instance, most of the proposed 

methodologies target one or two security requisites, e.g., confidentiality and authentication [8]. 

An efficient and reliable IoT data sharing requires an all-inclusive security solution for securing 

the data while limiting the interference that might occur if integrating several independent 

techniques to provide the required services [6]. 

 
                                                                       Fig. 7  42 Cyber Attack Statistics by Year: A 

Look at the Last Decade                                                                                                                                                                              

    

Also nowadays there are literally thousands of ways to hack your contrivances such as when 

downloading something containing malware or spyware, then receive mails and SMS containing 

phishing scam, and so on. Besides from hackers, there are some more risks which come with 

IoT. For example, if there is a robot which works at your home and avails you normally, but one 

day it there is some issue in its wiring or somehow it malfunction then it could even harm you as 
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it is now out of your control and it can damage 

your personal properties like break things, and 

so on which is very expensive. In addition to it, 

if there is a hospital and if any system 

malfunction and shows wrong readings then it 

could even cause your life as due to 

malfunction in machines reports are printed 

wrong and so doctor gives you false 

prescription and you intake irrelevant medicine 

which is very harmful. 

 

 

3) How to overcome Cyber 

threats  

 Securing IoT contrivances is an 

immensely colossal challenge, as 

everyday the AV-TEST Institute 

registers over 350,000 new 

malicious programs and potentially 

unwanted applications. Even 

though there is much good 

antivirus software which is capable 

to track down the suspicious 

looking things, and additionally we 

could take many safety measures to 

obviate the hackers. 

Ransom ware attacks have become 

one of the most notorious cyber 

threats. .In these 

attacks the hacker will 

encrypt the data of your device so 

that you cannot access it. An 

attacker will decrypt critical data only after 

receiving a ransom. It can be one of the most 

sophisticated IoT security threats. Researchers 

have demonstrated the impact of ransom ware 

utilizing astute thermostats. With this approach, 

researchers have shown that hackers can turn up 

the temperature and refuse to go back to the 

mundane temperature until they receive a 

ransom. Similarly, ransom ware can withal be 

used to attack IoT contrivances and keenly 

intellective home. For instance, a hacker can 

Fig. 9 

Fig. 10 

Fig. 8  
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attack a smart home and send a notification to the owner to pay a ransom [9]. 

 

 

 

Safety measures Explanation 

Prevent giving out personal information 

 

Many times you receive e-mails saying that 

your account is hacked, disabled, and so on 

and tells you to click on a link which 

redirects you to a page where they ask your 

all personal information which is known as 

Phishing. It looks like e-mail has been 

given by a legit person and the site also is 

purely same as real one, so never ever click 

on the links. 

Keep a strong password 

 
 

Sometimes people keep such a password 

like his birth date or name, due to which 

hackers could easily crack your code and 

gain access of your system. So make a 

password at least 8 characters long 

including numbers, letters and special 

characters such as @ or #. 

Never go for free 

 

It happens that if you want to watch some 

web series and movies or play game, but 

we need to pay money for these so to 

overcome these problems we search it on 

internet to get it for free which is absolutely 

wrong as sometimes when you download 

these things for free then the viruses and 

malwares also comes for free with it due to 

which your device is hacked and you don’t 
even realize what to do until the hacker 

steals your information so never fall for 

free. 
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Maintenance of equipments 

 

Sometimes your IoT device may contain 

some error or gets malfunctioned which is 

very dangerous, so to overcome this threat 

you should do servicing of all the devices 

every 4 or 6 months to ensure your device 

is safe. 

 

 

Experimental 

1) How IoT is useful 

Let's take a case where IoT is included and another where not included. If at midnight, an elder 

person suddenly feels uneasiness as he's a heart patient, so first he has to himself stand up and 

make some noise so family members come to know that there's something wrong. After family 

tries to find most nearest possible hospital manually as they don't have phone to probe for it. 

Conclusively an ambulance comes and takes the old person with them to hospital and doctor then 

starts check up and tries to find problem. All this process will take much long time, due to which 

it may end up being life or death scenario. Now let's say that same happens with another old 

person, but this time he has worn a contrivance which suspects itself abnormal heart readings. 

Now contrivance itself contacts most nearest ambulance and sends all readings to hospital doctor 

before hand so that he could already analyze situation and be ready. After some minutes 

ambulance comes and takes the patient. After reaching hospital doctor is ready with equipment 

for operation. In the second scenario we could see that how useful is IoT in the situation and it 

availed the old man to survive easily [10]. 

 

2) Threats to IoT and cyber security for it  

To explain the following topic, let’s take a case to understand well. There is Family X who has 

gone for a vacation to Simla. Now a larcenist comes to know there is no one in there as the 

family posts their pictures on social 

network, so he first tries to enter through 

main door but it is of good quality and 

unbreakable. Now larcenist searches a spot 

to enter and he finds that windows are 

breakable so he breaks through it and 

enters house. After he finds the locker 

room and he break opens the door of room. 

Now he tries some passwords to open 

locker and he finds out password is 9999. 

At last he steals everything and flees away 

from there[11]. So, we could understand 

from this case that firstly hackers analyses the entire situation like the larcenist who found that 

Family X went out. Then next he tries to find loopholes in your system to hack by every method 

possible and then attacks on your personal data stored in the contrivance to utilize it as per his 

will.  But then what about cyber security??? So for it let’s continue our case of Family X. After 

finding that someone stole everything in their house, the family calls police and let them find the 

  Fig. 11  
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larcenist. But the family wants to do something to stop this scene to happen again, so they call 

intelligence team to help them out. Now the team recreates the whole scene and makes the 

following report that tells that although your main door is impenetrable but your windows are too 

weak, so add some metal grills or rods so the larcenist cannot break in. Although if he somehow 

comes in, so like the main door, make every room’s door impenetrable. But even if he somehow 

reaches to locker room, make sure that you have made a strong password including numbers, 

special characters and letters [12]. Now we could understand from the situation that the family 

took some safety measures to stop intruder. Like this even we could take some safety measures 

to stop the hackers to get access to your data such as buy a strong firewall which cannot be 

overridden by the hacker, and install good antivirus to find suspicious activity. Additionally set a 

very strong password so hacker cannot even guess it in his dreams. 

 

Conclusion 

IoT has plenarily transmuted the world and it is even more connected to our lives than our soul. 

No matter whichever field are you working in, somewhere IoT is present and you are utilizing it 

to do your work. People who stays in smart cities or has utilized IoT devices couldn't even stay 

without it a day or two. But due to this bonding, there are cyber threats which capitalize on it. 

One of them are hackers who hacks your IoT devices by finding loopholes in it, so they could get 

all your personal data and they utilize it according to themselves to earn money which is called 

unethical hacking. But as time passed, we developed cyber security for ceasing hackers. But still 

there are many cases around the globe which even cyber security cannot stop. So for concluding, 

I would verbalize that don't stop utilizing IoT, as it is not any solution but don't be too dependent 

on it and never give your personal details to anyone or anywhere and always install good 

antivirus software to find that you have any malware in your contrivance. 
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